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Abstract

Programming Language Theory aims to formally understand different programming
languages by exploring the programs that can be written in them, and analyzing
which theorems about them can be proven. In the subfield of Foundational Program
Verification, we often do so by building fully formally verified program logics, which
aim to formalize and refine the intuitive reasoning programmers use when writing
code. This has in recent years been successfully applied to many different languages,
leading to a wide variety of program logics for a diverse set of programming lan-
guages. These program logics, however, are usually mutually incompatible and
limited to programs written entirely in the one language under consideration. This
is not sufficient for many real-world programs since these are often build by mixing
different programming languages.

In this work, we describe a formal semantics and a program logic for programs
written as a combination of OCaml and C, focusing on the interaction between these
languages. This allows us to formally explain the existing Foreign Function Interface
which is used by programmers when bridging between OCaml and C. The resulting
theory is language-local: It allows one to verify large parts of a multi-language
program using existing single-language formalisms, as if the program just was a
single-language one.

This work is largely based on our recent paper [13]], co-authored by the author of
this thesis. In this thesis, we give a detailed account of the paper. Additionally, we
examine of some alternative design choices for the View Reconciliation rules. These
rules describes how different languages can interoperate on shared mutable state,
even when this data is represented differently in these two languages. We further
extend the program logic with more powerful reasoning rules, to allow verifying
additional programs.

All of our work is mechanized in the Coq proof assistant, using the Iris framework.
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Erklarung fiir Fachfremde

Diese Arbeit ist im Bereich Programmiersprachentheorie angesiedelt. In der Pro-
grammiersprachentheorie versuchen wir, verschiedene Programmiersprachen for-
mal zu analysieren. Formal bedeutet dabei, dass wir erforschen, welche logisch-
mathematischen Aussagen iiber einzelne Programme, oder die Menge aller Pro-
gramme, getroffen werden konnen. Dies erlaubt uns dann, zu beweisen, ob ein
Programm auch tatsdchlich das Richtige tut, oder ob sich Programmierfehler einge-
schlichen haben.

In den letzten Jahren gab es viele wissenschaftlichen Arbeiten, die verschiedene Pro-
grammiersprachen auf diese Weise analysiert haben. Allerdings folgen viele dieser
Papiere einem dhnlichen Ansatz, welcher voraussetzt, dass das gesamte Programm
nur in einer Programmiersprache geschrieben ist. In der Praxis schreibt man aber
Programme, in dem man mehrere verschiedene Programmiersprachen kombiniert.
Jede Programmiersprache hat ihre eigenen Stdarken und Schwichen, sodass manche
Sprachen fiir gewisse Probleme besser geeignet sind als andere. Damit kann fiir jedes
Problem die fiir dieses am besten geeignete Sprache verwendet werden. Allerdings
entsteht dadurch auch ein Mehr an Komplexitit, denn diese Programmiersprachen
sind oft recht unterschiedlich. Wenn man diese Sprachen zusammenarbeiten lassen
will, muss man beispielsweise Daten zwischen den Formaten der Sprachen hin- und
herkonvertieren, was fehleranfillig sein kann.

Wir sehen also zwei Probleme: Bisherige formale Ansétze zur Programmuverifikation
sind oft nicht auf Programme anwendbar, die in verschiedenen Sprachen geschrieben
sind. Dazu kommt, dass durch die Interaktion selbst weitere Fehlerquellen entstehen.
Wir prasentieren eine sogenannte Programmlogik fiir die zwei Programmiersprachen
OCaml und C, sowie fiir die Interaktion zwischen diesen beiden Sprachen. Wir
prasentieren einen Ansatz, die oben genannten Probleme zu 16sen. Wir bauen also
ein formales Modell, und beweisen damit Aussagen iiber Programme in diesen
beiden Sprachen. Unser Ansatz ist zwar spezifisch fiir diese beiden Sprachen, wir
hoffen aber, dass er, wenn auch nur in Teilen, auch auf andere Sprachkombinationen
angewendet werden kann.
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Chapter 1

Introduction

1.1 Outline and Key Ideas

This thesis introduces Melocoton [13]], a program logic for verifying programs writ-
ten in a combination of OCaml and C. It starts (in Chapter 2)) with a by introducing
some relevant background, notably Iris [[18]. We also assume that the reader has
basic knowledge of C and of functional languages like OCaml.

Verifying programs written as a combination OCaml and C is hard because these
languages have little in common: They have different values, different memory
models, different linkage models, different approaches at unsafety, etc.. In real
programs, these differences are bridged using the OCaml-C Foreign Function Interface
(FFI). This FFI introduces FFI primitives, which allow writing glue code, which can
then bridge the differences between these languages. This is presented in Chapter

We then start developing a formal model of this FFI. To start, Chapter [ defines (as of
yet incompatible) operational semantics and program logics for simplified versions
of the single languages C and OCaml. Since we consider simplified versions of C
and OCaml, we call these A¢ and Ay.

A guiding principle in this work is language locality. A key aspect of this is that
verification should be carried out in the single language program logics as much as
possible. One key aspect of this are reasoning rules for external calls, which allow
abstracting over the other language, already introduced in Section[4.1} Further, the
resulting operational semantics and program logics should embed and extend those
of the individual languages, so that single-language correctness results carry over.

Chapter 5| describes the operational semantics of the wrapper, which is the formal
analogue of the OCaml runtime and makes Ay, compatible with the A¢ ABL. It also
gives an operational semantics to the FFI primitives. Chapter[6|then builds a program
logic on top of the wrapper’s operational semantics. This program logic embeds the
program logics of A¢ and Aw.. It then allows reasoning across language barriers, and
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verifying glue code using FFI primitives.

In the program logic, the key idea are view reconciliation rules, which allow trans-
ferring ownership between the different languages. To go beyond the paper, this
thesis aims to improve these laws. First, we allow fractional view reconciliation,
described in Section 6.4, which already requires a large refactor of the program logic
implementation, described in Section[6.3} We then investigate different approaches
for implementing these view reconciliation laws, discussed in Chapter [/} Finally,
Chapter [§recaps the relevant background literature, and examines possible future
work.

1.2 Authorship Disclaimer

This thesis is in large parts based on the paper “Melocoton: A Program Logic for
Verified Interoperability Between OCaml and C” [[13]], published at OOPSLA 2023.

The paper was written by Armaél Guéneau, Johannes Hostert, Simon Spies, Michael
Sammler, Lars Birkedal, and Derek Dreyer. As mentioned in the paper, the first
three authors (which include the author of this thesis) should jointly be considered
first authors.

All three authors jointly developed the central definitions in the paper, so that almost
no part can be attributed to just one author. Armaél led the project, implemented
the operational semantics of Chapter 5| the linker of Appendix|A} and introduced
many central ideas. Johannes developed the single languages of Chapter @ including
weakest preconditions with external calls Section single-language linking of
Section[4.1.2} implemented large parts of the program logic (including adequacy and
the entire wrapper program logic) of Chapter|[f} and verified many of the examples,
often in collaboration with and under the supervision of Simon.

Chapters[d]to[6|are based on the mentioned paper, with little novel contributions
going beyond what was introduced in the paper (but new and extended explana-
tions). While the paper contains a section similar to Chapter 3, which explains the
Foreign Function Interface intuitively, this thesis uses some different examples. We
also discuss how our program logic is used to verify these examples in Section [6.2}
Chapter [7] as well as Section [6.4] are completely new and not part of the paper..
Additionally, the construction of the program logic presented in Section 6.3 differs
from the construction presented in the original paper; this is due to a refactoring
done in preparation for Chapter [/}



Chapter 2

Background

This chapter describes our notations and recaps the relevant background on program
logics, separation logic, and Iris. These primers are not intended to teach step-
indexed separation logics to people without prior knowledge of it. Instead, they
merely outline all the foundations needed to fully understand all technical parts
of the thesis. For a slower, didactically more worthwhile introduction to these,
see [13, 10, 47].

Readers closely familiar with these concepts, in particular with Iris, can skip Sec-
tions 2.2] to jumping to Section which describes how a program can be
multi-language.

2.1 Notes on Used Notation

Since we work in a type-theoretic setting, we use some notation borrowed from
type theory which might be unfamiliar to a reader used to more classical, set-
theoretic mathematics. In particular, we use Prop to denote the type of mathematical
propositions (e.g., 3x.x = 5). In contrast, iProp is the type of separation logic/Iris
propositions. While we often define propositions cascadingly, we use them as if
they were cartesian. In other words, we can define P : N — N — Prop, but will still
write P(3,4) instead of (P 3) 4. We also use x : T to denote that x is an object of type
T (e.g.,3:N), and use T : Type to denote that T itself is a type. The set-membership
symbol € is reserved for actual sets, which usually are finite (e.g., the domain of a
finite map). Somewhat confusingly, the reverse set-membership symbol T > x is to
be understood as x : T, not x € T. It is only used in definitions, most prominently
in inductive definitions (e.g., N > n :== 0| Sn). Plain (as opposed to (co)inductive)
definitions are denoted using =.

We use e[v/x] to denote that all free occurrences of x in e are replaced by v. A parallel
substitution is denoted using e[vy /x1,...,vn/xn].

Options over a type T : Type are indicated by option T := Some(t : T) | None. We
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sometimes omit Some, treating it as an implicit coercion. Lists T : T over T are
indicated using the vector arrow. Their length is denoted by [t| and t; : T denotes
the ith element, where the first element naturally has index 0. We often implicitly
generalize relations to lists by lifting pointwisely: For example, if x R y is a relation,
then X R § means that X and § have the same length, and that Vi. x; R y;. Finite maps

with keys K : Type and values V : Type are denoted by o : K fin v, Looking up a value
is denoted as o[k], which might return None to indicate that the value is absent. Such
maps can be updated/extended using the notation o[k := v]. Singletons can also be
denoted as {k := v}. The disjoint union oy U o, is the union of oy and o;, but is only
defined when both maps/sets are disjoint, i.e., o1 N 02 = &. To be more compact, we
also write o ##f 0, to express that oy and o, are disjoint. Similar to how we implicitly
generalized relations to lists, we also sometimes do so for maps. Specifically, if x R y
is a relation X — Y — Prop, then o7 R 0, (where o7 : K fin X,02: K fin Y, K : Type)
denotes that dom o7 = dom o3 and that Ykxy. oq[k] =x — o2kl =y — x R y.

2.2 Classical Hoare Logic

In 1969, Tony Hoare [[14] introduced a logic-later named Hoare logic—for “proofs of
the properties of a program.” This logic could be used to prove functional correctness
of programs in a simple, imperative language. His logic introduced the Hoare triple,
consisting of a precondition P, a program s, and a postcondition Q, denoted as
follows:

{P}s{Q}

This is a formal statement describing that the program s, when executed on a state
initially satisfying P, terminates only in states satisfying Q. Sometimes, Hoare logic
is changed to also entail program termination. In this thesis, we do not require this:
For a diverging program, every postcondition is valid, since it never terminates, and
thus never reaches a state that could violate that postcondition.

In 1975, Edsger W. Dijkstra [[8]] developed the weakest precondition calculus as a
different approach for proving formal properties about programs. The weakest
precondition calculus is used to compute the weakest precondition wp s {Q} of a
program s for a postcondition Q. This weakest precondition is then implied by all
other preconditions, which connects this calculus back to Hoare triples:

{P}s{Q} <= P = wps{Q}

Further, the weakest precondition is an example of a predicate transformer. In general,
predicate transformers transform predicates on one kind of object to predicates on
another kind of objects. Here, they transform the postcondition, i.e., a predicate on
values, to a predicate on expressions encompassing those expressions that evaluate
to values satisfying the original predicate. We call logics like Hoare Logic program
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logics, since they are designed to reason about program executions. They include
several rules/axioms that allow them to verify programs compositionally, while being
designed to mirror the naive reasoning programmers often employ when reasoning
about their programs intuitively.

The languages used by Dijkstra and Hoare to introduce their logics distinguish
between statements and expressions: Statements are evaluated only for their side-
effects, while expressions denote unique values (here: integers), but never cause
side-effects. Their programs manipulated a set of global program variables, with
each storing an integer. In Hoare logic, and in weakest precondition reasoning,
these program variables are commonly identified with logical variables, i.e., the
postcondition x = y denotes that the program variables x and y are defined and have
the same value. This causes a variety of issues (e.g., it is cumbersome to express a
specification like “x remains unchanged throughout the program”). More modern
programming languages introduce expressions which have side-effects and can
direct control flow. Thus, in this thesis, we will consider “expression languages,”
where there are no statements, just expressions. To get started, we consider a very
simple expression-based language. For now, it does not have state, since we only
add state in the next section.

Exproe:=x:Var|Z:Z|e1+exlej—ezxleg=ez ...
|let x =e7 in ey
Ctx>K:=e|K+ej|z7+K

|[let x=K in ey |...

Operational Semantics Unlike Dijkstra and Hoare in the works aboveE] we start
by defining a structural operational small-step semantics. We take this semantics as
the “ground truth” definition of how our language computes. This allows us to later
show that our program logic is indeed adequate, that is, that theorems proven in it
reflect the actual computation behavior of the program, as defined by the operational
semantics. Formally, such a semantics is a relation —gigp1e: Expr — Expr — Prop.
Weread e; —simp1e €2 as “ej steps to e;.” The semantics is then typically defined as
an inductive relation, like in Figure[2.1] This figure shows two rules, for two primitive
language constructs, namely SApp for + and SLETIN for 1let-in. Additionally, there
is the rule Crx, which allows reduction in sub-expressions.

Our operational semantics distinguish regular steps (—simp1e) and head steps
(—nsimp1e): Head steps require the expression under reduction to not be nested
below some operators. Regular steps are then defined by allowing head steps under

1Both were well aware of operational semantics, and that one should prove that all semantics are
in correspondence.
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SApD SLetIN

Z1 +2Z2 —hsimple Z1 + 22 let x=Z in e —hsimple elz/x]

Crx
€1 —hsimple €2

Kle1] —?simple Kle3]

Figure 2.1: Operational Semantics for a simple language.

an arbitrary evaluation context K, using the rule Crx. Such contexts are best under-
stood as expressions with a hole. The operation K[e] substitutes the expression e into
the context K, replacing the hole e with e. Contexts define which subexpressions
is reduced first, and in what order. Above, we defined contexts such that the left
operand of an addition is evaluated first, by requiring that the right operand is only
evaluated when the left operand has fully reduced to a value (here: an integer).
Further, the let-in construct only allows reducing the let part, which must be
substituted using SLETIN before the other subexpression can be evaluated. The ex-
pression that is evaluated next (to which a head reduction step applies) is called the
head redex. Since addition (and all other binary operators omitted here) reduces the
left side first, we call such languages left-to-right. In future, we omit the machinery
for lifting head steps to regular steps, by simply indicating which expressions are
evaluated first, by e.g., specifying left-to-right evaluation order.

There are several terms in our language which do not reduce, i.e., which block
reduction when being head redex. An example is the expression x which denotes
a variable: When it is head (redex) position, then the original program was mal-
formed since it contained a free variable. We say that such a program is stuck.
Another expression that does not reduce further is the integer constant expression
z. However, this expression (and only this expression) is not considered stuck.
Instead, we consider a program that has reduced to an integer to have terminated
successfully. Later, we generalize integers to the larger class of values. These are the
“objects” our program language works with, by e.g., storing them in variables. We
consider a program to have terminated when it has reduced to a value, which is
then the result/return value. These expressions that are either not stuck, or indicate
termination (are values), are called safe. A stuck program is said to have undefined
behavior, following the way undefined behavior is commonly understood in C. A
program with undefined behavior is considered erroneous, but this error is silent:
The compiler / execution environment is allowed to behave arbitrarily. This is in
contrast to “safe” failure (like raising an exception), which is usually part of the
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definition of the operational semantics. This motivates the following definition of
safe expressions, which do not cause undefined behavior:

safe : Expr — (Z — Prop) — Prop
Q(z) e=2z

safe(e, Q) £ {
Je’;e —>simp1e €' otherwise

Our definition of safe is further refined by a postcondition Q, which can be used to

exclude undesired termination values. If we take Q(z) £ T, then we recapture the

intuition from above that safe expressions are all those that are either an integer, or

that step to another expression.

Program Logic We can now define a program logic for this language. We do so
by (axiomatically) defining the weakest precondition. Since we switched from a
statement-based language to an expression language, our weakest precondition
changes: Instead of taking a postcondition Q defined on the state, we take a post-
condition Q : Z — Prop, which describes a condition on the value an expression
evaluates to. Further, a Hoare triple now still takes a regular precondition (of type
Prop), but uses the same postconditions as the weakest precondition. Thus, Hoare
triples can be defined using the weakest precondition:

{P}s{Q} <= P—=wps{Q}

Further, a Hoare triple like {z > 0}z + z{Ar.r = z} is to be read as Vz.z > 0 —
wp Z + Z{Ar.r = z}. In other words, we implicitly V-quantify over all free variables in
it. Finally, we often write postconditions occurring in a weakest precondition (or
a Hoare triple) as wp e {r. Q(r)} instead of wp e {Ar. Q(r)}. We do not give a formal
definition of the weakest precondition, delaying this to Section[2.4/and instead leave
this axiomatic for now. The axioms used to define the weakest precondition can be
found in Figure The first rule (WP-VaLug) describes the base case of the weakest
precondition: A program that has already evaluated to a value. This value must
then satisfy the postcondition Q. The next two rules describe how addition and
let-in reduce, assuming they are the head redex. These are actually just special
cases of the more general rule WP-Step for arbitrary steps, as long as these steps are
unique. The bind rule (WP-BIND) is used to reason about expressions occurring at
the head redex position in another term: It describes that we can first reason about
the inner expression, and then continue reasoning about the results of it, placed in
the context of the inner expression. The last rule (WP-WEak) allows weakening the
postcondition. This presentation of the weakest precondition, with emphasis on the
bind rule, closely follows Timany et al. [3]].

Note that although we call wp e {Q} the weakest precondition, we do not show that
the axioms given in Figure[2.2|are complete, and fully expect them not to (especially
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WP-VALUE WP-Abp WP-LetIN WP-Binp
Q(z) wp z1 + 22 {Q} wp elz/x] {Q} wp e {Az.wp K[z] {Q}}
wpz{Q}  wpzi+z:{Q} wplet x—Z in e{Q) wp Kiel [Q}
WP-WEeak WP-SteP
wpe {Q} Vz. Q(Z) — R(Z) wp €2 {Q} €1 —’simple €2
wp e {R} wp e7 {Q}

Figure 2.2: Weakest Precondition axioms for a simple language.

e’ |e — e’} ‘ Intended meaning

0 Undefined behavior / being stuck
1 One unique successor ValueH
> 1 Demonic choice out of all possible e’

Table 2.1: Demonic choice and undefined behavior for normal languages.

in the following sections). In fact, our weakest precondition is better understood as
one rather weak precondition, which is in practice weak enough to establish most
program specifications one hopes to prove. While our weakest precondition is not
complete, it is sound: If we prove wp e {Q}, then our program will only reduce to
values satisfying Q, or it will diverge by reducing forever. In particular, our program
never encounters undefined behavior. Formally, this can be argued by proving that
all finite prefixes of execution traces are safe:

*

wpe{Q} = Ve'.e —lime e’ — safe(e’,Q)

This uses the reflexive-transitive closure — S imple of —sinp1e, Which expresses that
we take a number n > 0 of reduction steps. After taking these steps, our partially
reduced program must be safe, i.e., must have completely reduced to a value, or

must be able to take another step (which is then again to a safe value).

Demonic Non-Determinism In our simple language, the relation —;np1e is (par-
tially) functional: Every expression reduces to at most one successor expression.
Later on, we introduce languages where one program state can have several suc-
cessor states. These will then indicate a demonic choice: In order to be correct, the
program needs to handle all possible successor states. In terms of weakest precondi-
tions, this means that if we want to show that wp e {Q}, we need to prove wp e’ {Q} for
all e’ such that e — e’. The simple step rule WP-Step, which only considers a single

2Note that this is a special case of a demonic choice—if there is only one value to choose, the demon
has no real choice.
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step, is then no longer applicable. Table summarizes the intended meaning of
having none, a unique, or several successors under an arbitrary step relation —.

2.3 Separation Logic

Separation Logic [[38] was introduced to address several weaknesses with the exist-
ing (Hoare-style) logics for languages with mutable state. Our simple language of
Section[2.2/had no state. In contrast, the languages originally considered by Hoare
and Dijkstra had a simple state consisting of the program variables modified by
these programs. Unfortunately, the program logics originally presented by them
are not well-suited for reasoning about programs using shared mutable state, in
particular not when one whishes to do so modularly. Consider, for example, the
following two programs which access global variables x, y, and t. The function foo
is better understood as a template, i.c., the variables x and y are passed by reference.

fooll oy
swa
t=T1r=2 Py
t=xx=y,x=t;
swap(t,1);
) }

While the classical Hoare triple {x = 1 Ay = 2}swap(x,y){x =2y = 1} is provable,
executing foo() does not result in a state where r = 1. This is because swap internally
re-uses the variable t, conflicting with foo, which already uses it. Notably, the fact
that swap uses t does not show up in the specification of swap. One approach of
solving this is by explicitly stating which variables are modified by which program.
When we then use an already-verified subroutine, we need to check the variables
modified by it against the variables our program itself is using. This leads to a tedious
amount of book-keeping. Instead, we use separation logic, which makes this tracking
implicit. If we designed a separation logic-based program logic for a language like
the one above, we would not be able to establish the shown specification for swap.
Instead, the specification would need to explicitly mention t. We do not further
discuss how a separation logic-based program logic for the above language would
look like, instead focusing on developing one for the simple language from the last
section. First, we will add mutable state to that language:

Valsvi=z:7Z|{:1loc
Expr>e:=x:Var|v
|alloc() |le|ej:=ez | --

fin

Y £Loc = Val

We added three new expressions, for freshly allocating, loading from, and storing
to a memory cell. Additionally, we have introduced the syntactic category of values,
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SALLOC SLoap
{ ¢ domo olt]l =v
(a”OCU) 0) —>hsimple (?) O-[E = O]) (w» G) —>hsimp1e (V, U)
SSTORE CTXSTATE
{edomo (o1,e1) —hsimple (e2,02)
(ﬂ =V, 0‘) —hsimple (6, O'[e = V]) ((7] y K[e]]) —’simple (K[ez]» GZ)

Figure 2.3: Operational Semantics for a simple language with state.

which can now be either integers or location values. A location value { is also
encoded as an integer, but is in a distinct category, since it can not be used for
arithmetics (while plain integers are not to be used for loading from a memory
cell) EI The operational semantics now operate on pairs Expr x X of the current state
and the current expression to be executed. We also call these configurations. Most
rules in the operational semantics leave the state unchanged. The others are shown
in Figure The rule SArLoc describes allocation. It is non-deterministic, and
evaluates to a new location (which is initialized to 0). SLoap describes loads, and
SStore describes stores. The latter evaluates to 0, and we usually ignore the value,
since it is only executed for its side-effects. The CtxSrartE rule replaces the Crx rule,
to inherit the state change from the head redex to the total reduction step. Finally,
we change our notion of safety to configurations:

Definition 2.1 (Safety for a stateful language)

safe : © — Expr — (Val — Prop) — Prop
QWv) e=Vv

safe(o, e, Q) £ { .
Je’ 0'.(e,0) —simp1e (e’,0") otherwise
Plain Separation Logic The key idea of separation logic is that it is a logic for
resources. Whereas plain mathematical logic deals with mathematical facts, which
remain true once established, separation logic deals with resources, which can be
created, updated, and destroyed. What these resources crucially lack is the ability
to be duplicated: In general, resources can not be duplicated arbitrarily, but can only
be created, changed, or destroyed under very specific circumstances. In our case,
these resources will express ownership of parts of the heap. A formula of separation
logic, denoted using P : iProp, expresses that some property is true on some part

3This distinction is erased by compilation to assembly, but it makes reasoning much nicer, so we
keep it in the source semantics.
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of the heap. Additionally, the formula will carry ownership of this part of the heap.
Other formulas that are true separately are not able to describe facts about this part
of the heap.

The formal semantics of separation logic are defined against a particular heap.
Formally, we say that a formula P : iProp of separation logic is satisfied by a heap
fragment o, denoted o = P.

0 = Ppure < Ppure Ppure : Prop
oEPxQ & dojoz.01Uoy=0A01 EPA02EQ

OEP Q& Voa.00 EPAG# o = (0qU0)EQ
ocEl{—ve{l:=v}Co

cEPAQ&eoEPACEQ

ocEPVQ&eoEPVOEQ

Besides inheriting the existing logical connectives, and a trivial embedding of regular
propositions Prop, separation logic introduces several new ones. The first one is the
separating conjunction %, which denotes that P and Q hold on disjoint parts of the
heap (remember that U is a disjoint union). The next one, the magic wand —, is the
right-adjoint of +—in other words, we have P —« Q — R < P*Q —* R. Finally, we have
the points-to connective ¢ — v, which describes that v is stored at location ¢, and
that (¢ is part of the heap that the formula expresses ownership of. To understand
the difference between regular and separating conjunction, consider the formula
¢; — 1AL, — 1. This formula expresses that both ¢; and (, are active locations in
the heap, both storing 1. However, these locations might alias, i.e. {; = ¢, might be
true. In contrast, the separating conjunction {7 — 1 x {3 — 1 allows us to derive that
{; # {,, since the heap must be decomposable in disjoint parts, each validating one
of the points-tos. Note that we use I P as syntactic sugar for Vo, o |= P. While = P
might be more appropriate, we do so to follow Iris” syntax.

A Program Logic Using Separation Logic We now show how separation logic is
used for building program logics. For this, we define WP not as a regular propo-
sition, but as a formula of separation logic. Similarly, the rules of Figure 2.4|are to
be understood as separation logic rules (using magic wands and combining the
preconditions using separating conjunctions), which is indicated by using a magic
wand —« as the separating line. Note that this figure also generalizes the postcon-
dition to act on values v : Val, not just integers. Figure shows the new rules we
gain from using separation logic. Additionally, all rules of Figure except for
WP-WEAK, continue to apply (when reinterpreted as separation logic rules using
magic wands). The rule WP-ALroc is used to verify an allocation. It allows us
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WP-ALLoc WP-Loap WP-STORE _
£+ 0 — wp{Q} (v L— v —wpv{Q} (v — v —wp0{Q}
wp alloc() {Q} wp [2{Q} wp £ := v’ {Q}
WP-WanD
wp e {Q} Vz.Q(z) — R(z)w
wp e {R} )

Figure 2.4: Weakest Precondition axioms for a simple language with state.

to continue verifying with the remaining program, while additionally assuming
ownership of a new, separate piece of the heap containing our allocated cell. This in
particular uses the fact that allocation is defined (operationally) to always return
a previously unused, fresh location. Further, the rule WP-Store is used to verify a
store. To apply it, one needs to isolate the part of the heap on which ¢ — v holds,
where { is the location to be modified. Thus, all other parts of the heap, and all
other statements expressing facts about them remain unchanged, since they are
now separate from the piece of the heap undergoing modification. The rule states
that we need to “give up” this piece of heap, by handing it to the rule. After this,
we no longer assert anything about this piece of heap. The rule then gives { — v’
back to us, which now reflects the changes made by the store. The rule WP-Loap
can be understood similarly, except that it does not change the points-to. Finally, we
have the rule WP-Wanb, which replaces WP-Weak. This rule allows us to weaken
postconditions, as before. However, it can also be used to prove the frame rule:

Pxwpe{v.Q(v)} =«wpe{v.PxQ(v)}

This rule formalizes the previous intuition that resources not used when proving a
weakest precondition are not affected by program execution-they still hold once the
program has finished.

Adequacy Our adequacy statement for this new program logic now also needs

to refer to the heap. We need a proof that the weakest precondition is satisfied on

some initial heap o, and can then derive that the postcondition will be satisfied by

the heap o’ present at termination.

Theorem 2.2 (Adequacy of the program logic using separation logic)
cEwpe{Q} = Ve'o'.(e'0) — e’,0’) — safe(a’,e’,Av.a’ = Q(v))

S
simple (

The proof requires the definition of the weakest precondition, which we do not
discuss here. Since safe is monotone in Q, this core adequacy theorem can be used
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{T}
let l=alloc() in
{l=0%x0+— 0} =4
let 1=alloc() in _
_ let _=1:=42 in
let _=1:=42 in
{l=0xL— 42}
let r=1 in
let r=1I1 in
T
r=42x0— 42} r=42

T
{ror=42%x0— 42}

Figure 2.5: A simple program (left) with a corresponding Hoare outline (right).

to derive a more useful one, where the postcondition of safe is merely implied by

o' E Q).

Hoare Outlines Correctness proofs in separation logic can be rendered using
Hoare outlines. A Hoare outline shows the resources collected at each step of
the program. As an example, we will verify that the program on the left side of
Figure starting in the empty heap, terminates only with 42. In a Hoare outline
(shown on the right in Figure[2.5]), we re-use Hoare triple notation {P} s {Q} to keep
track of the resources as they are modified by the program. Each line in {brackets}
denotes the resources, the others denote expressions in our program. While the
active resources are repeated each time (to indicate that they are still available and
not changed), pure facts (like r = 42) are not, since they will remain true forever.
To indicate that something is pure, we sometimes write it on the right, next to the
outline. This is supposed to indicate that this fact remains true as we go further
down in the program.

After convincing us that the original Hoare triple holds after constructing this Hoare
outline, and using that = T, we can use the adequacy theorem to infer that our
original program continuously reduces to new expressions, and only terminates
with a value vin a state ¢’ = v =42 x { — 42, i.e., with the value 42.

2.4 Program Logics in Iris

Separation logic has been very successful, with many generalizations to it developed
in the years after Reynolds’ original paper [38]. We do not aim to recount the
complete history here (see O’'Hearn’s summary [32]] for a comprehensive review),
but instead focus on Iris {19} 22, (18]], a step-indexed separation logic featuring higher-
order, custom ghost state, that also is fully formalized in Cogq. The remainder of this
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thesis uses Iris as the separation logic. Iris also includes support for concurrency,
which is not needed in this thesis.

In the separation logic introduced previously, the only true separation logic primitive
was the points-to. Iris instead allows one to define one’s own separation logic
primitives, by defining an algebraic structure called OFE (an ordered family of
equivalences, see in particular [[18]). Instead of defining the model against heaps,
the model is then defined against an OFE. Since these resources usually do not
directly describe the actual program state, they are called ghost state. Finite maps
and points-tos are then just one particular example of ghost state, which are later
linked to the actual heap of the operational semantics. An element a of an OFE
can be turned into a separation logic proposition  a!” expressing that a is owned.
Since one often works with several OFEs, a ghost name v is used to denote which
particular instance is meant.

Additionally, Iris is step-indexed: The model is defined not just against such OFEs,
but also against a step-index. This step-index can be used to define several inter-
esting separation logic predicates that would not be admissible otherwise (due to
essentially unguarded recursion), by defining them by recursion on the step-index
(see [47]] for examples). Notably, the weakest precondition itself can be defined in
Iris, by decreasing the step-index by one for each reduction step, thereby linking the
step-index to program steps. For readers not familiar with step-indexing, this can
be ignored, since most of our program logic does not use step-indexing. To reason
about these features, Iris includes a number of modalities: The later modality >P ex-
presses that P is valid at the next lower step-index. Since properties are downwardly
closed, this modality is easy to prove, but typically hard to eliminate. The persistance
modality & P turns P into a persistent resource. A persistent resource (of which & P
is just one example) can be freely duplicated. Since it is freely duplicable, @ P is
harder to prove: One can only use other persistent resources in the proof. Intuitively,
a persistent resource is a fixed, unchanging property about some part of the heap,
and so it can be “remembered” even when only reasoning about other parts of the
heap.

To reason about custom resources, Iris includes the ownership primitive 'a'”, ex-
pressing that a, a member of an OFE, is currently owned, i.e., valid for the current
resources. To allow having several different kinds of resources, and several instances
of the same resource, a ghost name y denotes which instance of which OFE we are
referring to. Finally, the update modality E>P expresses that P is true, after updating
some of the ghost state. It is often used together with the wand, so that there is the
syntactic sugar =k £ — B.

Some Useful Ghost State As mentioned, Iris uses the generic ghost state mecha-
nism to define the ghost theory of heaps and points-tos. A points-to { —, v (now
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including a ghost name y) works like before. To ground this points-to, Iris includes
an authoritative counterpart! oo |*, which denotes the full heap. When taken together,

|
|
|

they can be updated, to e.g., implement a store rule:

0 iy v Sk eoll = V]

|
|
,,,,,,,,,, 1

These are just a particular example of the general authoritative ghost state construc-
tion, which allows having an authoritative part ea, and several fragments of, with
an arbitrary relation a R f that must hold between the authoritative part and the
fragment. Above, points-tos are just syntactic sugar for a particular fragment. Iris
further generalizes the points-to to be fractional. A fractional points-to { —9 v where
0 < q < 1is said to be fully owned when q = 1, in which case it behaves like the
regular points-to (and we may omit the fraction). Points-tos can be combined and
split, so that their fractionalities combine. A partially owned points-to (with q < 1)
can not be used for modifications, since it is not exclusive and so other fractional
points-tos for the same location might be used elsewhere. There also is the persis-
tent points-to ¢ —" v, which is persistent. This also ensures that the points-to is
never mutated again. In Iris, fractional and persistent points-tos are unified using
discardable fractions Qg > d == (q: Q) | .

Another useful construction are ghost variables. Using them, a ghost name y can be
assigned to a value x : X (for any type X), denoted as y £, x. What makes them great

is that they can split fractionally, so that there can exists two parts y Bxxy By,
which must then be in agreement: It must hold that x = y. Similar to points-tos,
the ghost variable can only be changed when it is fully owned. Yet another useful

feature of Iris is that of invariants. An invariant|P | ‘isa “persistent box” around a
proposition P. We say that the ownership is stored in the invariant. This ownership
can only temporarily be taken out of the invariant. To track which invariants are
currently open, and to force these invariants to close again, a mask ¢ is used. For
technical reasons, we do not get ownership of P, but only of > P. Thus, we often put
timeless propositions into invariants, which are propositions that do not depend
on the step-index, allowing us to remove this later sometimes. In regular Iris, this
mask is tracked in the weakest precondition, E] and ensures that we do not open
invariants twice. Regular Iris also forces these invariants to only be opened around
atomic propositions, like compare-and-swap. Thereby, these invariants can safely be
shared between threads, since no thread can violate the invariant while another one
is accessing it. In this thesis, we do not use the concurrency support of Iris. Thus,
we use non-atomic invariants, which can remain open longer. To express that they
should be closed again, there is the separation logic token [Nalnv : €], which tracks

41t is actually tracked by mask-changing updates, which the weakest precondition uses prominently.
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the open invariants. To force invariants to close again, one includes the obligation
[Nalnv : T], which asserts that all invariants are closed.

Defining The Weakest Precondition Iris” logic is powerful enough to define the
weakest precondition wp e {Q} within the logic itself.

Definition 2.3 (Weakest Precondition in Iris)

reducible(e, o) £ Je’ o’. (e,0) — (e’, 0’)

Sl(0) £ o0 "

IéQ(v) e=Vv
Vo.SI(o) =k
wpe{Q} = ¢ reducible(e, o) ofth,
xVe' 0. (e,0) —sinp1e (e,07) —¢
BB SI(o’) xwp e’ {Q}

Note that the actual definitions uses fancy updates | view shifts. Since we do not need them
in our development, we elide them.

This definition is quite hard to parse, especially when one is not used to Iris (see
[18] for a full explanation). The basic idea is that it is defined using the operational
semantics, by encoding the definition of safety. To prove wp e {Q}, if e is a value, is
very simple: Just prove Q(v), potentially changing the ghost state. The other case is
more complicated. It first requires the notion of a state interpretation SI: £ — iProp,
which defines how the physical state is related to the ghost state. In our case, it
carries an authoritative part of the heap+points-to ghost theory, of which the points-
tos are the fragment parts. Then, the wp e {Q} in the interesting case allows us to
assume the state interpretation for our current state. We then need to prove two
things. The first property is that we are not stuck, i.e., that there is a successor
we can reduce to. Then, we handle demonic non-determinism, by assuming an
arbitrary successor (o', e’) of our current configuration (o, e). Then, we must prove
that later (i.e., we are allowed to decrease the step-index), we can update our state
interpretation to o’ and also need to prove wp e’ {Q}.

This definition is well-formed by recursion on the step-index, which decreases each
step. The base case at the step-index 0, which is always eventually reached by
diverging programs, is just that the program is reducible, which justifies that the
weakest precondition of diverging programs is always T, too. Using this definition,
one can derive the rules shown in Figures 2.2/ and To get a useful result, we
again need an adequacy theorem, which now looks as follows:
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Theorem 2.4 (Adequacy of Iris) Let o be a state such that + SI(o), and Q' : £ —
Expr — Prop such that Vo'e'.SI(0’) = safe(o’,e’, Q) =k Q’(o’,e’). Then the following
holds:

Fwpe{Q} = Ve'0'.(e,0) —5inp1e (€,0) = Q’(0',¢')

Iris includes all of this development for a generic language, as long as the language
fits into the general recipe. Such a language is defined by:
e A type of values, Val

o A type of expressions, Expr

An injection Val — Expr, along with a partial inverse

A type of state, £

A head step relation —: Expr x £ —y, Expr x £ — Prop

A type of evaluation contexts Ctx

Composition and instantiation operations for contexts.
e A state interpretation SI: £ — iProp

Additionally, this structure must satisfy some laws, like that composition and in-
stantiation behave well, that values do not step, or that head redexes are unique or
contain only values.

2.4.1 Transfinite Iris

For reasons explained in Section we have to use Transfinite Iris [45]]. Transfinite
Iris is a version of Iris where the step index is not just an integer, but instead an
ordinal number. The main motivation for Transfinite Iris is the so-called existential
property. This property allows extracting the witness of an existential quantifier
proven in Iris” separation logic. Concretely, if we have - 3x. ®(x), we want to move
this existential quantifier to the meta-logic, that is, conclude 3x. - ®(x). In ordinary
Iris, this is not possible, since the witness within separation logic can be chosen
depending on the step-index. Formally, we would have to turn a V3 into an 3v. In
Transfinite Iris, this is possible by choosing a large enough ordinal as the step-index,
and using the Axiom of Choice to choose a witness valid at every step-index at once.
Unfortunately, using a transfinite step-index breaks some of the rules known from
regular Iris. Those two rules, shown below, allow commuting the > modality and
the existential quantifier / the separating conjunction:

LaTerExists

X inhabited
D(Ix: X.D(x)) F Ix: X. > D(x) >P+xQ)F (>P)*x (>Q)

LATERSEP
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Thus, all proofs in this thesis have to be carried out without using these rules.
In particular, avoiding LaTERSEP makes some definitions a bit more awkward, for
example in Section

2.5 What Is A Multi-Language Program?

In many programming languages, a program is defined as a composition of several
functions. Each such function is invoked with a collection of arguments, and re-
turns a result at the end. When invoked, the function performs some computation,
potentially invoking other functions (including itself, recursively). Additionally, the
functions can have side effects, modifying some state.

Many programming languages are constructed around this model. In C, programs
are composed of several translation units, which themselves consist of functions
(and global variables, which we do not consider). To create a program out of these
translation units, all the functions defined in them are combined into one large
program. This step is called linking. In this thesis, we call this specific kind of linking
the C linkage model. In this work, we take a more abstract view of a linkage model.
For us, the C linkage model describes that functions are called by their name, are
passed arguments which are “C values,” and again return a C value. Additionally,
we understand the linkage model to include the state the programs operate on, that
is, a C heap. When two languages can be linked using the same linkage model, we
say they are ABI-compatible]

In other languages, the means for structuring and linking programs are a bit different.
For example, large OCaml programs are typically subdivided into modules, which
couple functions and type definitions to provide additional abstraction barriers.
During OCaml linking, these modules are all bundled together with a top-level
expression, that is then executed and starts using the functions defined in modules.
Another very simple linkage model is presented by the languages described in
Section The “one big expression” model. Instead of functions, there there are
first-class closures, and these can be composed using let-in expressions. This model
is simple but powerful, since linked programs can directly be verified using the
WP-Binp rule. Instead of functions Unfortunately, it breaks down when multiple
languages are involved, or when there are no first-class closures. Nonetheless, this
linkage model is what we use for our formal version of OCaml, since this is close
enough to the OCaml module system [[39]].

For historical reasons, the C linkage model has evolved to become the default linkage
model in many computing systems. This is because often, the best way of commu-
nicating with the operating system is using the C standard library, which (being

SABI: Application Binary Interface. This actually means that both language produce compatible
assembly code. Since linkers operate at assembly level, this is what makes language compatible for
linking.
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written in C) uses the C linkage model. Thus, almost all programming languages
include a way to interact with other code using the C linkage model. This specific
feature of a programming language is usually called the Foreign Function Interface,
which (again due to historical reasons) usually specifies how interoperability with
C can be achieved.

From a certain point of view, a multi-language program (particularly with the C
linkage model) is a bit like a single-language program. It consists of a list of functions,
which all take parameters, return results, and call each other. All functions are
compatible, since they use the same linkage model. However, the functions can be
implemented in different languages. When linking two languages with compatible
value models (e.g., C and C++|§]), this is straightforward, since C++ can directly
work with and produce C values. When combining a language like OCaml with C,
this is much more complicated, since languages like OCaml usually have no support
for C values, or C state. THis makes using the Foreign Function Interface between
OCaml and C is a lot more complicated: It now involves writing glue code, which
has to bridge between those two languages. The next chapter discusses this Foreign
Function Interface, explaining when glue code is necessary and how it is written.

®C++ has classes, but we can roughly work with them in C by treating them like structs.






Chapter 3

Explaining the OCaml-C Foreign Function Interface

In this chapter, we gradually introduce the Foreign Function Interface used to bridge
C and OCaml. The Foreign Function Interface requires the user to write glue code in
C, which bridges between OCaml and C values. To do so, the FFI provides a set of
FFI primitives, which must be properly composed to convert between values.

This section is based on the OCaml Manual [1, Chapter 22], which explains the FFI.
In some cases, it explains code that would be considered wrong according to the
rules explained in the manual. Nonetheless, the explained patterns are sometimes
used in productive OCaml libraries, and rely on before-now undocumented compiler
and runtime invariants.

This chapter introduces the FFI as it is used in reality. In Chapter @} we introduce
formal models of our single languages, and in Chapters[5|and |6 we do so for the
FFI itself.

We introduce three kinds of colors, to improve readability. A pinkish red is used
to highlight programs, values, and concepts related to C. Blue is similarly used for
OCaml. Purple is used for concepts and functions that are part of the OCaml-C
Foreign Function Interface. These colors are used throughout this thesis.

Most of this chapter introduces the FFI. Readers familiar with the FFI can skip
directly to Section[3.5, which describes which features of the FFI we do (not) model.

Why Is The FFI Necessary?

Before we discuss the FFI, we explain why this is even necessary for OCaml. The
reason the FFI is needed is that OCaml and C very different languages. In particular,
these languages disagree on the type of values, and on the kind of state. OCaml
works with OCaml values, which can be structured, and even include first-class clo-
sures. In C, all there is are pointers and integers, and even there, the division is blurry.
Further, the OCaml heap stores array of OCaml values, and is garbage-collected.
The C memory is flat, and requires manual memory management. Therefore, even



22 Explaining the OCaml-C Foreign Function Interface

seemingly related types like int ref or int* have very little in common. Although
both point to integers, these are not compatible since they are part of different lan-
guages. Even further, the pointers are pointers of completely different heaps, which
(in this work) the other language can not access without using the FFI. Looking
at more complicated types like (int * (int -> bool)) option, it becomes more
obvious that these values can not “simply” be used from C.

The job of the FFI is now to ensure that C can work with such values at all, even if it
is “complicated.” It defines how external calls from OCaml to C work, how OCaml
values end up looking in C, and how C can manipulate these values, or create new
ones. It does so by providing methods and macros, that need to be used in C to
extract useful C values from OCaml values. The C code that does so, using these
FFI primitives, is called glue code. The FFl is designed such that in OCaml, calling a
C function is relatively straightforward, by forcing all the glue code to be written
in C. This design decision is partially explained by the fact that it aims to make
C functions accessible from OCaml. This works because C has a straightforward
linkage model, where functions can simply be called by their name, since a program
is just a list of (named) functions. Since OCaml itself does not really follow this
linkage model, but is more based around closures and modules, C can not simply
invoke a named OCaml function (since such a thing does not really exist.)m Instead,
the FFI provides mechanisms to invoke OCaml closures, to allow control flow to
pass back and forth between those two languages. This mechanism is looked at in
SectionB.4l

3.1 Basics
To begin, consider the following OCaml program:

let plusl n=n +1 ;;
print_int (plusl 4)

This program defines a function plusi : int -> int, which adds 1 to a number.
It then applies this function to 4, which thus evaluates to 5, which is then printed.
As our first multi-language program, we want to write this plus1 function in C. To
do so, we split our program into two parts, one in OCaml, and one in C. The code is
shown in Figure

We note that this program can actually be compiled and executed, by saving these
files in a folder plus1, as is also shown in Figure When we read it, we see the
OCaml program use some special syntax for declaring a function external:

external <name> : <type> = "<C name>"

! Actually, the OCaml FFI provides a mechanism for “naming” certain OCaml functions, but it is
rather obscure.
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plusil/main.ml: plusl/main.c:
external plusl : int -> int #include <caml/mlvalues.h>
= "caml_plusl" ;; value caml_plusl(value v) {
print_int (plusi 4) int n = Int_val(v);

return Val_int(n+1);

$ ocamlopt -o plusl/bin plusil/main.ml plusl/main.c
$ ./plusl/bin
5

Figure 3.1: Writing, compiling, and executing a program written in both OCaml
and C.

Using this syntax, we tell the OCaml compiler that plus1 will be implemented in C,
and that calls to it should be replaced by calls to the C function caml_plusi. The
name we choose for the C function is arbitrary, but a common pattern is to use the
OCaml name, prefixed by caml_. Once we have done so, using the function in OCaml
works as if it was declared normally. Thus, in OCaml, calling an external function is
very easy. All the difficulty of dealing with values in different representation must
be handled on the C side. Again, this is a design choice particular to the OCaml-C
FFL In other language combinations, the glue code could be distributed differently.

In C, we have the function caml_plus1, which is called by OCaml. This function
already looks rather weird. First, it takes an argument of type value, and has to
again return such a value. The type value is the type used to represent OCaml
values in C. In C, we are working in the low-level representation of OCaml values,
as they are actually implemented in the OCaml runtime. While in OCaml, this
low-level implementation is abstracted away by the OCaml runtime, so that OCaml
programs seem to manipulate the familiar, high-level values. Understanding how
to translate between those two representations becomes easier when we introduce
a third layer: the block-level representation. Logically, this layer sits between the
OCaml and the C level. While it, like the OCaml level, does not actually exist
in hardware, it is already a lot closer to the physical representation of an OCaml
value. The main goal of the block level is to separate the encoding of high-level
OCaml values into an integer-pointer value system, which is rather canonical, from
certain low-level encoding tricks done by the runtime to increase efficiency. At
the block level, values are very simple: they are either an integer, or a pointer to
a block managed by the runtime. It turns out that encoding an OCaml integer
as a block-level integer is also straightforward: Integers remain integers. Other
OCaml values have more interesting encodings, which we discuss in Section
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The block-level-to-C encoding is more involved. To ensure an efficient and nice
runtime implementation, this encoding ensures that each runtime value can be
encoded into one C machine word, usually considered to have 32 bits. To do so,
the last bit is used to discriminate block addresses from integers. Since blocks are
allocated with an alignment of at least 2, their addresses are always even. Thus,
such a value is considered a pointer iff the least significant bit is not set. Integers
must now be encoded into a 32-bit word, where the lowest bit is already set. Thus,
the integer is encoded into the remaining 31 bits, by shifting it 1 bit to the right. This
also explains why in OCaml, integers overflow below 23° —1, not below 23! —1. In C,
the type value is used to denote a value encoded using this bit pattern. Additionally,
the invariant of such a value is that all values encoding a pointer must encode
a pointer pointing to special memory, managed by the runtime (more on this in

Sections[3.2]and 3.3)).

This encoding also explains our first two FFI primitives, Int_val and Val_int.
Int_val converts a value encoding an integer n to the actual C integer n. Val_int
performs the inverse directionE] In the OCaml runtime, these are actually macros,
with the following implementation:

typedef long intnat;

typedef unsigned long  uintnat;

#define Val_long(x) ((intnat) (((uintnat) (x) << 1)) + 1)
#define Long_val(x) ((x) > 1)

#define Val_int(x) Val_long(x)

#define Int_val(x) ((int) Long_val(x))

Also, integers are actually 1ongs, which the OCaml runtime expects to be 64-bit on
64-bit systems, and 32-bit on 32-bit systems. Since we ignore overflow, we do not
make this distinction. We can even go further: we consider the specific encoding
used to discriminate block-level integers from block pointers an implementation
detail. While we model that this distinction exists, we do not verify programs that
manipulate values directly using this low-level representation. Instead, we pretend
that instead of transparent macros, these are simply functions that the runtime
provides to C, but whose implementation is opaqueE]

We thus start taking a step back, and instead of describing how these macros/func-
tions are implemented, we limit ourselves to describing how they are intended
to be used-that is, we only give specifications. The specification of Int_val and
Val_int are simple to state: They convert between encoded block-level integers, and
C integers. For this, we also consider them to have undefined behavior if no integer

2The names can be rather confusing. The way to read them is that Int_val means “make int from
value”, ie., the target comes first.

3The actual runtime provides macros here for performance reasons: Macros do not inhibit compiler
optimizations.
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is actually encoded. If we were to properly model integer overflow, then re-encoding
an integer that is too large would also be considered undefined behavior.

With all of this out of the way, we can now actually understand what the example
program from above does: It extracts the integer encoded in the argument value v,
using the Int_val FFI primitive. Then, it adds 1, and re-encodes this integer into
a value using Val_int. This is then returned. Therefore, it correctly implements a
function that jus adds 1 to integers.

3.2 Structured Values

Next, we look at how the other values of OCaml are encoded, and at how the runtime
blocks (pointed at by block pointers) look like. First, we handle the simple cases.
An OCaml boolean is encoded as a block-level integer. There, true is 1, and false is
0. If any other value is used where the runtime expects a boolean, we consider this
undefined behavior. The case of units is even simpler: Units () are simply encoded
as 0.

Actual OCaml has inductive types, and the rules outlined above are just special cases
of the rules for inductive types. In such definition, like foo here, we differentiate
two kinds of constructors.

type foo = Fool | Foo2 | Foo3 of int | Foo4 of int * int

Those constructors like Fool and Foo2 are constant, since they have no arguments.
Intuitively, they define a constant. The other constructors, Foo3 and Foo4, are non-
constant, since they take further values. The rule for converting constant constructors
to their block-level representation is that they are numbered in their order of decla-
ration, starting at 0, where this numbering skips non-constant constructors. Then,
each constant constructor is represented by its assigned number. Thus Fool would
be represented by 0, while Foo2 is represented as 1. Since booleans and units are
defined as shown below, the above rules for them are just a special case of the general
rule.

true | false

O

type bool
type unit

To handle non-constant constructors, we use blocks. A block is a region of memory
in the OCaml runtime (block-level) heap, which is managed by the OCaml runtime.
Each block has a header, and a body. The header of a block stores the length of a block,
as well as its tag. The header is a single machine word, of which 8 bits are used
to store the tag. Thus, the tag is between 0 and 255, both inclusive. Most of the
remaining bits store the length of the block, so that on a 32-bit system a block is
limited to 222 — 1 = 4194303 machine words (since the length stores the number
of machine words), not including the header. Two further bits are used internally
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by the garbage collector, they do not concern us. The body of such a block is then
an array of block-level values, of the given length. To see how it is used, we best
consider some examples. The simplest is that of a binary pair, e.g., (3,4): This is
encoded as a block of tag 0, storing [3,4]. When passed to C, such a pair is thus
present as a pointer to such a block, which is allocated in the block-level heap. In
general, the contents of an arbitrary-sized pair are encoded as blocks of tag 0, of
the appropriate length. Units, which can be understood as nullary pairs, are the
exception to this rule. To handle the general case of an inductive type, the tag is
used. We again consider our foo type, reproduced here for posterity:

type foo = Fool | Foo2 | Foo3 of int | Foo4 of int * int

To encode the non-constant constructors, we again give each a unique index, starting
at 0, similar to how we indexed the constant constructors. Again, the other kind of
constructor is not counted. Then, the constructor Foo3, with index 0, is encoded
as a block of tag 0. This block has size 1, and stores the one integer that is the
argument of this constructor. The constructor Foo4, with index 1, is encoded as
a block with tag 1. It now has length 2, storing both its arguments in two fields.
For constructors with larger arity (number of arguments), a larger block is used.
The attentive reader might wonder what happens when we have more than 256
constructors. The answer is that this is a compile error. In fact, the actual limit
of non-constant constructors is a bit lower, and depends on the specific OCaml
VersionEI This is because OCaml reserves some tags for special kinds of blocks, some
of which we describe in Sections [3.4]and [3.5

As a refresher, binary sums, which use the following definition, are thus encoded
as blocks of length 1, with the tag being either 0 or 1. This also shows that poly-
morphism is erased at runtime, since each OCaml value is encoded as exactly one
word, so it does not matter which type it hard. Thus, OCaml types need not be
monomorphized.

type (’a, ’b) sum = inl of ’a | inr of ’b

Not described so far are references, or more general, arrays (with references just
being arrays of size 1). The block-level representation of an OCaml reference ¢,
pointing to an array of size n, is simply a block, tag 0, of size n, that stores the
representation of each member of the array. There is a key difference between the
block backing an array, and that backing e.g., a pair: The former is mutable, while
the latter is immutable. The OCaml compiler can make optimizations based on the
assumption that immutable blocks, that is, blocks backing pairs, sums, and inductive
types in general, never change. For arrays, this requirement does not exist (since
arrays are supposed to change their contents). Whether or not a block is mutable

4In OCaml 5.0.0, at most 244 non-constant constructors are allowed.
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size: 3 size: 1
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Figure 3.2: The block-level representation of (ref 42, (true, (), inr 1).

is not part of the physical machine state, it is purely ghost state. Yet, we consider
modification of any block not explicitly mutable to be undefined behavior. We also
note that the OCaml runtime does not keep track of whether a block is (im)mutable.
This distinction is only present in the OCaml compiler, which compiles high-level
OCaml code to a lower-level version that is then executed by the runtime. When
doing so, it can perform type-based optimizations like removing redundant loads
from blocks that are immutable.

As an example summarizing all of this, consider Figure There, we display
the block-level heap representing of (ref 42, (true, ()), inr 1). Additionally,
immutable blocks are marked as locked using @, while the block belonging to the
reference is mutable, shown using =

3.2.1 Working with Blocks

We now discuss the FFI primitives used to manipulate blocks. The first is Is_block,
which looks at the least significant bit of a value to check whether it is a block or an
integer. Further, we have Wosize_val and Tag_val, which allow reading the size
and the tag of a block. Since these are implemented as macros, Tag_val is actually
an lvalue, so that the tag can be assigned to. We do not support such assignments,
since changing the tag after a block is created is (to the best of our knowledge)
undefined behavior. Finally, we have Field and Write_field, which are used to
access and change the fields of blocks.

As an example, consider the following C function:

1 value caml_plusi_ref(value v) {

2 assert(Is_block(v));

3 assert(Wosize_val(v) == 1);

4 assert(Tag_val(v) == 0);

5 int n = Int_val(Field(v, 0));
6 n++;
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Store_field(v, 0, Val_int(n));
return Val_int(0);

O 0

In OCaml, this function could be used like so:

10 external plusl_ref : ref int -> unit = "caml_plusl_ref" ;;
11 let 1 = ref 41 in
12 plusl_ref 1 ;
13 print_int(!1)

This OCaml client creates a new reference (a one-element array) storing 41, passes
this reference to caml_plus1_ref, and prints the contents of the reference afterwards.
When executing this program, once we reach caml_plusi_ref, the argument v will
be a value pointing to a block representing this reference. Thus, all initial asserts
will pass, since a reference is indeed encoded as a block of tag 0 and length 1. Then,
the content of the reference is read, by reading the content of first field (field 0) of
the block, and then extracting the encoded integer. This works since the reference
does indeed store an integer (namely 41). After this integer is incremented, it is
re-encoded into a value and stored back into the reference. This in particular works
since references are mutable, allowing us to modify its content. Finally, we return
Val_int (0), which encodes the unit value. In OCaml, functions return unit instead
of void when they are invoked only for their side effects, and we must also do so
here. Therefore, the overall program, when executed, prints 42.

3.3 Roots and Garbage Collection

With the primitives introduced so far, we can inspect many of the values the FFI
hands to us. Additionally, we can also modify them, provided they are not im-
mutable. What we lack so far is a mechanism for creating new values, particularly
for allocating new blocks. It turns out that this is not as straightforward as one
would hope, due to the garbage collector. The actual method for allocation a block,
value caml_alloc(mlsize_t, tag_t),is not hard to use. It takes the size of the
new block (as returned by Wosize_val), as well as the initial tag. It then returns
the new block, with all values default-initialized to zero. To highlight where this
goes wrong, we show a wrong example. In this example, we try to define a function
caml_swap_pair that, given a pair (a,b) returns a new pair (b,a). Since pairs a
immutable, a new block must be allocated. The OCaml client is straightforward:

1 external swap_pair : ’a * ’b -> ’b * ’a = "caml_swap_pair" ;;
2 let (b,a) = swap_pair (4,2) in
3 assert(b == 2);

4 assert(a == 4)
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It swaps the pair (4,2) and asserts that the new pair has the proper content. A
naive attempt at implementing caml_swap_pair then looks as follows:

5 value caml_swap_pair(value v) {

6 value res = caml_alloc(2, 0);
7 value fst = Field(v, 0);

8 value snd = Field(v, 1);

9 Store_field(res, 0, snd);

10 Store_field(res, 1, fst);

11 return res;

12 ¥

Sadly, this code is incorrect. The reason is that caml_alloc might do a garbage
collection (GC) run. OCaml has a garbage collector, which is used by caml_alloc
to reclaim space if no space for the allocation can otherwise be found. When the
garbage collector runs, it can deallocate blocks that it deems unreachable. Blocks
become unreachable once the OCaml program no longer needs them. Additionally,
the GC can “compact” the heap by rearranging it. To do so, it can decide to move
a block around. It will then take care to update all references to this block stored
in other parts of the runtime heap and used elsewhere in the OCaml program.
Unfortunately, the garbage collector does not know what our C function is doing
with the values passed to it. Thus, it might notice that the input pair is no longer
used by OCaml (only by our C function), and thus deallocates it. Even worse, it
might just move the block to another place in memory, without notifying us of this.
Thus, in line 7 or 8, the C function might read from deallocated memory, or from a
part of the runtime heap that now stores something that is no longer the input v. In
the previous examples, this was not an issue, since all FFI primitives outlined until
then never cause a GC run. What can, however, also cause a GC run is returning to
OCaml itself. Thus, storing a value in a global variable can also be a bug, since that
value might be moved by the GC while OCaml code is runningﬂ

The solution offered by the FFI is that of rooting. We can register (the address of) a
value as a root, which blocks the runtime from considering the referenced block
(as well as all blocks transitively reachable from it) unreachable, and thus prevents
it from being deallocated. Additionally, if the runtime decides to move the block
referenced by this value, it will update the value to the new location (hence roots are
registered by-reference). Registering a root storing a block-level (encoded) integer
is allowed, and simply skipped by the garbage collector. Once we are no longer
interested in a rooted value, we need to unregister it. Not doing so would constitute
a memory leak, since the GC is prevented from deallocating blocks that are no
longer needed. Even worse, if we free a value that was rooted (or let it go out
of scope), without properly unregistering it first, this is a soundness issue: At the

51t is only a bug if the value is accessed when OCaml code runs in-between
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next GC run, the GC will look at (or even modify) all roots, and if the root is now
in deallocated memory, this causes a use-after-free bug. Thus all roots must be
properly unregistered before the backing storage is deallocated. If this does not
happen, we say that a dangling root is produced.

To actually register roots, the FFI offers two approaches. Global roots can be reg-
istered using caml_register_global_root(valuex*), and are again unregistered
using caml_unregister_global_root(valuex). These functions are intended for
global variables, or for memory allocated on the C heap. The other approach is for
local variables. There, one uses the macro CAMLlocall to declare a local variable of
type value, which is registered as a root and initialized to Val_int (0). If one needs
to register multiple roots, one can use the macro multiple times, or register up to
five roots at once by using e.g., CAML1ocal5. Using these macros is tricky, since they
can not be used on their own. Instead, they rely on two other macros to properly
set up the hidden machinery for tracking roots, and to unregister them when the
function returns. The first macro is CAMLparam1, which is used to register param-
eters as roots. Like with CAML1ocal, there also is a variant for up to 5 parameters.
Unlike CAML1local, this macro must only be used once, and it must be used before
CAMLlocal is used, since this macro also sets up the machinery for CAML1local. If
the function has more than five parameters, the remaining ones can be registered
using CAMLxparami, which only registers parameters as roots. When there are no
arguments, but local roots are still needed, the macro CAMLparam0 must be used to
initialize the local root machinery. The point of all this machinery is to ensure that
all local roots are unregistered when the function returns. This works by replacing
the usual return keyword with the macro CAMLreturn, or with CAMLreturn0 in case
of a void method. This macro then unregisters all roots before returning. In order
for this machinery to work properly, one must ensure that local roots do not go out
of scope until the function returns using CAMLreturn. Otherwise, this can lead to
the earlier-explained use-after-free bug.

We can now fix our example. In fact, there are multiple ways. We here present two:

5 value caml_swap_pair(value v) { 5 value caml_swap_pair(value v) {
6 CAMLparami (v) ; 6 CAMLparami (v) ;

7 7 CAMLlocal3(res, fst, snd);
8 value res = caml_alloc(2, 0); 8 res = caml_alloc(2, 0);

9 value fst = Field(v, 0); 9 fst = Field(v, 0);

10 value snd = Field(v, 1); 10 snd = Field(v, 1);

11 Store_field(res, 0, snd); 11 Store_field(res, 0, snd);
12 Store_field(res, 1, fst); 12 Store_field(res, 1, fst);
13 CAMLreturn(res); 13 CAMLreturn(res);

14 } 14 }

Both versions are almost the same, the only difference being that the right one addi-
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tionally registers res, fst, and snd as roots. This is the recommended approach [1]]:
Ensure all values are rooted all the time. While this approach is correct, it is not the
most efficient. Instead, we can use the knowledge that the GC only runs in line SEI
Thus, we do not need to root values that do not need to “survive” the GC event in
line 8. It turns out that res, £st, and snd are only initialized after the GC runs. In
particular, the value res, returned by caml_alloc, is valid even if caml_alloc per-
forms a GC run, since it is allocated after this runf’| Thus the left version is also valid,
and perhaps a bit more efficient. To see that it is valid, however, requires careful
tracking of when GC runs can occur, and which variables are accessed across these
runs. Finally, we remark that we could also have used caml_register_global_root
to root our local variables, as long as we unregister them with the matching function
before returning. This is considered unorthodox, and likely inefficient, since global
roots are expected to stay roots “longer.”

3.4 Advanced Topics

The FFI primitives presented until now allow us to create, inspect and modify all
basic OCaml values, in particular all those that can be defined (co)inductively or as
records. These are not the only values OCaml offers. Notably, it also has closures,
which we look at in this chapter. Further, it also offers a way of embedding C data
into an OCaml value using custom blocks. In this chapter, we explain both these
mechanisms.

3.4.1 Callbacks

OCaml s a functional language, which includes (recursive) closures. The OCaml FFI
includes support for invoking OCaml closures from C. In a somewhat disappointing
move, it does not allow creating an OCaml closure from C. To invoke a closure,
the FFI primitive caml_callback(value, value) is used. The first argument of
this is the closure, the second is its argument. It returns the result of applying the
closure to a value. Since in OCaml, functions are cascading by default, this suffices
to apply a closure to several arguments, by just calling the function several times.
The block-level representation of a closure is a special kind of block, with tag 247 (all
tags greater than 243 are considered “special”). This block stores two values: The
second is an integer encoding some metadata, while the first points to an opaque
blob storing the code, as well as the captured arguments. The FFI does not provide
methods for deeply inspecting such a closure, only for invoking it. It also does not
provide methods for constructing new closures, that can only happen in OCaml
proper. The OCaml FFI does not speak of closures, but of callbacks, since invoking
a closure means that we call back to OCaml code. Since this OCaml code can do
arbitrary things, it can also cause a GC run. To ensure safety, values that need to

This work does not consider Multicore OCaml. But even then, the FFI and the GC are cleverly
designed so that this is still true [43]], by making certain accesses atomic.
’Otherwise, it would be impossible to properly use caml_alloc.



32 Explaining the OCaml-C Foreign Function Interface

survive this call must be properly rooted. Additionally, the code in such a closure
can again call an external function, implemented in C, which can again call a closure,
and so on. In fact, all of this can happen recursively.

3.4.2 Custom Blocks

The final feature we include in this thesis are custom blocks. A custom block is a
block that can be used as an OCaml value, while storing C data. This can be used
to create new types. For example, we can create a buffer library, where the buffers
store C bytes and are allocated in C. To safely pass such a pointer to OCaml, the
pointer is stored in an OCaml custom block. This also ensures that OCaml code does
not inspect this pointer, since it can only be accessed using the FFI. To create such a
custom block, OCaml provides the primitive caml_alloc_custom, which takes four
parameters. The second parameter is the size of this custom block. If we only want
to store a pointer, it would be sizeof (voidx). The first parameter is (a pointer to
a) struct custom_operations. This struct can be used to override the standard
operations OCaml provides on all values, which are:

e A finalization method invoked just before the GC frees this custom block.
e A comparator, used by <, <=, =,

e A hashing operator, used by the Hashtbl module.

e Serialization and deserialization operators.

e Additionally, a custom name for the kind of custom data is needed.

The last two parameters, called used and max are used to fine-tune the garbage
collector. When we allocate several custom blocks, which manage resources not
tracked by the garbage collector, we might want that our finalization methods are
called often enough so that these resources are released in a timely fashion. To
achieve this, we can tell the garbage collector how much off-heap resources we are
managing (the used argument), and what the limit is (the max argument). When
the sum of used exceeds the max, the garbage collector will do a full run and finalize
all now-unused custom blocks. When we do not care about this, we can set used to
0 and max to 1. Similarly, if we do not care about overriding any of the standard
operations, OCaml provides default implementations (which do nothing or raise
exceptions, as appropriate).

As an extended example, we want to implement a library that provides access to a
very simple kind of buffer, where each buffer stores one C integer. Such a library
would use the following OCaml signature:

1 type buffer
2 external buf_init : int -> buffer
3 external buf_read : buffer -> int

"caml_buf_init"
"caml_buf_read"
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4 external buf_write : buffer -> int -> unit = "caml_buf_write"

The C implementation of the methods looks like this:

5 void caml_buf_finalize(value buf) {

6 free(*((int**) (Data_custom_val(buf))));
7}

8 static struct custom_operations buf_ops = {
9  "melocoton.example.buf",

10 caml_buf_finalize,

11  custom_compare_default, //default values, which raise ezceptions
12  custom_hash_default,

13  custom_serialize_default,

14 custom_deserialize_default,

15 custom_compare_ext_default,

16 custom_fixed_length_default

17 };

18 value caml_buf_init(value i) {

19 value buf = caml_alloc_custom(&custom_ops, sizeof(int*), 0, 1);
20 int* cbuf = malloc(sizeof(int));

21 *cbuf = Int_val(i);

22 *((int**x) (Data_custom_val(buf))) = cbuf;

23 return buf;

24 }

25 value caml_buf_read(value buf) {

26 return Val_int (**((int**) (Data_custom_val(buf))));
27 }

28 value caml_buf_write(value buf, value nv) {

29 ** ((int**) (Data_custom_val(buf))) = Int_val(av);
30 return Val_int(0); // unit

31 }

This example shows how the data in the custom block is accessed: using the
macro/FFI primitive Data_custom_val. This macro returns a pointer to the first
user-controlled byte in such a custom block. Since this pointer has type voidx, we
must cast it to an int*x*, as the custom block stores an int*. Further, this example
uses a custom finalizer to free the used buffer when it is no longer used.

Finally, the OCaml signature warrants a closer look. This signature declares, but
does not define, the type buffer. This type is thus an existential type, and the OCaml
type system enforces that only these three functions implemented in C can operate
on these values. The actual values of this type are custom blocks, which (even
without the type system) can not be inspected in OCaml, but only using the FFI.
In fact, any attempt at defining buffer in OCaml would already be incorrect, since
OCaml can not even express that a type should be inhabited by custom blocks. In
summary, these custom blocks are completely opaque to OCaml.
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3.5 Features Not Considered

The features explained so far are the features we model in this thesis. Besides these,
the OCaml FFI has many other features which we do not consider.

Exceptions

OCaml has support for exceptions, which can be raised and caught again. The
runtime supports raising exceptions using caml_raise, and provides an exception-
aware callback function caml_callback_exn, which might return a special exception
object. Internally, the runtime implements exceptions using set jmp and longjmp.
Performing a longjmp to the exception handler causes C to pop several stack frames.
To prevent local roots from causing use-after-frees, this also unregisters all local
roots up to but excluding the method catching the exception. Interestingly, the
runtime can almost be used to add exception support to C. Thus, modelling it breaks
the assumption that all function calls are well-bracketed. Since we reckon that this
would make the formal model significantly more complicated, we do not handle it.

As an aside, when a function like caml_callback_exn returns an exception, this is
encoded by setting the least significant bit to 0 (like for regular pointers), but by
also setting the second-least significant bit to 1. Since blocks have an alignment of at
least 4, such blocks do not otherwise occur. This exception value is however unsafe:
When stored in a root during garbage collection, it causes a soundness issue. Thus,
programmers working with rooted exception must quickly test for (and then unset)
this bit, before the garbage collector can run.

Multicore OCaml

OCaml 5 added proper support for threading to OCaml, including a concurrent
memory model. This memory model is also interesting from a theory perspective,
since it “binds data races in space and time” [9]. A concurrent separation logic
for Multicore OCaml has also been build [27]. This memory model may impose
additional complexity to the glue code, since C code is subject to a weaker memory
model, and thus might need to use the proper atomic stores and loads to ensure that
functions behave consistent with the OCaml memory model. We do not consider
multi-threading, and thus ignore all this.

More Special Kinds of Values

We can look at the list of all special tags to see some more missed features. This thesis,
based on OCaml Fﬁ has 12 special tags, namely 244 to 255 (both inclusive). Tags
244, 245, 246, and 250 are used for 1azy OCaml values, which represent thunked
computations. FFI support for them is almost non-existent. Tag 247 is for closures,
which we have discussed. We also discussed custom values, using tag 255. Tag
248 is for objects. The O in OCaml stands for objective, since OCaml has support

8ignoring OCaml’s multi-core features
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for object-oriented development. The FFI has support for this, which in particular
allows calling instance methods. Tag 249 is an internal tag. Tag 251 is used for
abstract datatypes. In general, tags > 251 store data that is not inspected by the
garbage collector. Tag 252 is used to store byte buffers, as well as strings. At runtime,
both look the same, but string buffers are sometimes considered immutableﬂ There
is enough FFI support for productively working with OCaml strings or byte buffers.
But the FFI is not really needed, since this data can just be accessed using normal C
functions for accessing data, like memcpy. Tag 253 is used to store doubles, which
are encoded as a block just storing that single double. If instead an array of doubles
is needed, they are stored using tag 254. All other tags are used to encode the
non-constant constructor arguments.

In this work, we ignore all of them except for callbacks and custom blocks. We also
do not have user-defined inductive types, thus the only tags that actually appear
are 0, 1, 247, and 255.

Uninitialized Data

The function caml_alloc default-initializes its memory with Int_val(0), which
is useful since this in particular makes this block safe to inspect by the garbage
collector. However, this default-initialization can be redundant if all the zeros are
overwritten later. Thus, there is caml_alloc_shr and caml_alloc_small, which
can be used to allocate an uninitialized block (depending on the size). This block,
must then be completely initialized before the next GC run happens. To initialize a
block, caml_initialize can be used, which is more efficient since it requires that
no old value is being overwritten. Blocks allocated with caml_alloc_small are
allocated in the so-called young generation. The OCaml GC reserves a special area
for newly allocated blocks, which it scans more often. This is because it is assumed
that most fresh blocks quickly become unreachable again. If blocks remain reachable
long enough, they are graduated into the old generation, where they are checked
less often. Blocks allocated with caml_alloc_shr are directly allocated in the old
generation. Additionally, a slight optimization is possible for blocks that are not
part of the young generation. When a field in block b, is initialized with a block by,
and by is not a young block (e.g., because b was allocated with caml_alloc_shr),
then initializing that field in b, can be done by a direct C assignment, instead of
by using caml_initialize. Similarly, a direct assignment can be used if a field is
initialized with an integer.

In our formal model, we do not consider any of this. There, the only method for
allocation will be caml_alloc.

Tt turned out that making them always immutable broke existing OCaml libraries, so this is now a
compiler flag.
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Simplifications

In the next chapters, we develop a formal model of the OCaml FFI. To do so, we
further simplify some of the features.

Some simplifications are already introduced by the formal model of OCaml itself,
presented in Section[4.3| Since we do not model all inductive types, but only binary
products and co-products (sums), we do not need the machinery for general induc-
tive types. Further, we do not consider records, in particular not mutable records.
Mutable records are interesting because the mutability is annotated per-field, so
that some fields of a record can be mutable, but others are immutable. In our formal
model, mutability will be tracked per-block. If needed, a mutable record can be
modelled as a heterogeneous array (which would however be ill-typed).

We also radically simplify custom blocks. Instead of allowing arbitrarily large C
blobs, we limit them to one machine word. This machine word is also no longer
modified using plain C reads and assignments; instead two separate FFI primitives
(for reading and writing) must be used. We do not consider this a real restriction:
If one previously had to store a lot of data in a custom block, this data could instead
be stored on the C heap, and only a pointer to this data is stored in the custom
block. This even has the added benefit that the data does not need to be moved
by the garbage collector when it decides to compact the heap. We also remove the
mechanism for fine-tuning the garbage collector, which is useless once we remove
finalizers since they do not affect observable behavior. To simplify even more, we
remove the means of overriding the standard operations for them. Thus, comparing
them will always trigger undefined behavior. (Our formal version of OCaml already
removes all the other features for which behavior can be defined using this struct,
like (de)serialization.)

This also removes finalizers. Finalizers are often considered an anti-pattern, since
they can be fragile: A object undergoing finalization is still alive, but no longer
reachable. Finalizers are often prohibited from making the object reachable again,
since this would result in references to an object that is already deallocated. Further,
finalizers are hard to model in a program logic. They can be considered a kind of
non-linear control flow, which we wanted to avoid in this thesis and the underlying
paper [13]. Even further, properly reasoning about them in Separation Logic is an
unsolved research problem.

Finally, since we removed exceptions, we can simplify the roots machinery. We
remove all the macros related to CAMLlocal, and instead consider only the func-
tions for global roots, i.e., caml_register_global_root. This means that our pro-
gram logic does not handle the rather complicated interaction between CAMLparam,
CAMLlocal, and CAMLreturn. We do not consider this a strict weakness: Instead,
these macros can now be build as actual C macros, which internally construct
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a linked list of root pointers, which are then registered using the primitive that
models caml_register_global_root. The other main advantage of these macros—
performance—is also irrelevant for formal verification. So, our formal model of
rooting just provides two primitives, one for registering, and one for unregistering
a root. These are orthogonal to other runtime features, and one should be able
to construct versions of CAML1ocal or CAMLreturn on top of these primitives. We
also hope that these are general enough to not just handle the rooting mechanisms
currently implemented by the FFI, but also allow specifying new proposed rooting
mechanisms like Boxroot [29]].

3.6 Anticipating the Formal Model

We now have a rough idea how the FFI works. In particular, we have that external
calls from OCaml to C are easy to use in OCaml, where we can just call a C function
by its name. In C, implementing these functions is harder, since one to write some
glue code using FFI primitives before actual computation with the passed values
can happen.

We saw that both languages need a kind of external call: In OCaml, these calls go to
C,and in C, these calls are used to invoke FFI primitives. In C, these kinds of calls are
needed in general to invoke other C functions. We thus extend our general concept
of languages with external calls, and formalize the notions of linkage models and
ABI-compatibility. These external call specification are a key ingredient for language
locality, since they allow abstracting over the other side’s implementation, and allow
reasoning about external calls as if they were implemented in the same language.

In Chapter 5} we then actually link these two languages, by constructing a formal
model of the runtime build atop a linker (which is described in Appendix [A]).
This formal model “wraps” an OCaml external call to C, so that it becomes ABI-
compatible with C. It also implements all the FFI primitives.






Chapter 4

Modelling Single Languages

In this chapter, we describe the operational semantics and the program logics of our
two individual languages. Before doing so, we must first define what a language
with external calls is, and also adapt the Iris framework around such languages.

We then develop simplified formal models of C and OCaml. The literature already
offers accurate formal models of C [23, 4}, 40]] and OCaml [27]. Unfortunately, these
accurate formal models often involve some amount of additional book-keeping,
since they have to account for the idiosyncrasies of OCaml and C. Additionally, they
include features not used by the Foreign Function Interface we are considering. We
thus take liberty to simplify and streamline our formal models of C and OCaml,
while taking care to not affect those features actually used by the Foreign Function
Interface.

The formal model of C is called A¢, described in Section[4.2) while that of OCaml is
called Ay, and is described in Section 4.3} along with a logical relation in Section 4.5
Section 4.4/ examines the differences between both languages.

We use the color scheme already introduced in the last chapter to separate C code
from OCaml code. Values, expressions, and assertions about C and A¢ are typeset in
a pinkish red. Values, expressions, and assertions about OCaml and Ay, are typeset
in blue.

4.1 Programs and Functions

To formally account for programs using a linkage model based on explicitly named
functions, like the C linkage model, we adjust our definition of a language, and
redevelop Iris” theory for our changed definition. We thus introduce programs and
function calls into our languages. A function call call fn € is a special expression
(similar to how values also are special expressions), consisting of the function name
fn : string, as well as a list of arguments. The order these arguments are evaluated
in depends on the evaluation order, but they must be fully evaluated before the
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function call is executed, so that only values are passed. To execute a function call,
the called function must exist in the current program. Such a program is a named
set of functions p : Prog. Formally, this “named set” is just a map from identifiers to
function definitions. The type of function definitions, Func, depends on the language.

Prog > p £ string fin Fune

Every language must define how a function, applied to a list of arguments, is evalu-
ated. Formally, this is specified by a function applyFunc : Func — Val — option Expr.
The result is optional, since function application can fail (for example, if the number
of supplied and expected arguments does not match). Additionally, calls to func-
tions defined within the current program are now required to step, assuming that
function application is successful:

SFunCarL
plfn] =F applyFunc(F, V) = e

(call fn v, 0) —7 (e, 0)

As seen there, the (head) step relation gains an additional parameter, the current
program p. This is unused in all rules except the one for (internal) calls.

Note that we do not need to explicitly track a call stack. The reason is that our lan-
guages do not include an explicit return statement. Instead, the head redex (which
already is within a context) is replaced by the result of the function application. In
a way, the call stack is implicitly implemented by the existing context mechanism.
This is not surprising, given that all our languages are expression-based.

We divide function calls into two kinds: internal and external. A function call to a
function named fn is internal if fn € dom p. Otherwise, it is external. We require that
external functions do not step, i.e., they have undefined behavior. This is because
from the point of view of the program, this is like calling a function that does not
exist. It is only later, during linking, that these methods are added and that these
external calls start having proper behavior.

Program Logic Next, we develop a useful weakest precondition for such a language
with function calls. To reason about internal calls, we can simply add the current
program as a parameter to our weakest precondition. We thus change our weakest
precondition to the following;:

wpe@p,¥{Q}

Formally, we have wp : Expr — Prog — Proto — (Val — iProp) — iProp, where the
role of @ : Proto is explained shortly. The rule we want for internal calls, WP-CaLL-
INTERNAL, is then shown in Figure It straightforwardly reflects the operational



4.1. Programs and Functions 41

WP-CALL-INTERNAL
plfn] =F GenericApplyFunc Fv=e wpe@p,¥Y{Q}

wp call fnv@p,¥{Q}

WP-CaLL-EXTERNAL
fn ¢ dom p YvQ

wp call fnv@p,¥Y{Q} )

Figure 4.1: Program logic rules for internal and external calls.

semantics of function calls. The other parameter is needed for external calls. We
mentioned earlier that the default linkage model for our languages is that several
collections of functions can be combined into one, to create a complete program.
While we could limit ourselves to verifying programs where all calls are internal,
this would not be modular. Further, it would make it impossible to reason about
foreign calls, which are calls made to functions implemented in another language.
To reason about such calls, we introduced the additional parameter ¥ : Proto to our
weakest precondition. These protocols are defined as follows:

Proto £ string — Val — (Val — iProp) — iProp

Protocols give specifications to external calls, by encoding the condition that needs
to be proven in order to show that a call is correct. Protocols are not a new idea:
they have already been used to formally reason about e.g., effect handlers [7]], where
they define the semantics of effects, and can be seen as an alternative formulation
of open simulations [[15]. Similar to there, our protocols are predicate transformers
(on separation logic predicates), that describe the semantics of an external call by
expressing which predicates can be established on their return value. For example,
the specification that a function "foo", applied to the one argument n, returns n+1,
is be expressed as follows:

‘an\'fQéHn.fn: "foo"xV=[n]xQ(n+1)

This is because for all n, ¥ "foo" [n] (Av.v =n + 1) is true.

The weakest precondition, which previously was a predicate transformer from
predicates on values to predicates on expressions, is now also a transformer from
predicates on external functions calls to predicates on expressions. In fact, it will
turn out that the two predicate transforms, the weakest precondition itself and the
external call specifications, are mutually intertwined by program linking. When
stumbling upon an external call while verifying a program, the weakest precondition
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simply looks up the specification of that external call in ¥, and then continues once
the call returns. This explains the rule WP-CarL-ExTerNnAL. To avoid unsoundness,
this rule is applicable only to external calls. Thus, the verification certificate for a
program using external calls still has “holes,” since the specification of an external
call is just assumed. Justifying the reasoning rules of Figure 4.1/ requires changing
the definition of the weakest precondition.

Definition 4.1 (Weakest Precondition with External Calls)

reducible(p, e, o) = Je’ o’. (e,0) —P (e/,0”)

SI(o) * Q(v) e=

<l

fn ¢ dom p x
B3Q".SI(c) *¥ v Q' x
>V Q7 v —k

wp K] @ p, ¥ {Q}

e = Klcall fn V]
wpe@p,¥{Q} £ Vo.SI(0) =k

reducible(p, e, o) *
Ve’ o'.(e,0) —P (e/,07) —* otw.
E>ESIl(c’) xwpe’ @p,¥Y{Q}

We add a new case to the weakest precondition, which looks up the specification of
external calls if the current head redex is an external call. Afterwards, we continue
with wp K[v'] @ p, ¥ {Q}. Since we give up SI(c) “before” the call, the call has access to
the state interpretation, and can thus modify the state. The reason we introduce Q' is
very technical: It makes proving WP-Wanb slightly easier, since ¥ is not required to
be monotone in its predicate argument. Similarly, the reason that the call is allowed
to occur in any context, is to still validate the WP-Binp rule.

It turns out that protocols Proto form a lattice, by pointwisely inheriting the lattice
structure of Prop. The protocol L £ A fnvQ. L denotes that no external calls are
valid, whereas T is the protocol where every external call is possible, but diverges
(since Q can be false). The join (lowest upper bound) ¥; LY, £ Afnv Q. ¥, fmvQV
Y, fnv Q is interesting, especially when the names of the functions described by ¥,

and V¥, are disjoint. The combined specification then describes a program providing
both calls. This way, our protocols can express the behavior of entire sets of functions,
instead of just one. It also includes total order ¥ C ¥, £ VfnvQ. ¥ fn v Q —
Y, fn v Q, which expresses that ¥; is stronger than V5.

Somewhat unintuitively, the a specification ¥; is stronger (in the intuitive sense)
than ¥, when ¥, C ¥;. Intuitively, a specification is stronger if it has weaker precon-
dition (allows to be called with more values), and stronger postconditions (gives
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a finer description of the result values). Now, for a concrete call, ¥ fn v Q are the
preconditions of that call, while the postconditions are encoded in a contravariant
way by usually including something like ¥v. RealPostCond(v) — Q(v) as a precondi-
tion. When thus considering that a stronger specification ¥; should have weaker
preconditions than ¥,, writing it as ¥, C ¥ makes sense, since that means that the
preconditions of ¥, are stronger than that of ¥;. Since postconditions are usually
encoded in a contravariant way, this notation can also be used when a stronger
postcondition is needed.

Adequacy Finally, we need to prove adequacy for our new weakest precondition.
As mentioned earlier, a proof of a weakest precondition for a program with external
calls still has holes, thus it is not a suitable precondition for adequacy. Instead, we
can only prove adequacy for programs without external calls. This is indicated by
setting the protocol to L, i.e., the empty protocol, where no calls are available. After
generalizing our notion of safety to programs in the obvious way, we can prove
adequacy.

Theorem 4.2 (Adequacy of Weakest Precondition with External Calls) Let p be
a program, o be a state such that & SI(o), and Q' : ¥ — Expr — Prop such that
Ve’ o’.SI(0’) x safe(p, o', e’, Q) =k Q’(o’,e’). Then the following holds:

Fwpe@p, 1 {Q} = Ve'o'.(e,0) —P* (¢/,0') = Q’(d0',¢')

Proof Like the regular Iris proof. When encountering the new case in wp, we have
aproof of ¥ fnv Q s+ L, as ¥ = L, which is a contradiction. O

Note that in Coq, we do not give a direct proof of the above lemma. Instead, this
theorem will follow from the adequacy of the weakest precondition for modules,
Theorem 6.1} We nonetheless show the theorem to highlight that external calls are
assumptions, and that adequacy only applies when a program does not make any
external calls.

Language-Locality We note that this mechanism for abstractly specifying external
calls is one of the key ideas of this work. Using these protocols, we can abstract
away the implementation of a function. Thus, the implementation language of
that function becomes irrelevant. All that is needed is that the target function is
ABI-compatible, i.e., that it has a compatible linkage model. This allows us to reason
about external functions as if they were implemented in the same language we are
currently working in. This is one ingredient of working language-locally: As long
as some piece of code is written only in one language, we can reason about it as
if the other language did not exist. Only when making external calls do we need
to consider the other language, and even then, we can choose to ignore it if the
other language can be given a proper specification that explains it behavior using



44 Modelling Single Languages

only concepts known from the local language. The fact that we can reason as if the
other language did not exist is further justified by proving various compositionality
lemmas, that allow us to lift correctness proofs. If one part of a multi-language
system has been verified in a single language, we later want to lift this to the multi-
language setting without causing many further proof obligations.

4.1.1 More on Protocols

To increase readability, we define Hoare Triple-like notation for protocols:
VX, (P) fnv (v. 35. Q) 2 AV Q. f =+« IV =V*P* (W, 5. Q =+ Q')
This then allows us to rewrite the "foo" specification from above like so:
vn.(T) "foo" [n] (v.v=n+1)

Note that such a triple denotes an assumption, not a verified function.

Further, we can define a kind of weakest precondition on entire programs, which
are again a protocol. This “weakest precondition protocol” progwp p ¥ : Proto is the
protocol induced by p, with external calls themselves defined by Y. In other words,
it is the protocol that describes what happens when the programs in p are actually
executed. Its formal definition is as follows:

progwp(p,¥) fnv Q = fn € dom p * wpcall fnv@p, ¥ {Q}

To simplify reasoning, we introduce specification judgments ¥y + p : ¥,. This
describes that the functions in program p satisfy specification ¥, provided that
the external calls in p are interpreted using ¥;. Formally, this is just notation for
Y, T progwp(p, ¥1). We can also give a consequence rule for these judgments, which
allows strengthening the assumed specification, and weakening the specification that
p must satisfy. Remember that, unlike with regular condition, a stronger protocol is
entailed by a weaker protocol.

Theorem 4.3 (Consequence Rule For Specification Judgmenets)

JUDGMENTWEAKEN
11Jass C 11Jass’ \yass F p: \Pspec \yspec’ cC \yspec

Yass Fp: 11]spec’

Proof By definition, using WP-Wanb. O

4.1.2 Intra-Language Linking

This extended weakest precondition, with a protocol for external calls, was motivated
by external function calls to functions implemented in a different language. While
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even(m) £ odd(m) £
if m =0 then true else odd(n —1) if m =0 then false else even(n — 1)
q]even £ lyodd £
vn. (n > 0) "even" [n] vn. (n > 0) "odd" [n]
(b.b=true <= n mod 2=0) (b.b=true <= n mod 2=1)

Figure 4.2: Two mutually recursive functions with their specifications.

we have not outlined how linking works in this case, we can already verify a linking
operator when all functions have the same language. Semantically, if we have two
disjoint programs p; and p;, we can easily combine them into a larger program
p1Upz. It turns out that in the program logic, we can similarly compose specification
judgments. Assume that¥,  p; : ¥y and ¥; F p2 : ¥,. In other words, the functions
in p; satisfy the specifications in ¥;, assuming that external calls in p; behave as
described by ¥,, and vice-versa. We can then prove that L - p; Up, : ¥y UVY,,ie.,
that the combined program satisfies both specifications, and does no longer have any
external calls. For example, imagine two functions which mutually recursively call
each other, like in Figure There, we can establish that W 44 F Peven : Weven and
Weven F Podd : Yodd, expressing that each function is correct under the assumption
that the other function also is. Using the above result, this can then be turned into a
closed program satisfying both specifications. Note that the use of mutual recursion
does not pose an issue, thanks to step-indexing.

The full theorem is more general, since it allows the resulting combined program to
still make external calls to the functions in ¥ yom:

Theorem 4.4 (Intra-language linking) Let ¥1,¥, Waxiom : Proto and pi1,p2 : Prog
with p1 # pa2. Further, Yaxiom must be L for all s € dom py Udom py. Then, assuming
(W2 UWaxiom) Fp1: Wy and (W1 UWaxiom) F p2 : W2, we have Wayiom - p1 Upz = Wy LY.

This theorem can also be expressed as an inference rule:

WP-Link-INTRA
P1# P2 Wasiom # (dom p; Udom p;)
(W2 U Waiom) p1: ¥y (W1 U W¥axiom) F p2:¥;

Waxiom Fp1Up2: ¥ UY2

Proof by Lob induction/wp simulation. To prove the weakest precondition of a
function F € p; Up,, we use the result for p; (or symmetrically p,). We follow the
proof that the body of F executes correctly in p;, which is trivial except when it does
an call, where there are three cases:
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Valow:=(n:Z)| (a:Addr) | NUL | fn

O m=—1!|~]|p2i|i2p

@ =t = x|+ % &[T >[<]<|=
Exproci=w|x]|Oc|c®c | malloc(c) | free(c,c) | *c | xc ¢

|[let x =cinc |if c then c else ¢ | while(c) ¢ | call cpC

Celscli=*]|tT|w
S 3 oc 2 Addr ™ Cell
Func > F :==Fun(X, ¢)

Figure 4.3: The formal syntax of Ac.

e The call is internal into p;. Since p; C p; U p2, the called function is also
present in the larger program. Correctness thus is achieved using the inductive
hypothesis.

e The call is external, justified using ¥,. Then it is to a function in p,, which
is also present in the larger program. The correctness result follows from
(W1 UV¥axiom) F p2 : ¥2, using WP-Binp and the inductive hypothesis for both.

e The call is external, justified using W,xiom. Since we still have V¥,4iom as the
external call protocol, we are done. O

The previously explained lemma is achieved by setting Wayiom- = L. By Waxiom ##
(dom py Udom p;), we denote that V,,om does not assert any behavior about calls
defined in p; or p;. This theorem is already a kind of lifting lemma that enables
language-local reasoning. Although it does not yet involve different languages, it
already demonstrates how we want to later lift verification of individual parts of a
(multi-language) program to the correctness of the whole program. When linking
a multi-language program, we want essentially the same theorem as Theorem
but for different languages. Indeed, Theorem 6.4} proven in Section[6.1.2} provides
precisely this.

4.2 Ac

We can now define our formal version of C, as an instance of a language with external
calls as defined in the previous section. The formal syntax of A¢ can be found in
Figure[4.3} while the operational semantics can be found in Figure[#.4] The language,
including function calls, is evaluated left-to-right.

Our language features four kinds of values: Integers, locations, the null pointer



4.2. A¢ 47

SCLET SCUNO:’\
Ow = WT
(let x =w in ¢, oc) —¢ (chw/x], oc) (Owy 0c) —>¢ (Wr, 0C)
SCBINOr SCIFTRUE
ww =w, w is truthy
(w @w’,0c) —¢ (Wr, 0C) (if w then ¢y else ¢z, 0¢c) —¢ (c1,0¢)
SCIrFALSE
w is not truthy
(if w then ¢y else ¢z, 0c) —¢ (€2, 0¢)
SCWHILE

(while(cy) c2,0¢c) —¢ (if ¢1 then c;; while(cq) ¢y else 0, o¢)
SCFunCALL
plfn] = fn(x) :=

c Wl =I|Xl=n
(Ca” ﬁlVT), GC) —c (C Wi /XI yoeoe )Wn/xn]) GC)

SCSTORE
ocla] # None, t

(¥a <= w,0c) —¢ (0, ocla :==w])

SCMatLrLoc SCLoaD
n>0 YO<i<mn.a+1i¢domoc oclal =w
(malloc(n),oc) —¢ (a,0cla4+0:=*,...,a+n—1:= %) (xa, 0c) —¢ (W, 0¢)
SCFreg

V0 <1< n.ocla+1] # None, t
(free(a,n),o0c) —¢ (a,0cla+0:=1,...,a+n—1:=1])

Figure 4.4: The head reduction rules of the operational semantics — of Ac.
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constant NUL, and function pointers (which simply are strings, denoting the name
of a function). Unlike in actual C, arithmetic operations do not overflow. We
implement most of C’s arithmetic and logical operators, which have undefined
behavior when not used properly (e.g., when multiplying pointers). Notably, our
pointers allow address arithmetics, specifically both pointer-offset and pointer-
differenceE] Like in C, there are no first-class booleans, instead, 0 and null pointers
are considered false, all other values are considered true (we say they are truthy), and
comparison operators appropriately evaluate to 0 or 1. Additionally, our language
is now expression-based, eliding statements. The if-statement is now subsumed
by the 7: ternary expression, which we rename into if for easier reading. Blocks
and local variables are implemented using 1et-in, where possible. Sequencing is
also implemented using let-in, but we may use the syntactic sugar c;;c,. Loop
expressions evaluate to 0, since they are only evaluated for their side effects.

While C has a memory model based on bytes, where a word is stored by decompos-
ing it into several bytes, the memory model of A¢ is word-based, with each address
storing a value (an integer or a location). Additionally, each cell can be in one of
two special states: It can be uninitialized, indicated by . Memory cells are allocated
uninitialized, and must first be initialized by writing to them. Further, deallocated
memory cells are set to T, which makes all access to the memory cells undefined be-
havior. The cell is not removed from the heap to ensure that no two freshly allocated
locations ever compare equalE] The expression free(cy, ¢, ) takes two arguments. The
first is the pointer to the first location to be freed, and the second is the number
of locations do be deallocated. This allows us to not track the size of allocations
(unlike malloc in regular C), and instead shift this burden to the programmer. To
simplify things, if this number is < 0, nothing happens.

Ac¢ does not handle structs or unions. Instead, there is only pointer addition, so
structs must be implemented by allocating a large chunk of memory and accessing
it using offsets. Handling local struct variables is more difficult. In general, properly
translating a C program with local variables to A¢ can be more difficult than one
initially suspects. While variables that are assigned once are easy to handle, variables
that have their address taken, or that are modified repeatedly in a loop, are more
difficult to handle. Our solution here is to heapify those variables, after running an
SSA-style transformation to find the variables that actually need this. Concretely,
we translate a variable declaration to a heap allocation, and insert a call to free() at
the point the variable would go out of scope. Accessing and modifying the variable
is then implemented using loads and stores, while taking its address becomes easy.
This might seem unorthodox, but it actually is a faithful implementation of the rules

'We also ignore provenance.
2Additionally, the default ghost state for heaps in Iris does not actually support deallocation. We
thus use this trick, which is also used by Iris’ demonstration toy language (HeapLang).
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CWP-MaLLoc
n>0 *0<i<na+i'_>c——*Wpa@p>w{Q}

wp malloc(n) @p, ¥ {Q}

CWP-Free
Kocien@+ime . Kogiepa it «wpa@p,V{Q}
wp free(a, n) @ p, ¥{Q)
CWP-Loap CWP-StoRE
a—.4w a—.dw s wpw@p,¥V{Q} a—c_ a—cw —wp0@p,¥Y{Q}
wp xa @p,V{Q} ) wp xa < w@p,¥Y{Q} )
CWP-CaLL
plml = M(X) :=c¢ W =K=n wp cwi /X1y s Wi /Xn] @p,‘i’{Q];

wp call fnw @p, ¥V {Q}
Figure 4.5: Program Logic Rules for C.

outlined in the C standard for automatic storage duration [17, 6.2.4p6].

Finally, C programs include function calls, which we already explained in Section 4.1}
We use the existing machinery described there, which constructs programs p : Prog
as lists of functions. This program is then also a parameter of the step relation.
The rule SCFunCaLL already includes the definition of applyFunc, unfolded, so that
this rule is compatible with the abstract version SFUNCatL. The actual definition of
applyFunc is as follows:

=

applyFunc(Fun(%, c),w) £ chwvi /X1,y oW /xnl X = W)
None otw.

The program logic is quite similar to the one presented in Section 2.4} but uses the
weakest precondition with (external) functions calls discussed in Section We
have the C points-to a . w, which also has the variant —. _ (which includes
uninitialized data) and 1 (indicating that the heap cell was deallocated). Further,
it is fractional, so that a & w denotes that we only have a fraction of it. If d = [J,
then it is persistent and immutable. Our program logic, shown in Figure 4.5, now
is a rather straightforward combination of the concepts presented in the previous
few sections. The rules for accessing memory are straightforward generalizations
of the ones shown in Figure The CWP-CaLL rule is also just a restatement of
the general WP-CaLL-INTERNAL we saw in Figure Similarly, the rule WP-CaLt-
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ValsVi=(n:Z)| ({:Loc) | true|false| ()| (V,V) |inl V]inr V|recfx.e|®
O =—]!
== x ] % &< > <<=
Exproes=V|x|recfx.elee|Oe|le®e|if etheneelsee
|(e,e) |fste|snde|inle]|inre|caseeof inl=e]inr=e
|alloceofe|e.(e)|e.(e)+ e |lengthe |call né

Block > bl:=V | £

Tumr 3 onr 2 Loe ™ Block
Func £ |

Figure 4.6: The formal syntax of M.

ExTeErRNAL presented there is also applicable to this program logic, but we do not
restate it, since it looks exactly the same.

4.3 A

We now define Ay, which also is a language with external calls as presented in
Section The formal syntax of Ay, can be found in Figure while the operational
semantics can be found in Figure The language, including function applications,
is evaluated right-to-left. The list of operators is similar to that of C. There also is
no integer overflow. Logical operators are overloaded to also operate on booleans.
Unlike in C, there is no address arithmetic.

It is immediately obvious that Ay has much more structured values than C. In-
deed, it has first-class booleans, pairs, and tagged unions. Further, it is higher-order,
featuring first-class recursive closures. It also has foreign values, which are used
to implement foreign blocks when interoperating with C. These values can only
be used opaquely in Ay, i.e., they can be be passed as the arguments of functions,
but they can not be inspected. Looking at the expressions, we can see that there
are some expressions that look like values, namely (-, -), inl , inr and recfx.e.
The difference between the expression and value variant is that the expressions
allow reduction of sub-expressions, so that inl (1 + 2) evaluates to the value inl 3.
Another difference is quite subtle: The expressions allow their sub-expressions to
be substituted. Values, on the other hand, are always opaque for substitution. This
is particularly relevant for closures: While the closure is still an expression, values
can be substituted into it. Once the closure itself is evaluated, it reduces to the value
version of itself, which can no longer capture anything (and should not have any

3In fig. @ write o instead of oy to save space.
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SMBETA SMCLOSURE

((recfx.e) V,0) —wu (e[recfx.e/f,V/x], 0) (recfx.e,0) —u (recfx. e, o)

SMINL SMINR

(inl V,0) —u (inl V, 0) (inr V,0) —u (inr V, 0)

SMLCaseLL

(caseinl V of inl = V; |inr = V,,0) —m. (V}V, 0)

SMLCaseR SMPair

(caseinr Vof inl = V; | inr = V,,0) —m (V,V, 0) (V, V', o) —m ((V, V), 0)

SMFst SMSND

(fst (V\V'), 0) —m (V, 0) (snd (V,V'),0) —m (V/, 0)

SMIFTRUE SMIFFALSE

(if true then eq else ey, 0) —mr. (€7, 0) (if false then eq else ez, 0) — w1, (€2, 0)

SMUNOPr SMBINOr

SMLENGTH .
oV =V VeV =V, o] =V
(©OV,0) —wm (V/,0) (Ve Vo) —m (Vo) (length ¢, 0) —we ([V], 0)
SMLoaD

SMLOADOOB_' .
o[f] = SomeV n<ovnz>lV|

(e(n)) G) —ML (E(TL), G)

o[f] = Some V Vo=V’

(e-(n)) G) — ML (v/a G)

SMSTORE SMSToreOOB

o[l] = Some V n<oVn:|V|

(t.(n) «+ V', 0) —m (L.(n) < V/,0)

of] = Some V
(t.(n) « V' o) —sm (), oll == Vn == V')

SMALLoC
(¢ dom o
(allocnof V,0) —u (4, ol :=[V,..., VI])
—_——
n entries
SMALLocOOB
n<o0

(allocnof V,0,0) —m (allocnof V, o, 0)

Figure 4.7: The head reduction rules of the operational semantics — ., of A
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free variables). This implements how closures capture their environment. This
also explains the reduction rules SMINL, SMINR, SMPAIR, and SMCLosURg, which
perform the expression-to-value conversion step. Except for in these rules, all other
ambiguous uses of expressions/values in the reduction rules should be read as val-
ues. Our language does not feature loops, since it already has recursive higher-order
functions. The case construct also requires some explanation: Its two match arms
must be of function type, and the case selects the appropriate one, applying to it
the value stored in the disjoint union. We nonetheless often use the syntactic sugar
case e of inl x = e |inr x = e, implemented using closures. Further syntactic sugar
are first-order closures Ax. e let-in expressions let e = x in e, and sequencing e;e’, all
implemented using closures. We can also add an assert expression, by using an if
that either does nothing if the condition is true, or otherwise step to an expression
with undefined behavior, like () + 1.

The memory model of Ay is block-based. Each location stores a block, which has
a fixed length, and which then stores several values. The memory can store all
structured values. We say that the memory stores arrays, and call one-element
arrays references. Read and write accesses require a location ¢ and an offset n. If the
offset is not inbounds, the memory access silently divergesﬁ (see the SMLoapOOB
and SMStoreOOB rules). Allocation similarly diverges if the size of the new block
is not positive (see SMALLocOOB). Otherwise, it allocates a new reference, where
all fields are initialized using the second argument V of allocn of V. We consider the
language to be garbage-collected, hence there is operation for freeing blocks. So far,
the garbage collector is merely conceptual (i.e., the operational semantics implement
a no-op garbage collector). Instead of a block, the memory might also store 7 at
a location. This value is never produced by the semantics, its only use is to later
enable interoperability with C.

Finally, our syntax also includes a construct for function calls call fn €. Since we are
a language with external calls, the framework also provides us with machinery for
internal calls and programs as lists of functions. We do not use that machinery, by
setting Func £ |, which expresses that Ay, functions do not exist, because the linking
Thus, the only valid Ay, program is the empty program @. Therefore, all function
calls are external calls. The machinery for programs and internal calls is not used,
since this implies a linkage model that is not actually used by OCaml. Instead, the
linkage model based on “one big expression” is more appropriate, since Ay, already
includes first-class recursive closures, which can all be combined using a large let-in.

Note that while actual OCaml has external call declarations, which declare an OCaml
function that is implemented as an external call, Ay, has external call expressions.
We do not model the declarations, but instead inline them at the call site, by using an

4Throwing an error would be more appropriate. However, we do not support exceptions.
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external call expression. Further, while the external call declaration includes types,
the external call expressions do not. In general, the operational model of OCaml
does not feature a type system. In Section 4.5, we define a type system and a logical
relation. This type system includes the ability to give types to external calls, in a
way resembling the external call declaration.

Notable OCaml features not modeled are exceptions and (co)inductive datatypes.
While the later type system supports recursive types, it does not support defining
custom inductive types with custom constructors. The only constructors available
are pairs and tagged unions. While this does not limit the expressivity of the
language (as these can encode all inductive datatypes), this matters for the Foreign
Function Interface, since inductive datatypes get special treatment. Similarly, the
Foreign Function Interface supports raising and catching exceptions. By eliding
them, we restrict ourself to not considering exceptions in our formal model.

We already discussed how this affects our model of the FFI in Section[3.5]

We again summarize the three features included for interoperability. The first are
external function calls, which simply cause undefined behavior in isolated Ay.. Later,
these can be used to call A¢ functions. Further, we have foreign values (0, using a
foreign ID . These are later be used to embed A¢ data. Finally, there is the special
memory cell /, which is included for technical reasons onlyE] In Chapter @ we
discuss different approaches where no such special heap cell is needed.

The reason we need special syntax in Ay, to express external function calls is obvious:
actual OCaml also has special syntax for external calls.

The motivation for foreign values is less obvious. They are necessary since we must
define all available values when formalizing OCaml. In actual OCaml, one can
simply declare a new type, by writing type buffer and not giving a definition. This
type is then existential, and the inhabitants can be defined as an implementation
invariant (by using a semantic type). In actual OCaml, one can use the fact that
OCaml borrows its at-runtime®| notion of values from the OCaml runtimef|so that
one can use as value everything the runtime supports. Because we wish to include
support for custom blocks in our formal runtime model, foreign values provide an
“escape hatch” that allows us to have a value simply be the location of a block, while
being opaque to OCaml.

In A¢, which does not feature a runtime, and which already has a rather pedestrian
system of values, new “kinds of values” are usually represented as pointers, which
are not even required to point to a location on the A¢ heap. Since in A¢, pointers

50One could call it a dirty hack.
®Runtime values are the values that exist while the program runs.
"The runtime is the system that executes OCaml bytecode
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are already unsafe, such an encoding is not an issue. The foreign values (1) can be
understood as adding an unsafe kind of pointer to Ay;, since regular locations ( are
unsuitable, as they are always expected to point to an actual heap element.

We also build a program logic for Ay.,. The points-to for Aur, { V, is defined
with a location ¢ on the left, and a list of values V on the right. Such a points-to
conveys ownership of an entire block. Unlike in Cosmo [27]], this ownership can
not natively be divided into ownership over individual entries in this block | It is,
however, fractional insofar as that we can have half ownership of the entire block.
The fractional variant is denoted as { —d, V. Again, if d = [J, then it is persistent
and immutable.

Like for A, the weakest precondition for Ay, is the one with support for external calls.
But unlike before, the only Ay, program is the empty program, thus one parameter
is fixed to &.

4.4 Examining the Differences

When looked at from afar, the two languages we just presented can look quite alike.
They are both expression-based, have load, store, and allocation instructions, and
almost all unary and binary operators are available in both languages. But we
already explained in Chapter [3|that these languages are very different. In fact, the
entire chapter described the OCaml-C FFI, which is needed to bridge the differences.
So, what are these differences?

There are also some differences we consider trivial: One such fact is that Aq is
evaluated left-to-right, while Ay, is evaluated the other way around. This is because
the language does not fundamentally change when this is flipped. In particular,
such properties do not affect linking. Instead, we only care about the differences
that make these languages ABI-incompatible.

This brings us to the first difference: The memory model of A¢ is addressed using
addresses Addr, while in Ay, these are locations Loc. This is not just a difference
in name, since A¢ locations support address arithmetic, which is undefined for Ay,
locations.

Besides, the type of heap cells is different for both—the second difference. Each A¢
heap cell stores a A¢ value, but can also be uninitialized or deallocated. In Ay, there
are no deallocated or uninitialized heap locations. Additionally, each heap cell stores
a list of Ay, Valuesﬂ instead of just a single value. In other words, it is an array:.

Thirdly, the memory of Ay is garbage-collected. While the Garbage Collector is
implicitly defined such that it never deallocates a value that could still be used in

81ris should be strong enough to define such ghost state on an ad-hoc basis, if needed.
°It can also store #, but we do not consider this a proper part of Ay,
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A, there is no such guarantee for potential A¢ code interacting with it.

Fourthly, the values of both languages are completely different. In A¢, the value
model is flat, featuring only integers and pointers/addresses. In Ay, there also are
integers and locations, but also more structured values, i.e., pairs and sums.

Finally, the function call mechanism for A¢ and Ay, are completely different. In A,
there is a fixed list of functions, that can be called using their name. In Ay, functions
are implemented as closures, which are a particular kind of value. Functions are
not called via their name, instead a closure can be applied to an argument. For this,
the closure must be explicitly passed to the function that wants to use it.

This also affects the model of linking in both programs. In A¢, two programs are
linked by merging their set of functions, as described by Theorem 4.4 In Ay, linking
is not as well-defined, since the entire program is just one big expression. There,
different parts of the program are linked by just combining them into the one big
expression, e.g., using a large let-in.

4.5 A Logical Relation for Ay,

To show that Ay is a type-safe language, we build a logical relation for Ay.. This
logical relation is almost entirely standard, and in large parts based on the one
presented in a paper by Timany et al. [47]].

We make three orthogonal changes to the logical relation presented in there. First, we
change the invariants to non-atomic invariants, since we do not consider concurrent
programs. Second, we need to do some slight refactoring to work around the rules
no longer available with Transfinite Iris (see Section[2.4.1]). Finally, we include typing
rules for external calls, which is inspired by the typing annotations of external calls
used in regular OCaml.

To save space, we only describe our changes to the logical relation presented by
Timany et al. [47]]. We recommend the reader compare our definitions to their
original definitions, presumably by opening their work side-by-side. First, we
assume that we are, for the remainder of this chapter, given a specification of external
calls ¥, which parametrizes this entire development.

The changes required for non-atomic invariants are minimal: We change all invariants
to be non-atomic, and further change the expression relation as follows:

[t]¢ =Ae.[Nalnv: T] =+ wpe @@, W {V.[Nalnv: T]« [t]s V}

This means that for semantic types defined using invariants, these invariants can be
opened for longer if the typing rule covers an expression that takes several steps
to execute. In particular, if the expression is an external call, the invariant could be
open for that entire external call.
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Before we get to the interesting change, external calls, we note that we needed to
change the semantic type of locations, to work around Transfinite Iris. Specifically,
instead of the single invariant presented by Timany ef al. 47, Fig. 5, p20], we have
the following semantic type:

[array t]s £ AV. 3y L (V = O)x

)

Niyping-{

3\7’)/'2)1/2\7* *viev[[T]]bVi *

Ntimeless N

—

Vv B Vet V

Notably, we split the invariants in two, one storing the points-to, the other storing the
proof that the value is well-typed. Both are connected using a ghost variable, so that
if both are open, we know the stored values agree. The reason we do so is to ensure
that the contents of the latter are timeless, which allows us to crucially eliminate
a later ». Before, this split was not necessary since one could use the LATERSEP
and LaTerExists rules to push the later inwards, until it was in front of a timeless
proposition. By using Transfinite Iris, such transformations become impossible.

Another difference there is that we now have arrays, instead of just single references.
Thus, the semantic type contains a big separated conjunction, ensuring that all
members of the array are well-typed. Since we modified the semantics to not have
undefined behavior on out-of-bound accesses (see rules SMALLocOOB, SMLoaD-
OOB, and SMStoreOOB), we are able to verify all well-typed memory accesses, even
though the typing rules (not shown here) allow any integer (including negative
ones) to appear as the size/offset.

We now turn to the part actually relevant for this thesis, the typing rules for external
functions.

First, we introduce program contexts P = string fin ProgType, where ProgType is the
(Coq) type of all external program types. These types, similar to plain function types,
describe the number and types of the function arguments, as well as their return
type. They differ from plain function types since external calls are not cascading,
but instead pass several arguments at once. Their formal definition is as follows:

ProgType > Tp z= FunType(7, 1)

Next, we modify the typing judgment. Timany et al. [47, Fig. 2, p8] had typing
judgments of shape A, I" - e : 7, where 7: Type is a type, and A and I" are the contexts
tracking free type variables and assigning types to regular variables, respectively. In
Cogq, the context A is implicit, since types are mechanized using de Bruijn indices [6]],
in particular using AutoSubst [42].
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The typing judgement then gains such a program context as an additional param-
eter, becoming P, A,I' - e : 7. The program context is uniform, that is, no typing
judgement modifies it before typing a subexpression. The only non-trivial use is in
the rule for typing an external call call fne:

T-ExtCALL
Plfm] = FunType(Tq, T+) ITa] = €] VIP AT Fep:iTai

P,A T call iné:

Informally, this rule requires that a type of that function is present, that the number
of arguments matches, that all arguments are correctly typed, and that the return
type is as specified.

The key insight now is that interpreting this function type environment semantically
induces a protocol. Given a function type environment P, we define the protocol Vp
as follows:

Yp fn V Q £ 37, 1. P[fn] = FunType(Tq, Tr) * V] = |Tal *
Nalnv: T+ (VV/.[1,.]s V' = [Nalnv: T] = Q(V")) =
>l< [ta,ils Vi
Vi€\7

This protocol simply states that the arguments have the correct number, that each
argument has the correct type, and that the returned value also inhabits the return
type. Additionally, it also embeds the token for non-atomic invariants, which allows
an external call to open invariants for the duration of the entire call.

The definition of being semantically well-typed is now changed as follows:
PAT =e:t25V.dom A Cdom s — [I]S — Wp TV — [t]E(elV/x])

The only change is that we additionally include that ¥ is included in the specifica-
tion V. Intuitively, this means that the external calls described in P are valid external
calls according to V. In particular, ¥ entails that for each type FunType(T,,T,) as-
cribed to an external call using P, when invoked with arguments having the proper
types 7., it returns a value inhabiting the proper return type ..

With these changes, we again validate the fundamental theorem for this logical relation:
Theorem 4.5 (Fundamental Theorem for Ayy.)

PATHe:T

PATEe:T

Proof By induction on the typing judgment, as outlined by Timany ef al. [47]. The
case of T-ExtCarLL is handled using ¥p and WP-CALL-EXTERNAL. O
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With this fundamental theorem, we know that well-typed programs do not go
wrong. Further, we know that well-typed programs do only make “well-typed
external calls,” i.e., that all they only call external functions using a type. We use
this later to argue that functions defined in C are safe to call from OCaml.

Note that the entire development of program typing and induced protocols is not
strictly necessary. We could (and in fact later sometimes do this) simply not have
any typing rules for external calls, and instead only show that external calls are
semantically well-typed. We still include the program typing context, since it gives
a formal foundation for the typing annotations found in actual OCaml.



Chapter 5

The Combined Operational Semantics

In this chapter, we develop operational semantics to model the OCaml FFI described
in Chapter (3| To do so, we develop modules, which generalize the languages of Sec-
tion[d.1} A key difference between modules and languages is that modules support
for angelic non-determinism. Unfortunately, introducing angelic non-determinism
makes head redexes harder to characterize formally. Additionally, some of the con-
structions outlined in this chapter become harder to state when they have to properly
define head-redexes. We side-step issues related to this by simply removing the
concept of head redexes. This simplification is possible since properly accounting for
angelic non-determinism allows us to no longer care about whether an expression
is (head)-reducible. We first (in Section[5.1]) discuss what a module is, and how
modules allow angelic non-determinism. Then, Section [5.2| defines the wrapper,
which takes an OCaml program, and makes it ABI-compatible with C. This wrapper
is thus our formal model of the runtime. This also wrapper is also a module, which
wraps the Ay, semantics to something that is ABI-compatible with Ac.

Note that we take this formal model as a ground truth. In particular, we do not
attempt to verify that some actual implementation of an OCaml runtime is correct.
Instead, this work can be understood as searching for a definition what it even
means to be a correct runtime.

5.1 Modules and Angelic Non-determinism

In Section will define a formal model of the OCaml-FFI mechanism, including
the translation between block-level and high-level values. For reasons we explain
there, we need angelic non-determinism.

What Is Angelic Non-Determinism?

We have previously seen demonic non-determinism, which informally describes a
situation where the program behavior is not precisely constrained. Instead, we (as
the programmer) only know that one of several options will happen, but we do not
know which. Thus, we must write our program so that we can handle all possible
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STEPANGELIC StepDEMONIC
me X Ym.m e X
N —angelic X N —>demonic X
{2t —2 / 2
0 \ {1} 1 0 N \ 1

{0} —— 0 0

Figure 5.1: Two example relations, demonstrating multi-relation semantics, along
with their branching trees.

cases, and to argue correctness, we must argue it for each possible choice. Angelic
non-determinism is considerably more obscure. In an angelically non-deterministic
choice, there also are several options, but the program gets to choose the value it
likes most. To argue correctness, it in particular suffices to only argue correctness
for one of the possible choices. Since angelic non-determinism is more obscure, it
can be hard to find examples of it. Readers with familiarity in foundational systems
programming might be aware of pointer provenance, which is sometimes modeled
using angelic non-determinism: In some languages, pointers keep track of their
origin, called provenance, and can only be used to access memory locations related
to that origin. When one now introduces integer-pointer casts, one needs to specify
which provenance is associated to the result of such a cast. This provenance is
then sometimes specified to be chosen angelically. For us, angelic non-determinism
becomes necessary in Section 5.2} To support this, we need to adapt some of the
machinery we created in Section 4.1} like the definition of a weakest precondition.
We first discuss this machinery, and then construct the wrapper on top of it.

Angelic Non-Determinism, Formally

To formally model non-determinism, we introduce a new kind of language, that we
call a module. Like a language, a module has a notion of values, of expressions, of
states, and also has a step relation. The notion of external calls and programs as sets
of functions applies similarly. What changes with modules is that they used multi-
relation-based semantics [24]], also taking inspiration from DimSum [41]]. Whereas
previously, the step relation related two configurations c1, ¢, : Cfg by expressing that
¢ can step to c;. There, we understood the case of multiple successors to denote a
demonic choice over all available successors. To add angelic choices, we change the
step relation, so that it is a relation on Cfg x (Cfg — Prop). Intuitively, we step to a
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set of multiple possible successors. Note that our relation is still not required to be
functional, which means that we can step to multiple sets, each again containing
multiple successors. This gives a two-layered choice for choosing the successor:
First, the set X : Cfg — Prop is chosen, then an element of this set is chosen. We
use the double-headed arrow — for this kind of semantics. For us, we introduce
the convention that the choice of which set to step to is angelic, while the element
of the set is selected demonically. This is opposite to the convention introduced
in DimSum [41]]. We consider this directions is more natural, since it requires
establishing the “preconditions” of a step before assuming its “postcondition.” To
exemplify this, in Figure we give two example semantics, where Cfg are just
integers. The first, defined by StepPANGELIC, chooses the next successor angelically
(where the choice is over all natural numbers N). The second, StePDemonic, chooses
the successor demonically. Both relations look very similar, the only difference is
that one features an additional universal quantifier in the premise. This quantifier,
however, is important. It ensures that for STeEPDEmMoNIC, the only suitable candidate
for X is the full set. Since the choice of X is angelic, this angelic choice is forced:
the full set must be chosen in order to step. For STEPANGELIC, any inhabited X is a
suitable choice. If we, as the person allowed to execute angelic choices (the angel),
want to ensure that we end up in precisely the state we intend to end up in, we must
choose a singleton set containing only the intended state. This forces the hand of
whoever executes demonic choices (the demon), since they must choose the value
presented by the angel, i.e., the choice is again forced.

The diagrams below show the choices available for finding a successor state of 0
(the starting state does not matter, since the step behavior is the same for all n).
Starting at the left, they first show the possible angelic choices, and then for each
angelic choice, the possible demonic choices. On the right, we see the just-described
behavior. The angelic choice is trivial: the angel is forced to choose N. The demon
can then produce a step to every number (in N). On the left, we see many angelic
choices. In fact, the diagram is not complete, since we can step to any set (except for
the empty set). Thus, if the angel was feeling lucky, they could also pick a larger set,
and leave some actual choices to the demon. Since the goal of the angel is to ensure
the program is correct, the angel will want to limit the demon’s choice as much as
possible. Thus, we simplify our definitions, by introducing the convention that the
angel always chooses the smallest possible set. Formally, this means that we require
that our semantics is up-closed in the second argument. Mathematically, if c — Xj,
and X, D Xy, then also ¢ —» X, must hold. The step relations shown in Figure
are up-closed.

Parsing Multi-Relation Semantics

Figure shows another example semantics, this time using both angelic and
demonic non-determinism within a single rule. This relation defines steps where,
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Ster-BotH
even(kq) (Vkq.prime(kq) = (N +kq +kq) € X)

n— X

Figure 5.2: Another example relation, exhibiting both angelic and demonic non-
determinism.

starting at a number n, first an even number must be chosen angelically. Afterwards,
a prime is chosen demonically. Both of these choices are added to the original
number to arrive at the next state. In general, we usually define such a semantics
using inference rules. If we have several inference rules, then these inference rules
define several angelic choices (although usually there is only one inference rule per
origin state). Similarly, every free variable (like ko) in this inference rule is also
instantiated by an angelic choice. The conditions on top of the inference rule (in
the above example, evenk,) must be proven by the angel. In other words, these
further constrain the angelic choice. The demonic choice is then controlled by the
last precondition of the inference rule, which usually has the form (Vy...z.P —
Q — -+ — f(x,...) € X). The universally quantified variables, like k4 in the example
above, are then understood as defining the demonic choices. The conditions that
follow (like prime(kq)) further constrain this demonic choice, i.e., the demon must
prove that these hold true. Afterwards, we can actually see the proper successor
state, which is n + kq + kq in the previous example.

To generalize this, observe that multi-relation semantics are yet another variation of
predicate transformers. In fact, in our angelic-demonic variation, where the choice
of x € X is demonic, their polarity is similar to that of protocols from Section#.1| The
facts needed to establish a step define the preconditions, and the facts describing
which values must be contained in Q are the postcondition.

Undefined and No Behavior

We should look at what happens when no X can be stepped to, or when we can
step to the empty set @. Before, we equated not being able to step with undefined
behavior. It turns out that this still holds, but only because we made it so that multiple
successor sets constitute an angelic choice. Remember that we, the programmer,
need to justify angelic choices by showing that we can find a suitable set X. When
we are stuck, this is like proving an existential quantifier over the empty set, which
is false. Thus, the program is incorrect, i.e., it exhibits undefined behavior (UB). A
more interesting case happens if we can prove a step to the empty set @. Then, the
demon would next be forced to choose a value, and we as the programmer (the
angel) would be required to write the program such that it can handle all values the
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TraceEND TRACESTEP
ceX c—»Y  VYyeVY.y-—trex
¢ —ptrace x ¢ —ptrace x

Figure 5.3: The co-inductive trace relation —»"2< of —».

demon can choose. When the set of possible demonic choices is empty, the demon
will not be able to choose a value. Thus, the program does not need to handle any
possible next step, it is automatically correct. We call this no behavior (ND). Again, a
program having no behavior is weird, since in practice, computers do not magically
disappear into the empty set. Instead, a more intuitive understanding of no behavior
is that the program stops, since at this point, the program has executed successfully
and nothing further needs to be proven to establish this. Thus, it is natural for values
to have no behavior. For all other expressions, no behavior is likely indicative of a
modeling mistake, since this implies that our model is not actually realizable on an
actual machine. To prevent this, we add an additional property to our definition
of modules: except for value, no expression may exhibit no behavior. This forces
us to formally prove the absence of no behavior whenever we define a new module.
Formally, we require that V¢ X.c — X = 3Ix.x € X.

Note that in non-total weakest preconditions, having no behavior is equivalent to
divergence, since both allow establishing correctness for any postcondition.

5.1.1 Executions and Safety

Previously, we stated safety as being able to step, i.e., as not having undefined
behavior. This notion is easy to generalize: a configuration c is safe iff there is a
X such that ¢ — X. Since we have proven the absence of ND, this set will not
be empty, and thus a new actual successor state must exist. Then, our adequacy
theorem stated that for any possible execution, it arrives only at safe values. We now
need to generalize the concept of an execution. While this is possible, we can do
better. Instead of defining adequacy by arguing that every execution arrives at a safe
state, we can define the adequacy theorem to instead construct a co-inductive trace.
Intuitively, such a trace encodes the strategy of the angel. It also is a multi-relation,
but the set X is understood a bit differently: It is the “happy set,” describing all the
configurations we want to end up in. Later, this will just be all states that satisfy
the postcondition. By working with traces, we can sidestep the discussion of safe
states (i.e., states that have reached the postcondition, or that are reducible). Being
co-inductive, such a trace is best understood as a generator, that can continue to
produce steps, until a configuration reaching the postcondition is reached. By the
magic of co-induction, it can also produce an infinite series of steps, should the
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program diverge. When interacting with such a trace, one takes the role of the
demon. As such, one must provide the generator with the next demonic choice, for
it to produce a next step and resolve angelic choices. The definition of co-inductive
traces can be found in Figure Remember that it is co-inductive, so that execution
trees can be infinite. Again, until terminating in a state satisfying X (TRaceEND),
a trace yields an instance Y that c steps to, that is, it resolves the angelic choice. It
then expects the other party to resolve the demonic choice by supplyingitay €Y,
so that the same process can begin anew.

5.1.2 Lifting Languages to Modules

We now describe how we can lift our existing languages to a module. This module 1A
lifting a language A exhibits undefined behavior precisely when the existing language
exhibits undefined behavior. Similarly, it reflects the demonic non-determinism of the
language being lifted. Since languages never have no behavior, this module also does
not have no behavior. Similarly, there are no non-trivial angelic choices. The new
step relation —»y;; is completely defined by the following inference rule:

Lirr
—IsVal e = reducible(p, e, o) Ve’ o'.(e,0) —p (e/,0') = X(e’,0")

(ey0) —ige X

Note that —, is the old reduction relation.

This definition achieves two things: First, it ensures that being stuck, according to
the old operational semantics, is undefined behavior. If a step is possible, then all
possible steps are interpreted angelically. As a special case, values are encoded to
have no behavior, since they represent program termination. Apart from the new
relation, the values, expressions, states, and contexts are not affected by the lifting.
The expressions of the module are precisely the expressions of the lifted language,
etc.. To conclude this definition, we need to prove that it is indeed a valid module,
which entails showing that it never exhibits no behavior.

Theorem 5.1 (Absence Of No Behavior For Lifting) Let e : e\ not be a value and
o0 : 0 be given. If (e, 0) — s X, then X is nonempty.

Proof If (e,0) —»ix X, then by Lirr, we have —IsVal e = reducible(p, e, o). Since e is
not a value, we get reducible(p, e, o) = Je’ 0’. (e,0) —% (e’,0”). Thus (e’,0’) € X, as
(e,0) —7% (e/,07). O

5.1.3 Linking and Private State

We define a linking operator for modules in Appendix[Al To make linking between
different languages meaningful, we refine our notion of ABI-compatibility. Previ-
ously, ABI-compatibility required that both languages have the same notion of state.
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We now weaken this by requiring that they only have the same public state. We also
introduce private state, which is internal to a module, and not shared with other
modules when linking. The overall state of a module is the combination of both.
When making an external call to another module, that overall state is split into its
private and public parts, with the public part being handed over to the other module,
so that it can operate on it. When returning from this call, the private state (which
remained unchanged) is joined back with the public state, which was potentially
changed by the external call. The relation Split: £ — Z,,, = Zpiv — iProp governs
how the state can be split and merged. The linking operator requires that the state
can be split and merged when at a boundary, where boundaries are tracked in ghost
state, using the atBoundary token.

For the language lifting operator 1A, there is no private state (i.e., it is unit), so all
state is shared with the other side for linking. In particular, linking with Ac means
getting access to the A¢ heap oc.

5.2 Wrapping OCaml to the C ABI

We can now finally define the formal model of the OCaml runtime. The OCaml
runtime is a module, which works similar to the “lifting module” of Section
It does not only turn Ay, into a module, but also makes it compatible with the C
linkage model. Specifically, when execution an Ay, expression e, it wraps external
calls made by that expression, so that they are compatible with the C linkage model.
To do so, it has private state, which stores e.g., the block-level heap and the garbage
collection state. The linker takes care of actually transferring control to another
module (usually TA¢), while keeping the private state of this module unchanged.
Since this wraps the contained Ay, expression into something compatible with the
C linkage module, we also call it the wrapping module. The wrapping module also
provides support for primitives, which are implemented as functions of the wrapper.
Since Ay, does not have the concept of a program (i.e., the only valid Ay. program
is @), there are no Ay functions that A¢ can call. Instead, A¢ uses external calls to
invoke FFI primitives. These primitives are implemented in this wrapper, and thus
have access to the private state of the wrapper. Formally, their implementation is
by adding rules for them to the operational semantics of the wrapper. Almost all
primitives are further discussed in Section 5.3} except for one, main. This primitive
can be used initially to start execution of the “main expression” e;.i,. It is the
equivalent of the main function, and the whole wrapper is parameterized by this
special expression. It can also be thought of as a model of the cam1_startup function.

We formally denote the wrapping module as [e,.in]rr1. The whole system is then
lemainlERr @ TAc, that is, it links A¢ with the runtime [e,.i.]prr. Execution is defined
to start with the main primitive, which starts executing e.;i,. This expression then
reduces, and occasionally switches between OCaml and C using external calls, and
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Valov:i=(n:Z)| (y: Loc)
Mutability 3 m z==Mut | Imm
Tag>tu=0]1
Block > blk :=B(m,t,V) | C(recfx.e) | F( Somew | None)
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tagNumber : Block — Z
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TacNumBERDEFAULT MuTtaBiLiTYDEFAULT
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tagNumber(F(_)) = 255 tagNumber(F(_)) = Mut

Figure 5.4: Formal model of the block-level heap.

the callback primitive. We now formalize the entirety of Chapter 3, starting with the
block-level heap. Next, we continue with the representation relation describing how
A, values are encoded. Afterwards, we discuss our model of the garbage collector.
Finally, we plug all of this together to give an operational semantics to state changes,
which we expand to construct the final operational semantics.

The Block-Level Heap

To begin developing a formal model of the OCaml runtime, we formalize the block-
level heap, starting with block-level values. All these definitions can be found in
Figure The basic notion is that of a block-level value Val, which is either an integer
or a pointer to another block-level value. The block-level heap then stores three
kinds of blocks: The first are normal blocks, which have a tag, a length (implicitly),
and a list of block-level values. Unlike before, we now make the mutability of a
block operational. There are two special kinds of blocks, modelling the two special
kinds of blocks described in Section One models callbacks, by simply storing
an Ay, callback value, and the other models custom blocks, by simply embedding a
Ac value (or None to indicate an uninitialized block). While regular blocks B carry
an explicit mutability and and explicit tag, these are implicit for the other kinds
of blocks. Closure blocks C always have tag 247, and are never mutable. Custom
blocks F are always mutable, and always have tag 255. The function tagNumber can
be used to get the numeric tag of a block. For this, we identify the tags t : Tag with
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the numbers 0, 1 : Z. Similarly, the function mutability defines the implicit mutability
of blocks.

Linking OCaml Values to Block-Level Values

Next, we formally capture the connection between high-level Ay, and block-level
values. To do so, we define an inductive relation IsVal between both. Additionally,
the relation is parameterized by ¢, since the representation of some high-level values
is defined as pointer pointing to a specific block. The definition is in Figure
While this is straightforward for numbers, units, booleans, pairs, and sums, the case
of OCaml locations { is more interesting. For these, we must find a specific block that
encodes the contents of the location. Additionally, we do not just want any block,
but we want that block to be permanently linked to that location, so that, even in
future, only this block and no other block represents this location. To ensure this, we
introduce a new map x : LocMap, which describes additional “ghost” information
for each block. Specifically, it describes a block as linked to ML location, or as being
private. We call this map the visibility map. It also includes a third possible mode,
which is used for custom blocks, linking them to foreign values. As shown by the
rule IsVaLFoReiGN, foreign values (1) are backed by a specific block. Usually, this
block is a custom block, but the definitions do not require it. This map x must be
injective: No two block-level locations may be assigned to the same OCaml location.
Similarly, no two block-level locations may have the same foreign id. It is allowed
for two OCaml locations to be private.

We next define how to embed the entire OCaml heap into the block-level store. This
is achieved by partitioning the block-level store into two disjoint parts: ¢ = Crest UCy; -
One part, Crest, has no particular constraints, except for being disjoint from the other
part. The other part, ¢, , contains exactly the blocks that, according to x, back a
heap element. Formally, we require that IsStoreBlocks(x, ¢, , omr.). This also requires
x to be large enough, so that it assigns a block-level location y to each OCaml
location (. Further, we require that IsStore(x, ¢, o)1) holds on the entire block-level
heap ¢ (the union of both parts). Taken together, both predicates describe that the
block-level heap contains blocks matching the content of each OCaml reference (or
array), which also means that there are blocks for all high-level values encoded as
immutable blocks. Note that our definitions make no specific requirements about
the identity of immutable blocks. For example, if we have two OCaml references,
which both contain the same pair (1,2), these pairs might be stored in different blocks.
A more clever implementation of the OCaml runtime, that uses hash-consing, could
store both of these in the same block (which is legal, since that block is immutable).
Our definitions allow both. Since we consider this an implementation detail of the
runtime, we do not specify this, so that our formal model remains correct even
when more optimizations are added to the OCaml runtime/compiler. The definition
IsSameDom also warrants a closer look: It defines the locations in oy that are part of
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Figure 5.5: Definitions linking Aw;, and block-level concepts.
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(- namely all locations that store a proper array. Notably, this excludes locations
that store 7, the one special value allowed for heap cells in Ay;.. This dummy value is
used to mark the contents of these locations as unavailable for Ay.. Similarly, IsStore
imposes no requirement on these locations.

Garbage Collection

There are two key ingredients to our formal model of garbage collection. The first is
that in Ay, as well as on the block-level heap, garbage collection is invisible. We think
this assumption is justified since the garbage collector works very hard to ensure that
it only deallocates unreachable blocks, and that when it moves a block, all references
to it are updated atomically. More informally, the block-level heap can be thought
of as logical memory, following Hur and Dreyer [16]], where garbage collection is
invisible. In glue code, garbage collection becomes visible. The second key idea is
then that the glue code can only operate on the block-level heap over “arms-length”
operations, where the definition of arms-length incorporates the effects of the garbage
collector. This also means that we do not directly embed the block-level memory into
C, but instead give an axiomatic treatment of accesses to it using the FFI primitives.
In the actual FFI, there are uses where raw access to the runtime memory is needed,
which we discuss in Section We now proceed to define an encoding of block-
level values to A¢ values, similarly to how IsVal encoded Ay, values into block-level
values. The relation ~2, defined in Figure [5.6/does precisely this: When v ~2 w,
then v is encoded as the A¢ value w. The index (rather superscript) parameter, the
address map 6, plays a role similar to LocMap played for IsVal: it describes which A¢
addresses encode which block-level locations. Representing a block-level location is
then straightforward. Representing an integer could also be, but we additionally
introduce a function codelnt : Z — Z, which describes how integers are encoded. The
whole development is then parametric over this function, which is only required
to be injective. This function captures the “lowest bit” encoding present in the
actual OCaml runtime, where block-level integers are distinguished from block-level
pointers by having their lowest bit set (and being shifted one bit to the left). We
mentioned already that the block-level memory is not actually serialized into the
C memory. Instead, the C locations associated with block-level locations by ~\y, 0
merely describe which arguments must be passed to formalization of macros like
Store_field to access the proper block. These addresses are better thought of as
abstract names, instead of concrete values. This also means that, if 6 changes, the
blocks referred to by an address also change. Indeed, this is how we implement
garbage collection. The address map 6 : AddrMap is better thought of as the current
state of the garbage collector. It assigns “real” locations to the “logical” block-level
heap, as discussed in by Hur and Dreyer [[16]. The formal equivalent of the garbage
collector choosing tho deallocate a block is then that this block’s location is removed
from the address map 6. Such a block can then no longer be referenced from C,
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Figure 5.6: Definitions for garbage collection, and for roots.

which, from the C programmer’s perspective, is no different from it not existing
at all. Similarly, if the garbage collector decides to move a block, this is modelled
formally by changing the value that block’s location is mapped to by the address
map 0.

The predicate GcClosed describes one of the formal requirements we have for the
garbage collector, namely that it only deallocates unreachable blocks. The condition
is formulated inversely, namely that if the garbage collector still keeps a block blk
alive, all other blocks referenced by that block (written as y € blk, see ELEMOFBrock)
must also still be alive. We say that this property describes that the address map is
closed under reachability. We saw earlier how we could root a value to ensure that
this value is kept alive by the garbage collector. We also simplified our rooting
mechanism so that all roots need to be explicitly (un)registered, using primitives
discussed in Section Due to this simplification, we can simply capture roots
formally using a rm : RootMap, which stores the block-level representation of a root
(remember that a root must be a block-level value, at least during a GC run). Given
a C location a, that location is a root precisely when it is assigned a value by the
roots map: a € dom rm. The condition GcRooted then describes the next formal
requirement of the GC: That all currently rooted values are considered reachable,
and therefore present in 6. These two conditions, GcRooted and GceClosed, are the only
two conditions we require the GC state to satisfy. This again leaves open how the GC



5.2. Wrapping OCaml to the C ABI 71

is actually implemented, so that code verified against our model is compatible with
a larger variety of potential GC implementations. An additional requirement about
the roots map is that it agrees with the content of the C memory at rooted locations.
To describe this, we split the C memory into two disjoint parts: oc = 0crest U 0Croot-
We then require that ReprRoots(rm, 8, 0croot), Which is just the straightforward lifting
of ~ to maps. This is formalized by the WithRoots predicate, which describes how
to construct the full C state from the C state without roots, plus the roots stored in
block-level form. If the user were to store a C value in a root that does not encode a
block-level value, the proposition WithRoots becomes false. By later requiring that
this proposition needs to be proven by the angel, we can make it undefined behavior
for roots to store improper values. This UB only happens during garbage collection
runs. In-between those, roots are allowed to store anything. Next to the roots map,
we also introduce the roots set rs : RootSet, which is sometimes used when we only
describe which sets are roots, instead of the full root contents. When we need the
full contents, we require that rs = dom rm. Specifically, the we store the roots set
when the full A¢ heap oc is present. When the roots map is used, we only store
the non-rooted part of the A¢ heap oces:. When given an address map 6, these two
kinds of representations are equivalent. However, the one with rm does not become
invalidated that happens when the garbage collector runs (and 6 changes).

The relation GeStateSwitch, defined by GeStateSwitch, puts it all together. It requires
that 6 is well-formed, and that two versions of the A¢ state—the one using the roots
map, and the one using just the roots set-agree.

The Wrapper State

We now have all the definitions in place to define the full wrapper state, shown in
Figure The wrapper state has two sides: the C side, and the OCaml side. The
C side is the public state, since outgoing calls are made using the C linkage model.
The OCaml side is purely internal, and never exposed to the outside world. It is the
state that is actually present when Ay, code is executing. Whenever this code makes
an external call to C, the wrapper switches to the C side, which is also the side used
to define the FFI primitives. The difference between both sides is that the OCaml
side operates on a proper Ay, heap o). In contrast, while working in C, we operate
on the block-level state, with the entire Ay, heap o). serialized into its block-level
representation. When switching sides, it is required that both sides represent the
same data. The visibility map x is always present, and works the same on both sides.
The block-level heap ( is also present on both sides, but it has a slightly different
meaning on both: When we are on the OCaml side, it includes the full Ay, heap. On
the OCaml side, it does not: To not duplicate information, we remove all block-level
blocks that are also part of the Ay, state oy, from ¢, so that the information about
their content is only stored in one place. What the OCaml side also lacks is the
address map 6. Since the garbage collector is only observable using the OCaml
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Figure 5.7: Definition of the wrapper state, and of the rules for switching.
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FFI, the address map is not needed when OCaml code is running. Thus, it is only
materialized when switching to the C side. This map is materialized anew each time
such a switch happens, which formalizes that the garbage collector can run every
time OCaml runs. The final difference is in the handling of roots. While on the C
side, we only store a roots set s, since the contents of each roots is fully defined by
what is stored in the A¢ heap oc. While on the OCaml side, the roots are stored as
block-level values. But to again not store the same information in different places,
the locations storing roots are deleted from oc. The relation between all those states
is formally defined by the operations for switching from the OCaml side to the C
side, and vice-versa. A graphical representation of the interaction of all these maps
during such a switch can be found in Figure see below for an explanation.

Switching to C

The rule MLToC defines how the OCaml state is switched to C, which in particular
involves deserializing the OCaml heap to a block-level heap, as well as demonically
choosing a GC state 6. Since this step involves mostly demonic choices, the rule
MiToCDemonic defined what demonic choices are possible. First, the visibility
map ¥ is extended, to allow for new allocations that happened while Ay, code was
running. Next, two new fragments of the block-level store are demonically chosen,
namely (,;; and (. imm- The former contains a block for each Ay, array, and the latter
contains some private blocks, which accounts for new allocations that happened in
OCaml code. These two parts are then combined with the old fragment block-level
store to form the new store, which must in particular be a faithful representation of o,
as defined by IsStore. Next, a new address map 0 is demonically chosen. This address
map must be subject to the usual constraints of being closed under reachability, and
containing at least all roots, as defined by GcStateSwitch. Finally, the new C state o/~
is created by adding the C representation of all roots. The rule does not just convert
the state, but also takes additional OCaml values V and converts these to their new
C level representatives w. The choices of (" and 0 are further constrained such that
w faithfully represents the old values. This mechanism is used for the arguments
(and return values) of function calls.

The full rule for lowering the state, MLToC, is mainly defined by reference to Mr-
ToCDEemonic. Additionally, there are three side conditions, which are there to ensure
that there is no no behavior, which is necessary to prove Theorem[5.2] All three of
them are invariants, that continue to hold while an Ay, expression is executing.
Our program logic later validates that these actually are invariants, so that it can
prove that there is no undefined behavior. Attentive readers can already observe
that dom ¢ C dom x remains invariant even when we switch the state to the C side.
It continues to hold, by e.g., requiring IsPrivate(x’, ¢ cimm) it MLTOCDEMONIC. In
fact, this is an invariant of the entire semantics, continuing to hold while C code is
executing and interacting with the runtime via primitives. One side condition is a
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Figure 5.8: An example visualizing the interaction of the various maps.

bit more interesting: It expresses that the block-level heap ¢ and the Ay, state oy do
not store conflicting data for any block. In fact, if the block-level heap stores data at a
location, then the OCaml heap cell for this location must be 7, which explicitly marks
the data for this cell as being stored at the block-level, and as being inaccessible to
OCaml.

In Figure we give an example of such an operation. We start with the oy shown
on the very left, where there are two arrays. Additionally, one of the locations is
rooted. For the sake of explanation, let us also assume that these two locations
were just created by Ay, code. First, the visibility map x is demonically extended
to give block-level locations for our Ay, arrays stored at {; and ¢,. Additionally, the
new private blocks at y3 and v, are created. We presume the custom block at ys
already exists, since custom blocks can only created using the FFI. Following the
parlance of MLToCDemonic, we have that dom ¢ = {ys} (i.e., the old block-level store
already contained vs), dom ¢y, = {y1,v2}, and dom (. imm = {Vv3,V4}. These can
all be combined to form the new store. Additionally, it is easy to check that this is a
faithful representation. Next, a new garbage collection state is chosen demonically.
Here, we display a situation where the block at v; is no longer reachable. The
block at v,, however, is reachable, since there is a root storing this value. Thus,
this block and all blocks reachable from it have entries in the address map 6. This
map completely changes every time the garbage collector runs. In x, on the other
hand, mappings remain stable throughout the execution. Further, to emphasize the
point that we do not serialize the block-level heap ¢ into the A¢ heap oc, we chose
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a heap oc where these addresses are not allocated. In the semantics, the choice of
the address map 0 is actually completely independent of which addresses are, and
are not, allocated in the C heap Ac. Finally, we have the root at a4,, which stores v>.
When switching to C, this gets lowered into the C representation as of the root’s
value v», since v» ~8 as. All that is retained is the roots set s, to keep track of the
fact that a4, was registered as a root. As a high-level intuition, the arrows indicate
which block locations are identified using x and 6.

Switching to OCaml

The rule for moving back to the OCaml side is CToMLANGELIc. It is slightly shorter,
since it does not require choosing a new GC state. It is still interesting, since it
chooses the new Ay, heap angelically. Angelic choice is necessary here to properly
conjure up a Ay heap oy, given just the data available while on the C side. To see the
difficulty yourself, consider Figure but imagine that the Ay, heap o)1, was not
given, instead that you need to create on so that the picture still matches. Already for
(1, this leads to issues: It is not clear whether a block-level 1 should become an Ay, 1,
or the value true. In fact, both would be equally valid choices. In most cases, the
wanted value is the one that was stored there previously, but this is not always the
case (e.g., when using Obj.magic, this is explicitly not wanted). In either way, since
the old version of the Ayr heap o1 is not present at this point, this can not be used
to restrict the choice in the operational semantics. Even if we changed the semantics
accordingly, it would not help with choosing a Aw;, representative for freshly allocated
locations. The correct approach, it turns out, is leaving this choice to the programmer
when arguing correctness. This is precisely angelic non-determinism. This is also not
a new observation: Already in 1989, Back [2]] observed that dual non-determinism
is needed for operationalizing such representation switches. Once the new Ay, heap
owm, has been chosen, all blocks associated with it are deleted from (. What remains
in ¢’ are all immutable blocks, all custom blocks, and the blocks for Ay, locations
that have been marked 7 in the new Ay, heap oy

Apart from angelically choosing the new heap, the rule allows making two further
choices, indicated by the relations freeze and 2825 | The first relation, 7525, allows
freezing a block. Specifically, it allows the programmer to turn a mutable block into
an immutable one. We lift this relation to entire maps, so that ¢ %3 ¢/ (J ¢,;, means
that the domain of ¢ and ¢’ U ¢,;; remain the same, only some previously mutable
blocks are now immutable. This pattern of allowing the programmer to freeze
blocks is necessary to properly support initializing blocks. When a new block is
allocated using caml_alloc, it is mutable. It must be mutable, so that useful data
can be stored in it. But if this block has been allocated to encode e.g., a pair, it must
eventually become immutable, since pairs are represented by immutable blocks.
This is what block freezing accomplishes: When switching back to the OCaml side,
some blocks can be frozen so that they may encode the block-level representation
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of pairs and sums. The other relation, %%, allows exposing new blocks. This is
again needed to properly initialize some blocks. When a new block is created, it
is not only mutable, but also marked as Priv in x. This means that this block can
not be used encode an Ay, array/reference, since the blocks backing such arrays are
identified by an entry Pub ( in 6. Thus, %% similarly allows making some private
blocks public. Note that the target side of 2% must still be injective, so that the
chosen locations must be fresh.

The final requirement is that the roots, which are currently just represented by the
roots set rs and the A¢ heap o, store proper block-level values. This is enforced by
requiring that a roots map rm exists, which agrees with the roots encoded in oc.
Formally, this is achieved by requiring that WithRoots(6,rm, oc, o(-). The resulting
new Ac heap o(- is a remnant state, from which all locations storing roots have been
removed. This roots map must contain precisely all rooted locations, as required
by dom rm = rs. Just like ypc, the relation ¢y also allows converting a list of
Ac values w to Ay, values, along with the general state switching. The conversion
follows the pattern described above: The Ay values V are chosen angelically, subject
to IsVal. The block-level values V that are the other argument of IsVal are uniquely
determined by v ~ w.

The Full Semantics

We are now able to write down the full operational semantics of the wrapper. The
relevant definitions are in Figure The wrapper is a module [e.in]prr, which is
parameterized by an OCaml expression e,.i,. It also defines a program [ein]FF1,
which implements all the FFI primitives (which we discuss in Section [5.3)). The
wrapper combines some of the techniques already described in Section and
Appendix|Al Specifically, it also embeds the Ay, semantics, lifting them to be multi-
language-based. Additionally, it ensures that the state can switch between the OCaml
and C side around external calls. The rule SWraprStEP describes the normal case,
where the wrapper is on the OCaml side and executing the OCaml code. When this
code makes an external call, the wrapper intercepts it (rule SWrapPHooxCaLL), saves
the context, switches the state to the C side, and steps to Call. This Call expression
is recognized by the linker. Thus, once the wrapper arrives there, the linker takes
over, switches execution to another module, and eventually substitutes back a result.
Once this result has arrived, the rule SWraPRETTOML translates the A¢ value to
an Ay value, switches the state back to the OCaml side, and substitutes this Ay
value into the saved context. When the Ay, expression finishes, it is again serialized
into a A¢ expression by SWrarVaLToC, which is used when a callback (or the main
expression) returns.

Finally, we also have a rule for our first primitive, main._ . Note that it is not
this primitive that is parameterized by e, .i,—the whole development is generic
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SExpr 3 E :=w/| [e] | Call fn w | RunPrim prm w
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ve' o', (e,0) —wm (e/,0") = X(([e'], K), MLState(ppr, o))
((Te],X), MLState(pmr, omL)) —w X

SWrarHookCaLL .
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(([Kyplcall fV]],K), MLState(pmr, omr)) —u X
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([\/]) PML, 0_ML) FM2C Yp Yw pPc oc. Yp([w]) PC, GC) = X((W) K)) CState(pC) GC))

(([V],X), MLState(pmr, omr)) —w X
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(W], pcy 0) Fcam ([V], oMLy OmL) X(([Knr VI, K), MLState(pmr,, ovr))
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((Call fnw, K), CState(pc, o¢)) —»y X

SWRrAPPRIMMAIN
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Figure 5.9: Operational Semantics of the Wrapper.
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over this expression. This primitive expects that it is called “initially,” so that
the wrapper state is still empty. It then starts the execution of the e,.;,, as de-
fined by SWrarPriMMAIN. We already mentioned that the FFI primitives are im-
plemented as functions defined by the wrapper. Thus, the wrapper also has a
“program” p, which stores all the primitives by their name. Specifically, we have
P = [emain)prr = {"main" := main,,__ ,"Int_val" := Int_val,...}. Technically, this
program is a parameter of the step relation —»y, but we omitted it here for pre-
sentation purposes. The rule SWrarToPrimiTivE dispatches incoming calls to the
right primitive, by stepping to the special RunPrim state. With the rules defined
in Figure we have a working wrapper, which can translate an Ay, heap to a
block-level heap that is in theory accessible from Ac. What is missing for making it
actually accessible from A¢ are the primitives we outlined in Chapter [3} which are
implemented functions provided by the wrapper. These are defined in Section

Before we can continue by defining primitives, we need to prove that our wrapper
never exhibits no behavior.

Theorem 5.2 (Absence Of No Behavior For The Wrapper) Let (E,K) : Expr not be
avalueand p : L. If ((E,K), p) —»y X, then X is nonempty.

Proof By inversion on the step:
e The case of SWRAPSTEP is similar to Theorem 5.1

o The cases of SWraPHookCaLL and SWrarPVALToC follow from the fact that
Sapc never exhibits no behavior.

e The cases of SWraPRETTOML, SWrAPTOPRIMITIVE, and SWRAPPRIMMAIN are
trivial.

We now are left with proving that 3-\ppc never exhibits no behavior, which means
showing that the relation defined by ©\pc in MLToCDemonic is inhabited, where
we get to assume the facts from MLToC. This is true, but the proof is involved. We
outline the necessary steps here:

1. We prove that each Ay, value can be serialized to a block-level value, by poten-
tially extending the visibility map x to x’ and by allocating new immutable
blocks into ¢ In particular, ensure by construction that ¢ .

newimm-* newimm

2. Similarly, the argument vector V is serialized to block-level values V.
3. We use this serialize the entire Ay, heap to a block-level heap ¢, .

4. To construct the address map 6, we first construct its domain, for which we
simply add all vy from dom ¢’, from all blocks in ¢, all roots in rm, and V. This
implements the simplest form of garbage collection: no-op garbage collection,
where nothing is ever freed.
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5. We then actually “inflate” the address map 6, by choosing a fresh C address a
for each block-level location vy in its previously constructed domain.

6. We construct w using the just-constructed address map 6 (which must contain
all locations in V).

7. We similarly re-add the C encodings of all roots from rm to oc, yielding o-.
8. The roots set is constructed like so: rs = dom rm.

9. When constructed as such, showing x’, ¢/, 6, v, o/ and w validate all the
required properties is almost always straightforward / by construction. How-
ever:

e To prove { ## . imms We use that all new blocks are not in x, and that
dom ¢ € dom x. We could do without this requirement, but our opera-
tional semantics guarantee this is true anyway.

o To prove (## ¢, , we need that Vy(l. x[y] = Publ — { € dom { — oy [(]=7.

e Finally, dom oc # dom rm is needed to show o est # 010t When proving
WithRoots (see Figure[5.6]). O

5.3 Defining Primitives

Defining the wrapper primitives is relatively straightforward. We distinguish three
kinds of primitives, listed in no particular order. The first are the simple primitives.
What makes them simple is that they never cause garbage collection, and also do
not have any non-determinism (except for plain undefined behavior). Most primitives
are in this category.

Unfortunately, the word primitive is now overloaded, since it is ambiguous whether
a primitive is part of our formal model, or the primitive as it exists in the real world.
We thus introduce the following terms: The formal primitive describes the primitive
as we model it in our formal model. The role model primitive describes how the
primitive works in the actual OCaml FFI, not in our formal model of it.

The next category are the allocating primitives. These primitives allocate new blocks,
which means that they can cause a garbage collector run. The third kind of primitive
are the switching primitives. These are the primitives that switch from executing C,
to executing OCaml. We already know one such primitive: main. This class only
contains one further primitive, which is callback.

5.3.1 Callbacks

We start with callback, since the other primitives share some common infrastruc-
ture. callback is the formal version of the role model caml_callback. To facilitate
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SWRrAPPRIMCALLBACK
(e, waly pc, 0) Fcam ([rec fx. e, Val, pme, omr)
X(([(recfx.e) Va],K), MLState(pmr, omr))

((RunPrim callback wg, wa,], K), CState(pc, 0c)) —w X

SWRAPPRIMOTHER
('PT'm»VT’» PcC, GC) —7prm Y VW/ p/C 0_/C- Y(W/) p/Ca G(/:) = X((W/) K)) CState(pC’a OJC))

((RunPrim prmw, K), CState(pc, oc)) —»y X

Figure 5.10: Extensions to the Operation Semantics —»y required to handle primi-
tives.

callbacks, we add the step described by SWrapPriMCaLLBACK in Figure This
primitive switches the state to the OCaml side, so that afterwards, Ay, code can
execute. During this switch, the first argument of the primitive, wy, is expected to
encode a closure. The new Ay, expression that afterwards starts executing is then
exactly this closure, applied to the value V, encoded by w,. This expression then
simply reduces inside the wrapper, and eventually returns using SWrarVarLToC.
Of course, this expression can itself make external calls. Since we already defined
the linker such that calls can repeatedly go back-and-forth, this causes no issues.
Defining callbacks is surprisingly simple, given that introducing them makes the
formal setup much more complicated, as otherwise calls from C to the wrapper
would not cause mutual recursion (main is defined such that it can only be invoked
once). In fact, this simplicity is only superficial. To make this definition this short,
we had to introduce modules with their finely-tuned notions of contexts that do not
define head redexes, and a linker that can recursively link code. Further, simply
re-using the relation ¢y does not make this definition simpler. We can already
foreshadow the other primitives do not take much more effort to define. We have
now reached the points where all ingredients necessary to define them are there,
and just need to be put together properly.

5.3.2 Allocating Primitives

There are two allocating primitives: alloc and alloc_custom. Unsurprisingly, the
definition for both are very similar, with the distinction that alloc_custom allocates a
custom block, while alloc only allocates a regular block. To define these primitives,
we do not simply extend the —»y relation like we did for callback. Instead, we
extend the relation —» ., as introduced by SWraPPrRiMOTHER. The relation — 1,
allows us to define primitives more concisely. For one, we do not have to state that
the step applies to the expression (RunPrim prm w, K), but can only focus on the
relevant part, namely prm and w. We also expect all primitives defined using this
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ArLocCoRre /
yé¢domyx v~¢a

GeStateSwitch (¢, 07, mm, Oyest, TS, 00) oc = (xly :=kl, Cly :=blk], 0’,15)

AllocCore(X, C, TM, Orest, @, PC, OC, K, blk)

SWRraAPPRIMALLOC
ng=t Nsize = 0
GcStateSwitch(C, 9, T, Oresty TS, GC)
Mize many

V0’0 a. AllocCore(x, G, TM, Orest, @, PC, 0¢, Priv, B(t,Mut, [0,...,0])) = Y(a, pc, ()
—_———

(alloc, Msize, nily (X, G, 0,7s), 0C) —7prm Y

SWraPPrIMALLOCCUSTOM
GcStateSwitch((, 0, 1M, Orest, TS, OC)

V0’ o a . AllocCore(x, C, TM, Orest, @, PC, 0C, Fgn 1, F(None)) = Y(a, pc, o)

(alloc_custom, I, (x, ¢, 0,18), 0c) —#prm Y

Figure 5.11: Operational Semantics of allocating primitives.

method to evaluate to a A¢ value w within one step. This assumption does not hold for
callback and main, which is why they are defined separately. It does hold for all other
primitives. There are two allocating primitives: alloc and alloc_custom. The primitive
alloc is our formal variant of caml_alloc, which is used to allocate a new standard
block. The primitive alloc_custom is the formal variant of caml_alloc_custom, and
allocates custom blocks. The definitions of alloc and alloc_custom are found in
Figure Since both may cause the garbage collector to run, they first extract the
block-level representation of the roots stored in o¢ to a roots map rm. Then, several
demonic choices happen, which are described by AllocCore, using rule ALLocCore.
First, a new block-level location v is demonically chosen, which must not yet exist
in x. Since our semantics guarantee that dom ¢ C dom ¥, this location is also fresh
in (. Then, a new garbage collector state 0’ is also chosen demonically. This must
satisfy the usual condition GcStateSwitch, which also restores the just-extracted roots
back into the new C state o/-. Additionally, it is also ensured that v is live in 0’.
Specifically, it must be accessible using a. Then, both x and ¢ are extended, but
the specific values differ between these two. We note that since visibility maps
x : LocMap are by definition injective, the new visibility map x’ must also be injective.
For alloc, described in SWraPPriMALLOC, the new block has size ngjz, and the tag
described by n, which must actually encode a tag. We then get a new block, which
is initially marked as private in x, and that has tag n, size ns,., and stores only
block-level zeros. Further, this block is mutable. This formally captures all aspects
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of the role model caml_alloc we discussed previously.

For alloc_custom, described in SWrarPriMALLOcCusToM, the new block is marked as
belonging to the foreign value identifier .. Due to the implicit injectivity requirements
in visibility maps, this foreign value identifier is fresh. The custom block itself is
F(None), which denotes that it is uninitialized. Before that block can be read, it must
be initialized. We mentioned in Section that our formal custom blocks, when
compared to their role model, are much more simple. They are so simple, in fact,
that allocating a custom block does not need any arguments.

In case it was not already clear from SWraPPRIMOTHER, we explain how rules defined
using —»p,m are to be read: The left side of that step relation is a pair containing the
name of the primitive (here alloc), its arguments (here the two-element list [ngjze, n¢]),
and the current state. The current state is just pc and oc, but since all primitives
access parts of the state, pc is usually decomposed into its constituent parts. Then,
using the familiar way we define demonic choices, we describe the possible target
configurations. These are the states that satisfy Y. This target configuration consists
of the return value (w’ for alloc), and the new state (which, for alloc, is actually
defined by ALLocCoRE).

Like before, one thing is missing before we can conclude our discussion of these
primitives: We need to prove the absence of no behavior. Proving this re-uses some of
the machinery from Theorem[5.2} in particular the construction of a new GC state 6.
Since both runtime locations v and foreign value identifiers 1 are countably infinite,
it is obvious that there always are ones that are fresh. We already mentioned that
simple primitives always determine a unique value. This also means that proving
the absence of no behavior is trivial for them. We therefore omit proving it, leaving
this to the reader.

5.3.3 Simple Primitives
The rules for the remaining primitives are to be found in Figure[5.12}
Converting Integers

Arguably, the simplest primitives are Val_int and Int_val, which are (unsurprisingly)
the formal version of their role models Val_int and Int_val. Their formal seman-
tics is described by SWraPPrRIMVALINT and SWRrAPPRIMINTVAL. Val_int converts an
integer n into a C value w that encodes the integer n, as defined by n ~2 w. Int_val is
the inverse operations. The formal model of Is_block, isblock, is not much harder.
This returns 1 when its argument is a Ay, value that represents a block (SWrap-
PrimIsBLockTrUE), and 0 when it represents an integer (SWRrRaPPriMISBLOCKFALSE).
Unlike the role model Is_block, the formal primitive can only be used on values that
actually store a block. If they are used on a A¢ value that used to represent a block,
but no longer does, it has undefined behavior. In contrast, the role model Is_block
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SWRAPPRIMVALINT
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a ¢ Ts Y(O) (X) Ca e»TS U {Cl}), GC)
(registerroot, [a], (X, C, 0,7s), 0C) —7prm Y
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a é TS Y(O) (X) C,G,rsu{a}),oc)
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—7prm Y

Figure 5.12: Operational Semantics of simple primitives.
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still returns 1 for arguments that did not survive the last garbage collection, since it
only looks at the least significant bit, which is unaffected by what the pointer points
to.

Tags and Length

The primitive read_tag is used to read the tag of a block. Its role model, the macro
Tag_val, uses pointer arithmetic to access the tag of a block, and is thus also an
lvalue, so that it can be used to change the tag of a block. Since we do not support
changing the tag, our formal version read_tag simply returns the tag. To do so,
as shown in SWrarPriMTAG, the function tagNumber is used, which is defined in
Figure The actual numeric values returned by the formal primitive are the same
ones that the role model primitive returns.

The primitive length, defined in SWraPPRIMLENGTH is the formal version of the
role model primitive Wosize_val. For a regular block, this primitive returns the
number of fields stored by this block. The formal primitive can not be used to get the
size of a custom block, or of a callback block. The role model primitive does work
on such blocks. For custom blocks, which in actual OCaml can have an arbitrary
length, it returns this length (in multiples of sizeof (value)). For callbacks, it
returns 2, since callbacks are encoded as a block of size 2. We choose not to model
this behavior, especially since the size of a custom block would always be 1 in our
model. Modelling this would not be hard: One would just need to define a function
blockLength : Block — Z, similar to tagNumber.

Roots

While our state is on the C side, it only contains a roots set rs, that contains each C
address a that is registered as a root. These locations are only required to actually
store a A¢ value encoding a block-level value when a garbage collector run hap-
pens, i.e., when the state is switched, or an allocation primitive is invoked. We have
previously described that we simplified the formal model down to two primitives:
registerroot, which roughly is a formal model of the role model of the primitive
caml_register_global_root, and unregisterroot, which similarly models the role
model for caml_unregister_global_root. The rule for registerroot is found in
SWRrAPPRIMREGISTERROOT, the for unregisterroot is in SWRAPPRIMUNREGISTERROOT.
Since primitives operate on the C side, they only interact with the roots set. Reg-
istering a root then means that the root is added to the set, and unregistering a
root means that the root is removed from the set. Additionally, the rules make it
undefined behavior to register a root that is already registered, or to unregister a root
that is not actually a root. Again, this seems pretty simple, but only because the
machinery that actually ensures roots remain consistent is already baked into the
operational semantics, in particular the definitions around WithRoots from figure

Figure5.6]
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Accessing and Modifying Regular Blocks

The primitive Field is the formal model of the role model primitive Field. In actual
OCaml, Field is a macro that computes the proper offset for a value encoding
a pointer. Thus, Field is an lvalue, which means that it can be stored to. Such
stores are usually unsafe (see the discussion on uninitialized data in Section ,
and our formal model does not allow such direct stores. Instead Field is just a
normal function that returns the requested value. To actually safely write to a block,
the role model primitive Store_field exists. This is a macro that wraps a call to
caml_modify, which is not a macro, but rather a real function implemented in the
OCaml runtime. Our formal primitive Store_field models the behavior of the role
model macro Store_field. The formal macros Field, defined by SWraPPriMFIELD,
and Store_field, defined by SWraPPrRIMSTOREFIELD, both take similar arguments.
The first argument is a A¢ value w, which must encode a block-level location v.
This location denotes the block blk = ([y] these primitives operate on. It must be
a regular block, storing the block-level values v. For Store_field, it must also be
mutable. The second argument n is an index, describing which field of the block is
to be read /modified. This index must be in bounds, formally required by asserting
o<n<

The Field formal primitive then simply returns the nth field v,,, in encoded form.
Note that the encoding w’ is chosen angelically, but this is not an issue: This choice
is unique, as 0 is injective.

The Store_field formal primitive takes a third argument, the A¢ value w’, which must
also encode a block-level value v'. It then modifies the block by storing v’ at index i.
Strictly speaking, it modifies (, by storing the modified block at its location y. Since
this primitive is only executed for its side effects, it returns 0.

Accessing and Modifying Custom Blocks

The formal primitives for operating on custom blocks are interesting, since they
lack proper role models. In actual OCaml, the macro Data_custom_val computes a
pointer to the user-usable area of a custom block (which in actual OCaml can be
larger than one machine word). Accessing and modifying this data can then be
done by operating on this pointer using normal C loads and stores. Since our formal
model draws a hard barrier between the A¢ heap oc and the runtime memory pc, we
can not replicate this behavior. Instead, we have two formal primitives, read_custom
and write_custom, that read and write the contents of a custom block. The first
argument of both primitives is a A¢ value w describing the block-level location y at
which the desired custom block is stored.

For read_custom, this is the only argument. The custom block F(w’) must store A¢
value w’, so it must in particular not be uninitialized. This value w’ is then returned.
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For write_custom, we do not care what is stored in the foreign block. In particular,
F(_) is to be read so that it also allows storing to an uninitialized block. We then
update the value in that block to w’, which was passed as the second argument.
More formally, we update ¢ to store this updated block at its location .

Conclusion

We have now discussion the definition of all primitives, which completes our discus-
sion of the operational semantics. We again note that the definition of the primitives
only seems simple. These primitives are tightly coupled to the overall notion of the
wrapper state. The list of primitives is also complete, in a sense, in that it covers all
the features available in our definition of the wrapper. While some primitives still
could be defined, like one to set the tag, we do not define these since these are not
realistic. For this concrete example, we mentioned earlier that changing the tag is
considered undefined behavior, at least by us.



Chapter 6

The Combined Program Logic

In this chapter, we build a separation logic to reason about programs written in
OCaml and C, that is adequate for the operational semantics defined in Chapter

Before we can start, we must find a weakest precondition for modules with dual
non-determinism. This is accomplished in Section The adequacy theorem is
interesting, since it features co-inductive traces and Transfinite Iris [45]]. We then, in
Section [6.1.2] briefly discuss how linking programs works at the program logic level.

In Section[6.2} we gently introduce the program logic, by reasoning through some
examples already explained in Chapter 3| We then discuss the formal construction
in Section

This concludes our discussion of the original paper. Section [6.4] then introduces the
first material going beyond the paper—it generalized the View Reconciliation laws
to work with fractional points-tos.

6.1 Weakest Preconditions for Linkable Modules
6.1.1 Program Logic and Adequacy

We begin by (again) changing our weakest precondition, so that it supports angelic
and demonic non-determinism. We start by expressing the property we want to
have, namely adequacy using the co-inductive traces of Section[5.1]

Theorem 6.1 (Adequacy for Modules) Let p be a program, o be a state such that -
SI(0), and Q' : £ — Val — Prop such that Vv o’.SI(0’) * Q(v) =k Q’(0’,v). Then the
following holds:

Fwpe@p, L{Q} = (e,0) —"**{(v,0")| Q'(c",v)}

Intuitively, this proof allows us to turn the proof of a weakest precondition into
a proces{] that describes how the angelic choices are resolved. When combined

1Co-inductive predicates can be intuitively visualized as a generating process.
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with a demon resolving the demonic choices, this process can be used to construct
executions, and all the executions the demon can construct will only terminate in
states satisfying the postcondition (or step forever). Our goal is now to construct a
weakest precondition with that property. Without further ado, here it is:

Definition 6.2 (Weakest Precondition for Modules)

SI(o) * Q(v)
fn ¢ dom p *

®
Il
<

SI(o) * atBoundary *
B3IQ.YMmvQ
>V Q' v —
atBoundary —«
wp K] @ p, ¥Y{Q}
3X. (e, 0) —» Xx
Ve’ o’.(e',0’) € X — otw.
E>ESl(o’) xwpe’ @p,¥Y{Q}

e = Klcall fn V]
wpe@p,¥{Q} £ Vo.SI(0) =k

Comparing this definition to the one for regular languages (Definition {4.1)), we
see that the first case is the same. The second case for external calls has changed
by introducing the atBoundary token. This token is a separation logic assertion,
defined by each language, that describes whether the program is in a state where
it is able to execute external calls. We further describe it in Section [6.1.2l The
third and final case sees the most interesting changes. We now have the quantifier
alternation required for encoding angelic and demonic choices. When proving a
weakest precondition (verifying a program), we (the prover) must first provide
an X such that (e, 0) — X. In other words, we need to resolve the angelic choice.
Once chosen, we must then handle all configurations (e’, ') € X, since the demon
could force us to continue with either of them. Thus, we must prove the weakest
precondition for all (e’,0’) € X. Also note that we no longer need to prove that
our state is reducible. The reason for this is subtle, and related to a weirdness in the
standard interpretation of regular operational semantics: In regular semantics, if
the step relation had multiple possible targets, we interpreted this as a demonic
choice. The case of this choice being empty, however, was not a demonic choice over
the empty set (i.e., no behavior), but instead undefined behavior. This requires one
to, in addition of handling every successor state, prove that such a successor state
exists. With multi-relation-based semantics, this becomes much cleaner: Undefined
behavior is an angelic choice over the empty set. Since the weakest precondition
already forces us to resolve the angelic choice by choosing a suitable value, this
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implicitly enforces that the set of possible angelic choices is not empty, and thus that
there is no UB. What the weakest precondition does not prevent is no behavior. In
fact, if a configuration were to exhibit no behavior, its weakest precondition would
just be true, since this amounts to proving a universal quantifier over an empty set.
Luckily, we forbid our modules from having no behavior, so we do not need to worry
about it further.

We next look at the proof of Theorem This is where transfinite Iris is used,
since we need to extract the existential quantifier 3X. (e, 0) —» X from a proof of the
weakest precondition. It is only thanks to transfinite Iris that we can prove a trace-
based adequacy theorem. The one from before, based on (prefixes of) executions,
was necessary because the proof required carefully inspecting the length of the
execution, to choose an initial step-index that is large enough to cover the entire
execution. This was necessary since without the existential property, the only way
for extracting an existential proven within the logic was to specify the step-index a
priori. In Transfinite Iris, the axiom of choice to instead is used (implicitly in the
proof of the existential property) to find a witness that is valid for all step-indexes,
allowing us to co-inductively extract an potentially infinite trace (by leveraging an
transfinite step-index that is of greater infinity).

Weakest Precondition Lifting As final evidence that our new weakest precon-
dition is properly defined, we can observe that it is equivalent to the old weakest
precondition when instantiated with the lifting module TA:

Theorem 6.3 (Agreement of Weakest Preconditions and Lifting) Let A be a lan-
guage, with e : Expra, p : Progy ¥ : Protoy and Q : Valy — iProp. Then the weakest
preconditions on A and TA agree.

wp) e @ p, ¥{Q} #x WP e@p,¥{Q}

| S —

wp for a language wp for a module

We can also use this to actually prove the adequacy theorem of Theorem 4.2

Proof (of Theorem [4.2))

Given - wp, e@p, L {Q}as well e, 0’ such that (e, 0) —P* (e’, 0’), we must show
Q’(0’,e’). We have - wp;, e @p, L {Q} by Theorem Using Theorem we
get a co-inductive trace that only terminates in values satisfying Q’. We proceed
by induction on the execution (e,0) —P* (e’,0’), and feed each step into the
co-inductive trace, until either reaches a value, in which case we are done. If the
inductive trace —P* terminates first, without reaching a value, than the co-inductive
trace guarantees that we are still safe. O

This lemma is again one of the lemmas that enable language-locality. By being able
to lift verification carried out using the regular weakest preconditions to the one
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using modules, we allow these results to be used by the linking operator, defined in
the next subsection.

6.1.2 Weakest Preconditions and Linking

In Section 4.1 we defined intra-language lifting and proved the following theorem
(Theorem for it:

WP-LINk-INTRA
(W2 UYaxiom) F p1:¥, (W1 U Yaxiom) F p2:¥; P1#p2

Waxiom F p1Up2 : ¥ UY2

The theorem for correctness of the linking operator, which we only define in Ap-
pendix[A] looks very similar:

Theorem 6.4 (Correctness of The Linking Operator) Let A, A, be linkable modules
agreeing on the linkage model. Then their programs can then be linked into programs of
A DAy

WP-Link-MoODULES
P1 ##PZ Waxiom ## (dom p1U dom pZ)
(\FZ LI‘yaxiom) }_)\1 P1 ¥y (‘111 |—quaxiom) |—)\2 P2 Yo

Waxiom '_?\1@)\2 p1rUpz:YiuY;

The theorem refers to linkable modules. A module is linkable when its public, pri-
vate, and overall state can be split and merged at the places the linking operator
requires it to, as discussed in Section[5.1.3| As shown in Figure a merge happens
whenever the state switches from Boundary to Statel or StateR (compare SLINkHAN-
DLECALLL, SLINKRETURNL). The state is split when changing in the opposite direction,
as described by SLINKTOExTCaLLL and SLinkToVALL. Remember that the linking
operator required its modules to have these three kinds of state. In order to verify
the linking operator, we also need three kinds of state interpretations. We have
the three state interpretations for the three kinds of state. Additionally, we have
the boundary token atBoundary, which we already included in Definition the
definition of the weakest precondition for modules. To be linkable, these state inter-
pretations have to satisfy the three laws SIJoin, SISpLiT, and SIATBouNDARY, shown
in Figure The first two describe that the state interpretations behave according
to Split, the pure relation describing when public and private states can be split and
joined. Specifically, they specify that the requirements on top imply (via the magic
wand) the conclusion, but after performing an update, following the syntactic sugar

=k . Specifically, SIJoin requires that joining is always possible. Splitting is more
complicated, with SISpLiT merely requiring that if Split tells us that a split it possible,
this is also possible in the program logic. We only know that a split is possible
when we are at the boundary, as described by atBoundary. The weakest precondition
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SI:¥ — iProp
Sloub : Lpub — iProp
Sloriv : Zpriv — iProp

atBoundary :iProp

SIJoN SISpLIT
SIpriv(o—priv) SIpub(Gpub) » SI(o) Spﬁt((f» Opuby O—priv)\l/
>R >R
Jo. Split(o, Opubs Opriv) * SI(0) Sloriv(0) * SIpub(cr)
SIATBOUNDARY

atBoundary SI(o)

S
sk

EIO-pub Obpriv- Split(o, Opuby 0-priv)

Figure 6.1: Program Logic definitions for linking.

on modules requires that this token is available around external calls, but makes
no requirements otherwise. We see later that this is used by the wrapper module,
which is at a boundary only when its state is on the C side. For the lifting module
1A, this boundary token is always true. The linking module itself is at a boundary
when it is the Boundary state, and both its contained languages are at the boundary.
(This is only relevant when linking more than two modules.)

The proof of Theorem [6.4]is now essentially the same as that of Theorem 4.4} The
proof is more complicated since there is more stuff: The boundary tokens atBoundary
of both languages need to be pushed around, and the sequence of administrative
states outlined in Figure[A.2lmust be followed. But at the core, the proof still follows
the execution of one side, until that side makes an external call, which is then
resolved properly. With this, we have all machinery in place to actually construct a
program logic for the wrapper.

6.2 Verifying Glue Code By Example

We have now, after nearly 91 pages, finally arrived at the section where we truly
discuss the logical foundations of language interoperability between OCaml and C.
Before, this has sometimes also been referred to as a program logic for the wrapper.
It turns out that, when using our logic to verify a multi-language program, almost
no time is spend working “within” the wrapper. Instead, one has to verify glue
code, which is written in regular C, with a large amount of FFI primitives sprinkled
in. These FFI primitives are implemented as external calls from C to the wrapper,
where they are implemented by operating on the private wrapper state. Our goal is
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to verify glue code, and we thus have to reason about the FFI primitives as external
calls. To do so, we define a protocol ¥, that gives the program logic rules for all
the FFI primitives. More specifically, we define the reasoning rules for each of the
primitives (except for main, which is special), and then combine them into a large
protocol: Wep £ W, oUW, . U---. Wenow first discuss how these specifications
look like, what constructs there are in our program logic, and which laws we expect
them to satisfy. The actual implementation of this program logic is only discussed
in Section

6.2.1 A First Example

Let’s start by discussing the plus1 program we saw in Chapter 3| reproduced here
in formal syntax.

caml_plusl(v) £

Cplusl = letn = Int_val(v) in
letn = call caml_plus1 [41] in letm = n+1in
assert(n = 42) Val_int(m)

We use the syntactic sugar Val_int(n) for call Val_int [n], so that the formal syntax
looks more similar to actual C. The function already uses three external calls, one in
A, and two in A¢. As a first step towards verifying the programs, we have to give
specifications to the external calls. The external call to caml_plus] is easy to specify,
it has the following protocol:

YosimL = Vn. (T) caml_plusl ] (m.m=n+1)

With this specification for external calls, we are able to prove that the OCaml program
executes successfully and in particular that the assert is satisfied. Of course, this
verification still has a hole: We need to prove that the C implementation satisfies
the OCaml specification V,.; given above. But what does it even mean for our C
code to satisfy such a specification? The answer is that our C code has to satisfy a
translated specification, where we are given C values representing block-level values
that themselves represent the original OCaml values, in a way that roughly matches
the operational semantics rules outlined by MLToC. We come back to formally
pinning down the precise specification we want caml_plusl to satisfy later. Let
us for now ignore the ML-to-block-level encoding and assume that we are only
given a value w that encodes a block-level integer n. In the last chapter, specifically
Figure[5.6| we already defined n ~2 w, which formerly expresses that w encodes n.
Before we can discuss potential specifications for caml_plus1, we need to specify
the behavior of the primitives used in it. We start with Int_val. Its specification is
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Wt val = YW, 0. (n ~& w x GC(0)) Int_val ] (m. m =n+ GC(0))
WVal int 2 vn, 0. (GC(0)) Int_val ] (w.n ~ w x GC(0))
Yook 2 Ywve. (v~ wx GC(0)) Int_val fw] (m. IsBlock(v) = m * GC(6))
2 Yawv. (a . wxv~&wx GC(0)) registerroot [a]
(0. a 00t v+ GC(O))
W\ nregisterroot 2 VYav0. (a0 v* GC(0)) unregisterroot [a
(0. Iw.ar—-wxv ~8 wx GC(0))

v

registerroot

IsBrockLoc IsBrockINT

IsBlock(y) =1 IsBlock(n) =0

CWP-Loabp-Roort

a Hﬂ,ot v GC(0) Yw. a H%O

wp xa @p,¥{Q}

¢V =V~ w — GC(8) = wpw @p,¥{Q}

CWP-Srore-Root
a oot — v~8w GC(0) a oot V = GC(B) =« wp 0@ p,V{Q}

wp *xa < w@p,V{Q}

Figure 6.2: Specifications for primitives not operating on blocks.

stated as a C specification, and any proof about the correctness of caml_plusl needs
to use it.

Wit val =YWL (M~ W) Int_val W] (m. m = n)

This specification is “almost” correct. Only one detail is missing: What is 6? Re-
member that this is supposed to indicate the current state of the garbage collector.
When it changes, the garbage collector has run, and all values pointing to blocks
become unusable, if we did not root them. But how do we know what the current
state of the garbage collector is? The answer is that we introduce a new separation
logic token for it-the GC token GC(0). This token, when present, tells us that 0 is
the current state of the garbage collector. As we see later, this token can also be
understood as denoting the permission to access the runtime memory in general.
But for now, we can simply include it in our specification of Int_val to ensure that
0 is indeed the correct version. The specification is very similar to the one given
to Val_int, which can both be found in Figure Unlike v ~g w, which is a pure
proposition and therefore persistent, the GC token GC(0) is not persistent. In fact,
it is exclusive. Thus, the specification of Val_int must give it back at the end. With
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this, we can prove following C specification for caml_plusl:

Ywn, 0. (n ~& w x GC(0)) caml_plusl ] (w'. (n+1) ~& w’ x GC(0))

Unfortunately, this is not yet sufficient to establish that the A¢ implementation of
caml_plusl matches the Ay, specification. It only contains part of the translation.
Currently, we simply assume that the block-level value we start with is a block-level
integer, but we only know that our function is called with a Ay integer. What we
implicitly assumed is that OCaml integers are represented as block-level integers.
Of course, we know this is true, but we want to establish this formally. To do so, we
need a new relation V ~\j;, v describing that v is the block-level representative of the
A, value V. Before, we could simply re-use v ~8 w from Figureto define a similar
encoding relation between block-level and A¢ values. We could also now reuse IsVal
from Figureto track when a block-level value v represents a Ay, value V. However,
this would us require to also always have available the total visibility map x, and
the total block-level heap ¢. But this is counter to the very foundation of Separation
Logic, which was introduced to allow us to locally reason about the content of heaps,
without having (or even being able) to care about what is stored in the areas we do
not modify. Note that this kind of local reasoning is not possible for the garbage
collector state 8. This map changes when the garbage collector runs, and if that
happens, it changes completely, not just locally. Thus, it does not make sense to own
only a fragment of this heap. Instead, the GC token GC(0) expresses full ownership
of the entire address map 6, which is needed every time the garbage collector is run.
For the visibility map x and the block-level heap ¢, it is indeed the case that these only
change locally (ignoring, for now, the fact that half the block-level heap ( is removed
when the state switches sides). Thus, we can develop a more standard Separation
Logic theory for these, where ownership is indeed split into per-location tokens.
The Separation Logic theory for these uses the resources shown in Figure We
leave the definition of some resources open until Section 6.3} For these, we only give
an intuitive meaning describing which permission they are supposed to describe.
The others, which are better understood as syntactic sugar, are defined using these
axiomatic resources. While the figure already shows many resources, we introduce
all of them gradually. We first focus on the OCaml-to-block-level representation
relation V ~\q, v. Intuitively, this is a separation logic counterpart of IsVal(x, ¢, V,v),
and thus denotes that the block-level value v represents the Ay, value V. As such, it
closely mirrors the definition of IsVal from Figure It is, however, a separation
logic relation. It is not indexed by x and ¢, but instead uses separation logic to reason
about their content locally. Its definition is not opaque since it defines how, precisely,
A, values are encoded. Knowing this is obviously necessary to formally validate
glue code, and can not be substituted by some axioms. Since V ~\1, v is only defined
using persistent propositions, it is itself persistent. As the block-level-to-C relation
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Figure 6.3: The Separation Logic theory for reasoning about glue code.
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is also persistent (it is in fact pure), this means that glue code can freely copy Ac
values that represent Ay, values, without running into ownership issues.

We now come back to our example function, caml_plusl. It is now possible for us
to prove a specification for it that is sufficient to allow us to claim that it can be
safely linked with Ay.. Since actually combining everything into a state where we
can prove adequacy is a bit involved, we leave this open until Section[6.2.5 Using
SmmINnT and the specifications for Val_int and Int_val introduced above, we can verify
the following specification for caml_plusl:

WYolusic 2 Ynvw 0. (n ~pp v * v ~& w * GC(0)) caml_plusl [w]

W 3Amv. . m=n4+Txm~g v xv' ~2w’ x«GC(0))
Compare this to the specification we assumed in Ay:

YolusiML £2vn. (T)caml_plusl m] (m.m=n+1)

We have now reached the point where we can conclude that the A¢ specification V,;s1
is indeed a faithful translation of the Ay, specification ¥ ,;. In fact, the specification
above is already too strong: It also establishes that the garbage collector never
runs. In general, it is sufficient to just establish 36". GC(6’), which denotes that the
garbage collector may run, changing 6. For verifying the remaining examples, we
just assert that for correctness, it suffices to prove the A¢ functions correct according
to a specification that is similar to the Ay, specification in the way shown above. For
reference, the correctness proof of both programs, in the form of a Hoare outline,
can be found in Figure To make these outlines more compact, we follow the Iris
Proof Mode [21]] in distinguishing between spatial and persistent resources. We
treat persistent resources as if they were pure, since both of these remain during the
entire execution of the program. Specifically, instead of repeating these persistent
resources each time, we “remember” them by writing them to the right of a spacial
context. We only write them down once, understanding that such propositions are
persistent, and then reference them later without being required to add them to
our “spacial context” again. Non-persistent resources remain unchanged, we repeat
these every time to indicate that they are still there.

Working With Blocks

The program we just verified is unfortunately not very exciting. It only manipulates
a few numbers, and does not use most of the features provided by our wrapper.
We now discuss more examples, in order to introduce the program logic rules
for the remaining primitives. To do so, we verify that the following C program,
caml_swap_pair, swaps the two components of a pair. Formally, we want it to satisfy
the following specification:

Y £ VV; V,. (T) caml_swap_pair [(V1,V2)] (V. V' = (V2,V7))

swap__pairML
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n ~vr v* GC(0)} v~

{v=nx*xGC(0)} n~gv
letn = Int_val(v) in

{GC(0)} n=n
letm = n+1in

{GC(0)} m=n-+1
Val_int(m)

W (n+1)~& w' %« GC(0)}
W m+1)~&w s (m+1) - (n+1)%GC(0)}

WV <& W s (1)~ v % GC(0))

{1}
letn = call caml_plus1 [41] in
n=41+1}
{n =42}
assert(n = 42)
T}

Figure 6.4: Hoare outlines for caml_plus1, and for its Ay, client.
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Wowap_pairc 2 YV1 Vavw 0. ((V1,V2) ~mp v % v ~& w x GC(0)) caml_swap_pair w]
W0 (Vo Vi) ~m v/ v ~& w! « GC(07))

caml_swap_pair(v) £
let r = malloc(1) in
*T 4 V;
registerroot(r);
letnp = alloc(2,0) in
let v = xrin
let cl = Field(v,0) in
let cr = Field(v, 1) in
Store_field(np, 1, cl);
Store_field(np, 0, cr);
unregisterroot(r);
free(r, 1);

np

Figure 6.5: Specification for, and implementation of caml_swap_pair.

As defined there, swapping a pair means creating a new pair that has both com-
ponents swapped. Also note that this function takes one argument, which is a
pair, and not of two arguments. A simple Ay, implementation of this function is
rec _x. (snd x,fst x). This Ay, implementation already shows us the different tasks we
need to accomplish in our A¢ program: reading the components of a pair, creating a
new pair, and ensuring the new one stores the right components. Additionally, the A¢
program needs to live in harmony with the garbage collector, which is automatic in
Az The A¢ implementation of this function closely follows the swap_pair program
seen in Section It is shown in Figure 6.5, along with the desired specification. A
full Hoare outline of the correctness proof is shown in Figure

To verify this program, we start by noticing that we receive a block-level value v
that represents a Ay, pair: (V1,V2) ~mL v. Due to SIMPaIR, we know that v = v,
that v 1k [0fimm] [vi,v2], and that v and v, represent V; and V,. What is new
here is the block-level points-to y b1k [0fimm] [v1,v2]. This block-level points-to is
not unlike the points-tos we have seen so far, except that it describes the contents
of the block-level heap (. This specific points-to is just a specific version of the
general block-level points-to y & blk, which simply takes a block as argument.
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{(V1,V2) ~ML Vpair * GC(0)}
{Vpair = Ypair * Vpair 7 bIk[0imm] V1, valx
Vi ~mL Vi * Vo ~me vz * GC(0)}

{GC(0)}
let r = malloc(1) in

{GC(0) * 1 > %}
*T 4V

{GC(0) x 1+ V}
registerroot(r);

{GC(0) * 1 =50t Vpair}
letnp = alloc(2,0) in

{GC(0') * T =100t Vpair * Ynp —*plk[o|fresh] 0> O}
let v = #rin

{GC(6") *r M root Ypair * Ynp " bik[0|fresh] [0, 0]}
let cl = Field(v,0) in

{GC(0') * T =50t Vpair * Ynp ~plk[o|fresh] 05 O}
let cr = Field(v,1) in

{GC(8) * T =01 Ypair * Ynp "7blk[0|fresh] [0, 0]}
Store_field(np, 1, cl);

{GC(8") * T =00t Vpair * Ynp —plk[o|fresh] [0 V2l}

Store_field(np, 0, cr);

{GC(G’) *T o0t Ypair * Ynp "7blk[0]fresh] vi,v2l}

unregisterroot(r);
{GC(0") %1 = W * Ynp —pik[0ffresh) V15 V2l}
free(r, 1);

{GC(0") * Ynp bk [offresh) V15 V21}

{GC(6") * Ynp —pikofimm) V15 V2l * Vi ~ML V1 * Vo ~vr v2)

{GC(8") * (V2,V1) ~ML Ynp}
np

{np. 3Vnp 0'.GC(0') (V2,V1) ~ML Ynp * Ynp ”(ej/ np}

0
Vpair ~C V
Ypair "Ik [0]imm] v, V2]
Vi ~mL vi # Vo ~me v2

0
Ypair ~C V

e/
Ynp ~C TP
Ypair ~C¢ V
V1 ~g cl

V2 ~c Cr

e/
Vpair ~C¢ W

Figure 6.6: Hoare outline for caml_swap_pair.
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Y 2 vwyoblkd. (y ~8 w * GC(0) * v —£g blk) read_tag [w]

(n. tagNumber(blk) = n * GC(0) *y ~—gg blk)

read_tag

Ylength 2vwy0tmvd. (y ~g wx GC(0) *xy H%FI B(m,t,V)) length W]
M. =nx*xGC(O) xy HgFI B(m,t,V))
Yeeg =VYWy0tmvdn.
(y ~8 wx GC(0) *y '_>1(31FI B(m,t,V) «0 < n < V)
Field fw,n]
w'.vn N(e: w’ % GC(0) * v &y B(m,t,v))
Ystore field = YWy 0 tvnw’v'.
(v ~& W x GC(0) * v r—pp B(Mut,t,v) x0 < n < W] % v/ ~2 w')
Store_field [w, n,w’]
(0. GC(0) * v g B(Mut,t,vn :=v'1))
'Y £ Yng ne t.
(GC(O) xmy =txte{0,1}xng > 0)

alloc [nez, ny]

alloc

<W. Eh/ 9/. Y Ng/ W x GC(@I) * Yy Hblk[t\fresh] [0, ceey O]>

Ns, Many

Figure 6.7: Specifications for primitives operating on regular blocks.

In particular, the specific points-to is already specialized to be persistent. This is
because pairs are represented by immutable blocks, and we know these will never
change. Additionally, blocks from the block-level heap ¢ are never deletedE| so they
can remain forever. The garbage collector does not modify the block-level heap ¢
directly, it only makes certain blocks inaccessible from C.

These block-level points-tos are then used to give specifications to the primitives
operating on blocks, which can be found in Figure The specification of alloc is
the most interesting of these. What makes it more interesting is that alloc causes a
garbage collector run. Thus, afterwards, the GC state 0 has changed into 6/, which
reflects in the changed GC token GC(8’). Also, we get a new block-level location .
Both it and 6’ are chosen demonically, which just means that our program has to be
correct for all suitable choices. Finally, this primitive is specified using the fresh block-
level points-to. We see why this is called “fresh” shortly. It additionally includes the
token isPriv(y). This token denotes that in the current visibility map x, the location

2Again, ignoring that half that heap is deleted when switching the state to the OCaml side.
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v is still private. Similarly, there are isLoc((,v), for when y represents the location v,
and isForeign(t,y) for foreign blocks. In fact, these are best understood as visibility
map points-tos, since they describe the data currently stored in the visibility map
at these addresses. We also come back to these two other visibility map points-to
variants shortly.

Roots

Instead, notice that, since alloc causes a new allocation, we had to root the input
value r representing the input pair, so that we can still use it once we have allocated
the new block. First, we think about what would have happened had we not rooted
this value. Then, when trying to use it as the argument of Field, we would need to
pass in a A¢ value w such that w ~(9:' vr, Where v, be the block-level location initially
encoded by r. In particular, the encoding relation ~&' is parameterized by 6’ (notice
the prime!), since after allocation, we now have GC(6’). However, all we know about
Yr is that w ~(9: vr in the old GC state, since we got this initially, as part of the fact
that our input value represents an Ay, pair. This is now useless, since the current GC
state is 8/ # 6. So, if we had not used roots, we would be stuck here. Fortunately, we
were wise enough to register our input value as a root. Note that to do so, we must
allocate a A memory cell, since roots are registered by-reference, and local variables
are not part of the formal memory. To now actually reason about roots, we introduce
the root points-to. The root points-to a — . v indicates that the location at a is a root,
and that this root stores the block-level value v. The specification for registerroot and
unregisterroot, already introduced in Figure now amount to swapping between
C and root points-tos. Intuitively, we give up the ownership over a memory location
when registering a root, so that the location is now owned by the runtime. Indeed,
every time the garbage collector runs, the roots are modified by the runtime, which
requires this (full) ownership. The root points-to can then be thought of as “quasi-
ownership,” which tells us that we can get the ownership back when we unregister a
root. But notice how caml_swap_pair actually modifies the content of roots: It uses
ordinary A¢ loads and stores! The fact that regular C memory accesses still work at
rooted locations is formalized by CWP-Loap-Roor and CWP-Store-Roor. We note
that these are rules of the A¢ program logic, that are applicable when just reasoning
about A¢. This is possible because, as we see in Section the GC token GC(0)
stores the C points-to that is consumed by registerroot, so that it can temporarily be
used to justify memory accesses, like those indicated by these rules.

We also note that the rules for registerroot are stricter than what would be possible
with our operational semantics. Specifically, the operational semantics require that
the roots encode block-level values only when a GC run happens. Our program
logic, instead, requires that they store such values all the time, in particular already
when the root is registered using registerroot. By outright banning such a temporary
breakage of encoding invariants, we make the program logic easier. Now, it becomes
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unnecessary to track which roots are currently not storing valid encodings of block-
level values.

Freezing Block-Level Points-Tos

Armed with our understanding of block-level points-tos, we can reason through the
uses of Field and Store_field. (We encourage the reader to follow along through the
Hoare outline in Figure[6.6]) These are very similar to standard load and store rules.
The only difference between these and other classical memory rules (e.g., CWP-
Store) are that here, both the block-level location, and the block-level values that are
read/written, are passed as A¢ values encoding these block-level values. We are also
able to reason through how the root is registered, used, and later deallocated. Once
we are done with this, our program has terminated. There, we have the following
separation logic resources at hand (including some persistent resources):

GC(6") * Ynp —pik[offresh] V25 V1] * V1 ~ML V1 * V2 ~ML V2

To establish that we indeed return a pair, we need a value v such that (V,,V1) ~up v.
By SiMPAIR, this value needs to point to a block, tag 0, with the components of the
pair. Our newly allocation location vy, indeed does so. However, one thing is wrong:
The mutability. Pairs are backed by immutable points-tos, while our points-to is still
mutable and fully owned. It had to be mutable, so that we could initialize it. But
now that we are done with the initialization, we want to mark it as immutable. For
this, we can use the law UppaTteFreEzE, shown in Figure This law is a so-called
update law: It allows us to perform a ghost update, by which we can turn our fresh
points-to into an immutable one. Additionally, the GC token must be present during
the update, since it gates the access to runtime memory in general. In the operational
semantics, this freezing step is justified by FrReezeMur. But there, this freezing step
can only be performed when the state actually switches back to OCaml. In the
program logic, we are able to do these freezing operations in advance-but this makes
the implementation (discussed in Section [6.3]) more complicated.

This freezing operation is why we have a special fresh block-level points-to. A regular
block usually has one of two roles: It either backs some immutable data, like a pair,
or it backs a location, which requires it to be mutable (as we see shortly). When
a block is associated with a location in the visibility map , it remains so forever.
This means that it can not be made immutable again, since this would violated
IsStoreBlocks. A fresh block-level points-to denotes that this points is not (yet)
associated with a location. It can thus be made mutable without breaking any
invariants of the wrapper. We say that such a points-to has not yet been shared
with OCaml, since it was not yet made accessible from Ay code. Formally, this
is guaranteed by including isPriv(y) in the definition of a fresh points-to, which
excludes the reference from being associated with a location. Further note that the
update laws shown in Figure 6.8|are usable when just reasoning in the A¢ program
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Figure 6.8: Update laws for manipulating block-level points-tos.
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Wolust_refc 2 VN Lyw 0. (L, ] * L~y v+ v ~& w+ GC(0)) caml_plusl_ref [w]
W.307. Ly 4115 ()~ v x v ~2 W % GC(0"))
Wolust_refmL = Yl (€=, [n]) caml_plus1_ref [(]
(Ol Mm+1])

caml_plusl_ref(v) £
let nc = Field(v,0) in
letn = Int_val(nc) in
letm = n+1Tin
let mc¢ = Val_int(m) in
Store_field(v, 0, mc);
Val_int(0)

Figure 6.9: Specification for, and implementation of caml_plusl_ref.

logic. They do not need access to the wrapper state interpretation. Instead, the GC
token GC(0) actually contains the invariants and separation logic resources required
to allow this update. This fact is again part of what we understand by language-local
reasoning: A¢ code, even if it uses FFI primitives, should remain verifiable within
the existing A¢ program logic. By performing this update, we can then establish that
Ynp b1k 0fimm] [v2,v1], which allows us to conclude that (V>,V1) ~y1, Ynp. Once this
is done, the remaining obligations are almost trivial.

6.2.2 Working With References

We next look at a program that works with a Ay, reference. Specifically, we generalize
our caml_plusl program to take a reference to an integer, and to then increment
this reference. Again, this is just a formalization of a role model program we saw in
Section The function caml_plus1_ref, along with its desired Ay, and derived A¢
specification, are shown in Figure

The middle part of this program just manipulates some block-level points-tos using
the primitives we already discussed. But before we can start so, we notice a problem.
From the precondition, we get that the Ay, points-to { —,, [n], which tells us that ¢
points to a one-entry array (a reference). But to use Field and Store_field, we need a
block-level points-to. How do we get such a points-to? Intuitively, we know that an Ay,
array is represented as a block. We just need to formalize this. We do so by adding
more update laws, namely the laws UppatTEMLToBrock and UppateBLockToML from
Figure The first law, UppateEMrToBLock, allows us to turn an Ay, points-to into
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{0y ] * ~pp vige x GC(0)}

{€ =y ] % Vioe = Vioc * GC(0)}
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Wioc blk[0]mut] [n] =« GC(0)}
let nc = Field(v,0) in

Yioc 7 bIk[0|mut] [n] =« GC(0)}
letn = Int_val(nc) in

{Vioc bk [ojmut) M) * GC(6)}
letm = n+1in

Wioc blk[0]mut] [n] =« GC(0)}
let me¢ = Val_int(m) in

Hioe FbIk[0]mut] ] * GC(0)}
Store_field(v, 0, mc);
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Figure 6.10: Hoare outline for caml_plus1_ref.
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a block-level points-to. The contents of the new block-level points-to must represent
the contents of the original block. We also get the fact that the new block-level
location y represents the original Ay location { (compare with StmLoc). Later in the
proof, we need to convert back. For this, we use the rule UppateEBLockToML. This
rule is a bit more powerful than we need it here: It allows any mutable block-level
points-to to be turned into a Ay, even if this block was originally allocated in glue
code. We discuss this further down. In our proof in Figure we just use this law
to update the block-level points-to back to an Ay one. If we inspect the rule carefully,
we see that we get an Ay, points-to for an existentially quantified location ¢/, which
may or may not be the original location (. To prove that it is the original location,
we use the fact that no two Ay, locations are represented by the same block-level
location. Specifically, we use IsSLOCINJECTIVE on { ~Mr Yioc and " ~yp Vioe, Which
unfold (using StmLoc) to isLoc. This allows us to conclude that ¢ = ¢’. Apart from
this, the correctness proof of caml_plusl_ref is standard. We again encourage the
reader to read through the Hoare outline of Figure

View Reconciliation The two rules, UppaTEMLToBrock and its inverse UpPDATE-
BrockToMr, might seem obvious. They do however represent a not entirely obvious
solution to a potentially serious problem. To understand this problem, remember
that when switching to the C side, the entire Ay, heap o) is serialized into the
block-level heap (. While on the C side, there is no physical Ay, state. It is only
restored when the state switches back to the OCaml side. One potential solution
would be to just convert all Ay, points-tos to block-level points-tos when switching
the state to C, and to convert them all back when switching back. This solution has
but one problem: It breaks the frame rule. To see why, consider how this would work
as a user of this logic. To prove that an external call is correct, the user would not
only need to fulfill the specification of this call, but also give up all Ay points-tos.
This includes points-tos that are currently framed out, which means that framing
points-tos around external calls would need to be forbidden.

Instead, our solution works without breaking any laws of separation logic: We
allow these points-tos to be converted gradually and locally. Locally means that
each points-to can be converted on its own, independent of the other points-tos.
Gradually means that this conversion can happen at any time (while in glue code),
instead of all-at-once. In fact, gradual conversions entails that a Ay, points-to just
remains an Ay points-to throughout the glue code. This is the case for most Aw;,
points-tos, in particular for all those that are currently framed out. Currently, the
rules are such that we can only ever convert fully owned points-tos. This ensures
that both points-tos are exclusive with each other, i.e., we can never have both around
at the same time. This is formalized by the rule ConrroNTMLBLOCK. In Section [6.4}
we strengthen our theory to allow having fractional points-tos of both around, as
long as the combined sum of these fractions across both kinds is < 1.
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As a final point, the rule UppaTeEBLockToML even allows setting the new Ay, values
in the array. This means that going from Ay to A¢ and back can change a points-to
from one storing booleans (represented by 0 or 1) to one storing integers (still
represented by 0 or 1), even if not accessed by the C code. In OCaml, there even is
a function Obj.magic : ’a -> ’b, which unsafely transmutes any value into any
value, that is just implementedﬁ as the identity function. This function is an example
of unsafe transmutes (allowing one to write code violating type safety), and our
logic is able reason about such unsafe transmutes, so that we can show that some of
these are correct under the right conditions. But note that our model of the OCaml
runtime is not perfect, and there might be compiler invariants about such unsafe
transmutes that we are not aware of.

Before we continue, we want to look at how these rules can inform our intuitive
mental model of reasoning about glue code. In Ocaml-C glue code, we have to
think about OCaml values in both their high-level, OCaml representation, and their
block-level representation. In fact, we often have to switch between both of them.
Since the underlying state does not change, this change is just a change of view.
Intuitively, we mentally “flip a switch,” to now think about a particular block as
storing block-level instead of Ay, values. These update rules tell us what conditions
we need to check when switching back and forth. We therefore call these rules
view reconciliation rules, since they allow us to reconcile the OCaml view with the
block-level view. We also speak of exchanging, or of trading in points-tos.

Creating New References We mentioned earlier that we can create a new Ay,
reference in glue code, by simply allocating a block using alloc. This block is fresh,
and in order to back a reference, it needs to be turned into a mutable block-level
points-to v = ojmuyy V- This is possible using yet another update law, namely
UrppateExposk. Like all other update laws, this law is also a fact that already holds in
the A¢ program logic, since the GC token GC(0) is able to implement this switching.
Note that a mutable points-to already is associated with a location ¢, by definition.
Thus, UppateExrosk already exposes this location to Ay, by converting from isPriv(y)
to isLoc({,v). In the operational semantics, this update step (compare ExrosePusLic)
only happens during state switches, but we again strengthen the program logic
by allowing these switches to happen in advance. This is similar to how we were
able to make a block immutable in advance with the rule UppaTeFreeze. We also
would like to remark that when turning a block-level points-to into an Ay, points-to
using UppateBLockToML, the choice of the Ay, values v that end up stored in that
block is made by the user (who verifies the program). In particular, if we have
Y Fbikofimm] [0], this could be turned into a Ay, points-to that stores (0], or one that

3Actually, the OCaml compiler sometimes performs optimizations with the knowledge that this
implemented by the identify function. Instead, consider this paragraph to instead apply to this
function wrapped inside the opaque identity: fun x => Sys.opaque_identity(Obj.magic x)
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W;l;nback L2 vfxeyVvoQ.
(Y~ Wy oo recfx. e % v ~& W' %V~ v+ GC(0) %
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Figure 6.11: The specification for callback.

stores [true], or one that stores [()]. This crucially relies on the fact that state switching
is angelic, so that during the correctness proof, we can choose which value should
be used here.

The Other Primitives We have not yet discussed the specifications for read_tag,
length, and isblock. The one for isblock uses IsBlock, defined in Figure to determine
whether 0 or 1 should be returned. The other two, which return the tag number
of the length of a block, are very simple. We remark that length only works on
regular blocks, whereas read_tag supports all kinds of blocks, so that it can be used
to discriminate between different kinds of blocks, e.g., between callbacks and foreign
blocks.

6.2.3 Callbacks

For an interesting but simple example using callbacks, we can consider a A¢ function
that, when passed a closure, just invokes this closure with argument (). We then
prove that this can be used to build a diverging program. But in order to diverge, this
program will repeatedly switch between OCaml and C. This also then demonstrates
that such recursive method calls can be nested arbitrarily deep in our model. The
specification for callback is shown in Figure Besides the usual encoding of
arguments as A¢ values, this specification tells us that invoking a closure simply
executes the Ay, code that is usually executed when invoking a closure. This is
accomplished by including the normal Ay, weakest precondition in the specification.
The program that uses callbacks to diverge consists of two parts: A Ay, part, and a
Ac part. These are as follows, with the Ay, part on the left:

€diverge = caml_diverge(F) £
let F = (recFx.call caml_divergeF) in let u = Val_int(0) in
F(()) callback(F,u)

The main challenge when verifying this program is verifying that the closure defined
inside egj 1z, Wwhen applied to (), does indeed diverge. To prove this, we use the
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following specification for the external call to caml_diverge:

'Y

\\}
1diverge

£ Vfxe Q. (>wp (recfx.e)(()) @ z,¥{Q}) caml_diverge [rec fx.e] (V'. Q(V’))
This specification just expresses that caml_diverge emulates the behavior of its input
argument applied to ().

Both ‘l’;ﬁverge and ‘lfgguback are parameterized by another Ay, protocol ¥, which de-
scribes the external calls available to callbacks made from C. The reason this is
necessary is intricate: Basically, we have two layers of external calls. On the first
layer, we have the external calls made by Ay, that follow the specification ‘P:j’iver ge*
Since these external calls use callbacks, execution switches back to the OCaml side
at the next higher level. Here, the external calls that are specified to be available are
Y. In other words, each time we add a new frame to the cross-language call stack
(without returning in-between) by invoking a callback, we unwrap this specification
once. This is insufficient to prove correctness of our diverging program that switches
back-and-forth between Ay, and A¢. In order to verify it, we want to have the same
specification on all layers. Formally, we want our “infinitely unfolding” specification
Vi, s to be a fixed point of the above specification:
T U\V_divgix
div_fix diverge

Luckily, we can accomplish this. To do so, we use the magic of step-indexing. For this,
itis crucial that the specification ¥, . .. guards the weakest precondition part behind
a later. This ensures that W+ W __ is contractive. We can thus tie a fixed point
specification that satisfies the above law. In order to show that caml_diverge, written
in A¢, actually implements this specification, it is necessary that the specification of
callbacks also guards its use of the weakest precondition behind a later. Once we
have shown that the A¢ function satisfies the overall specification, verifying that the
closure diverges becomes a case study in Léb induction. By Lob induction, we can
assume that we have already proven that our closure diverges at the next step-index.
Since the usage of this closure (inside the weakest precondition) is guarded by a
later, everything works out.

6.2.4 Foreign Blocks and Semantic Types

The rules for primitives manipulating custom blocks are shown in Figure By
now, the rules should not be surprising. They involve custom block points-tos,
which are also yet another specification of the block-level points-tos we have seen.
Specifically, they carry with them the fact that the custom block backs a certain for-
eign value identifier, indicated by isForeign(t,y). This proposition is persistent, and
similar to isLoc((, y), it also has an injectivity property, as defined by IsFGNINJECTIVE.

In Section 3.4 we created a simple buffer library, that uses custom blocks to imple-
ment a very basic form of buffers. These buffers were so simple, that all they stored
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d
cstm

Yread custom = YWY OW d. (y ~& W GC(0) * v &y, W) read_custom [w]

w'.y ~8 wx GC(0) xy =L ')

W rite_custom 2vwyow'. (y ~8 w x GC(0) *y > _) Write_custom [w,w']

(0. GC(8) * ¥ = cgtm W)
£ (GC(0)) alloc_custom []
W. Iy 0"y~ wxGC(0") xy —

v

alloc_custom

None)

cstm

Figure 6.12: Specifications for primitives operating on custom blocks.

was one A¢ integer. To reason about these buffers in Ay, we would create a predicate
IsBuffer(V,n), which describes that V is a buffer value, which stores the integer n.
Then, a specification of a method that modifies the buffer might be given as follows:

VvV n. (IsBuffer(V,_)) caml_buf_store [V,n] (0. IsBuffer)(V,n)

If our implementation were to follow the example of Section 3.4} the definition of
IsBuffer would have to be as follows:

IsBuffer(V,n) £ 31y.V = @ * isForeign(, y) * Y —cgtm T

What is more interesting is that this can also be used with the logical relation of
Section As an example, we can encapsulate a closure that calls caml_buf_store
behind an existential type, so that the following Ay, expression can be shown se-
mantically well-typed at type Jt.© — int — unit:

pack Ab n. call caml_buf_store [b,n]

To do so, we need to pick a suitable type, with which we can instantiate the existential
quantifier. This type is the following type, which is a persistent predicate on values:

BufTypelnterp(V) £ 3.V = © * | In. IsBuffer(V,n) ‘Nb“f'L

By using the logical relation, we can not only prove that a certain function computes
the proper values, but also that it can be safely encapsulated in Ay by giving it a
A type, which might be existential. In real-world OCaml, which lacks first-order
existential types, this would usually be accomplished by using a module. Such a
module can simply be defined like this:
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struct
type buf
external buf_store : buf -> int -> unit = "caml_buf_store"

end

Our formal model of OCaml is closer to SystemF, it in particular lacks OCaml’s
module system. While encoding OCaml’s modules in SystemF is possible [39]], we
do not do so, since it is unrelated to the OCaml FFI.

6.2.5 Combining Verified Programs

For all the examples shown so far, we just stopped after proving that our A¢ programs
satisfy specifications similar enough ot those assumed for the Ay, program. Now,
we discuss what is needed to close the gap towards a final adequacy theorem. For
this, we go back to the initial example, caml_plusl. We proved the following C
specification:

Wolust 2 Yn,v,w 0. (N~ v *V ~8 w* GC(0)) caml_plusl w]

woAmv . m=n 4+ Txm~yp v+ v ~2 W’ x GC(0))

Compare this to the specification we assumed in Ay

Vot = Vn. (T) caml_plusl n] (m.m=n+1)

We argued that these specifications are similar enough. In fact, we even argued
that the original specification is stronger than required, since it also encodes that
the garbage collector never runs. We now formally define the translation that tells
us what specification, exactly, our A¢ program must occupy for us to use it from
Awr. Formally, this translation is defined as a translation of protocols. Given an Ay,
protocol ¥ about functions with Ay, values as arguments (and as return values),
it creates a A¢ protocol [V]rr that defines the specification a A¢ program needs to
have in order for us to claim that it implements that Ay, specification. The formal
definition of the translation [V]gps is shown in Figure Intuitively, this protocol
says that we get A¢ values that encode (via ~y and ~8) the original Ay, values,
and that similarly the A¢ return value must encode a Ay, that satisfies the original
postcondition. Further, we get to initially assume the GC token GC(6), which we
have to return in the end. But we do not have to return GC(6) specifically-the address
map may change, so that 30’. GC(8’) is sufficient. As mentioned, our specification
Woius1 is thus even stronger than required. Formally, we have that V¢, is entailed
by the translated specification: [V;,s1lprr E Wpius1 (remember that the notion of



112 The Combined Program Logic

[Wlgpr (f, W, Qc) 23VV0 Qur. V ~mp V * ¥ ~ W+ GC(0)x
q”(fn) V,QML) *
YW e'w Vo~ v kv ~8, w’ % GC(0) —
Qmr (V') = Qc(w)
‘P:a?m (fn, W, Qc) £ (P * atlnit) "main"
W AVTO. WV~ v v~ W« GC(07) % Q(V)
C
WEEr £ W0t yal U W) e U - LWL,

calback  all except main

le]ppr £ {"main" := main., "Int_val" :=Int_val,...}
CoMBINEDCORRECT y
{Ple @2, Y{V.Q(V) Vg Fp o [WEm dom p ## dom [e]rr
LElelmm@p: Yo

main,

Figure 6.13: Reasoning rules for combining OCaml and C.

strength is “flipped” for protocols, see Section[4.1]). Note that if we define a program
Pplus1 = {"caml_plusl" := caml_plusl}, we can even establish a program triple:

\l/ .
Yer F Pplust © Wplust

The Ay, interface V is the interface specifying the behavior of closures. Since our
example never invokes closures, the interface we put there does not matter. To avoid
cluttering the following presentation, we omit it there. As a reminder, we have also
shown that our Ay, expression always executes without failure:

{T} eplusl @ g, LlIplusl {V T}M]_

If we now embed e,,5; in our wrapper, and link this with the lifted C program,
we gain a multi-language program. We can then use the rule ComBINEDCORRECT to
establish that this combined program is correct:

WFFI F Pplust :qlplusl [‘llpluslh—'Fl c \{/plusl
{7} €plusl @ @) ll/plusl {V T}N[L WFFl F Pplusl - [\Vp\usl]FFI

1k [ep\usl]FFI @b Pplust - \y;;[h

JuDGMENTWEAKEN

CoMBINEDCORRECT

plusl

L tells us that the overall
plusl

program is correct. The program it applies to, [e,),s1lprr @ Ppiusi, is the result of
linking. Specifically, we linked our C program p,,s1, which also is a program of
TAc, with the wrapper program [e;,s1]rr;, which contains all the primitives, and
specifically contains the main primitive set up such that it starts executing e,s;.

The result of this rule, L = [ep,s1)pr @ Pplust : Yinain

),
maine
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The rule then tells us two things. First, this resulting linked program does not
make any external calls. Second, this program satisfies the specification ¥, ., .
plusl

maine

This specification, defined in Figure tells us that the main function can safely
execute. It is parameterized by a precondition P, and a postcondition Q, the latter
describing the returned Ay, values. In our case, P £ T, since our program has no
preconditions. We also set Q(V) £ T, since we do not care about the result value, all
we are interested is proving our program is safe. This specification then tells us that
invoking the function "main" without arguments is almost safe, since in particular
P = T. It also tells us that the return value in A¢ must encode an Ay, value in the
usual sense, but we ignore this for now. Only one precondition remains, namely
atinit. This separation logic token ensures that main can only be invoked once, and
that the state is still empty, as required by SWraPPrRIMMAIN. As it turns out, we get
this token initially when starting in the empty state. Assuming that we have this
atInit token initially, we can now prove that the weakest precondition of invoking
"main" in this linked program:

wp ((Beforeca” "main" D)) .) @ 9, [eplusl}FFI @ Pplusi {7- T}

This is a weakest precondition not assuming any external calls, thus we can apply
adequacy, in the form of Theorem 6.1} When doing so, we need to pick the initial
state to be the empty stateﬁ so that atInit is actually true. Thus, our entire linked
program is safe to execute when starting in the default, initially-empty, state. In
other words, we have achieved the central aim of this thesis.

Wait, What?!  As it turns out, we have not yet done so. What is missing is proving
that the program logic we outlined here, in particular rule ComBINEDCORRECT, is
sound. But besides this proof, which we give in Section 6.3 we are truly done. To
do so, we followed the following recipe:

1. Develop the individual languages, with external calls. (Chapter )

2. Develop a linker that can link ABI-compatible languages, allowing external
calls in one language to resolve into the other. (Appendix

3. Develop a wrapper, that allows executing Ay, code, but wraps its external calls
to be ABI-compatible with A¢. (Section[5.2))

4. Extend the wrapper with primitives, so that A¢ can interact with its internal

state. (Section

5. Verify the Ay, program, by assuming a specification for external calls.

6. Verify the A¢ program, by assuming a specification for FFI primitives.

Technically, we strengthen our adequacy theorem a bit, so that we can initially assume P if P+ SI(0)
is satisfied by the initial state.
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7. Show that the wrapper implements the assumed FFI primitive specification.
(Section [6.3))

8. Show that the wrapper executes Ay;. faithfully, including a proper translation
of external call specifications. Section[6.3]

9. Show that the linker links this together into a useful result. (Section .

The last three steps are currently combined in the rule ComsineDCoORRECT, Which is
heavily specialized to the result we wanted to prove here.

6.3 Formal Implementation

We now need to prove that the program logic we used in the previous section actually
exists. To do so, we need to come up with a state interpretation of the wrapper state.
Additionally, we need definitions of the GC token, and of all the other ghost state we
used. These all need to match, they need to validate all the update rules, they need
to prove the specifications we assumed about the primitives, and they must validate
the ComBINEDCORRECT rule. We saw hinted at the fact the GC token GC(0) is much
more complicated than it seems. It does not only establish that 6 is the current state
of the garbage collector, but also

e stores the A¢ points-tos passed in when registering a root.

e allows trading Ay, and block-level points-tos, as described by UppareMLTo-
Brock and UppaTteBLockToML.

e allows making mutable blocks immutable (UPDATEFREEZE).
e allows making private locations public (UpDATEEXPOSE).

But let us start simple. If all we want is to connect the address map 6 in the GC
token GC(0) to the actual address map present in the state of the wrapper, we could
define both the state interpretation and the GC token like this:

SIpriv(X) C) e>TS) éye 'ﬂ_lh/z Ox---
GC(0) 2ve B0

This connects the GC token and the state interpretation using a ghost variable.
Unfortunately, we now run into a naming conflict: Ghost variables, which associate
a value with a ghost name, are denoted by y. Block-level locations are also denoted
by v, but are colored differently. Back to the token: It uses a specific ghost variable,
namely vg, to connect both parts. Thus, when we know both are present (like while
verifying that a primitive has a specification), we can use the agreement properties
to find that both contain the same map. Also, we can combine both, so that the
ghost variable is fully owned (as 1 = %2 + %). This allows us to change the address
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map, if needed. What we have defined above is by no means the complete definition.
It is, however, already a small part of it.

Four Different State Interpretations

Before we continue defining the state interpretation, we should note what “the state
interpretation” even is. We constructed our wrapper with state that can have two
different sides: The OCaml side, for executing Ay, code, and the C side, for executing
Ac code. The C side state is further splittable into the public (linkage-model-defining)
and the private (internal) state. Since the wrapper is ABI-compatible with Ac, the
public state was defined as A state. The public state interpretation is similarly forced
to simply be the A state interpretation. For the other components of the overall
wrapper state, we best reconsider Figure reproduced here:

CSideState 3 pc = LocMap x BlockStore x AddrMap x RootSet
MLSideState > py. £ LocMap x BlockStore x RootMap x Z¢
Y > p :==CState(pc, oc) | MLState(pmr, omr.)
Zoub = I
T oriv = CSideState

We thus need a state interpretation for each side, i.e., for each variant of o. To increase
modularity, we construct these from different parts, as follows:

SI(CState(pc, 0c)) £ Slyriv(pc) * Slpup(0C)

SI(MLState(pmr, omr)) = SImLstate (PML) * SI(owr)
SIpub(0c) £SI(0¢)

As we can see, the public state interpretation is simply that of Ac. The private state
interpretation still needs to be defined. By defining the overall state interpretation
for the C side as their separated conjunction, we ensure that this state interpretation
can always be split into public and private parts, which is required by the linking
operator (compare SIJoiN, SISpLiT, and SIATBounDARY). The state interpretation for
the OCaml side similarly uses the Ay state interpretation SI for the Ay, heap oy .
The other part, Sy state (PML), also still needs to be defined. We now go on to define
the state interpretation for the C side, that is, SI,. This is the state interpretation
that must be connected to the GC token GC(0). The other side of the state, which is
used to execute Ay, code, does not have a GC token.

The GC Token And The OCaml Side This point needs a bit more explanation.
The GC token is needed in A¢ to reason about glue code. With the OCaml-C FFI, all
the glue code is written in C. In OCaml, the fact that external calls are implemented
in another language is (almost) invisible. We therefore also do not need special
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ghost state to reason about Ay, code in the wrapper, since it should behave like
regular OCaml code. Additionally, the garbage collector is invisible in Ay, and does
not need to be reasoned about at all. Finally, a GC token is also not necessary for Au.
As part of overall correctness, we later need to prove that a Ay, expression within
the wrapper reduces just like it normally would. But to do so, we have access to the
full wrapper state interpretation (of the OCaml side), so no special token is needed.

Implementing Roots

We ignore the OCaml side of the state interpretation for now, instead focusing on
the C side, and its interaction with the GC token. Our first step is to add the needed
support for roots. Remember that while in the C side, the wrapper only stores
a roots set rs. In our program logic, we do however have a root points-to, which
suggests that there is a roots map rm around somewhere, backing that points-to.
This roots map exists in the GC token. Additionally, the GC token tracks that the
entire garbage collector state is correct, in that in particular all roots are reachable,
and the block-level heap is closed under reachability. To do so, the GC token also
needs to know the current block-level heap. This leads to the following definitions:

Jl Jil
SIpriv(X) C) e)TS) éYe =1, 0 *Y¢ gl/2 C * Yrs P71 TS * - -+

GC(0) £3(rs.ve &1/2 0%y »Qh/z C* Yrs lﬂ—lh/zrs x GCroots(0, ¢, 1s) * - - -

GCroots(6, ,7s) £ Jrm. | erm! ™«

dom rm = 1s x GecClosed((, 0) * GcRooted(rm, 0)x*

0
>l< Iw.a=cwxv~cw

averm

The first thing we notice is that we gained a few more ghost names, so that the
GC token know the current block-level heap ¢ and the current roots set rs. The
actual part related to roots is then handled in GCroots. In there, we first have the
authoritative part that back root points-tos. The other four conditions, together, can
be understood as a separation logic encoding of GeStateSwitch (see GcSTaTESWITCH).
Together, they encode the invariant that the heap is valid. This is used to e.g., prove
the specification of alloc, which requires that the current heap is correct as specified
by GeStateSwitch. Since the GC token stores all the A¢ points-tos of rooted locations,
the roots can be changed when a garbage collector run happens. More importantly,
this also ensures that we are able to switch back to Ay;.. With these definitions, we
are able to show that we satisfy the specification of registerroot. Additionally, since
the GC token contains the C points-tos of rooted locations, we can still write to those
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using normal C stores, as required by CWP-Store-Roor and CWP-Loap-Roor. This
does not need the wrapper state interpretation S, to be present.

More Points-Tos

In order to implement the ghost theory of block-level points-tos, we can simply
again use Iris” standard ghost theory for these. However, we add a twist:

BlockLevelHeapAuth(() 2/ eC " % mutability (blk) = Imm — vy —8&, blk
p oG ty FFI
vY—=blke(l

************

Besides the authoritative fragment, we also store a persistent points-to for each
immutable block. This allows us to prove the following law:

BlockLevelHeapAuth() — ([y] = blk —+—« mutability(blk) = Imm —y 5 blk

Intuitively, this means that we can always conjure up a persistent points-to for
immutable blocks. This also means that no-one can ever have a fully owned points-
to for immutable blocks. In fact, such a points-to is never necessary. For example, a
closure points-to y —jos rec f x. e, which describes an immutable block, is already
immutable by definition. We do a similar construction for the visibility map points-
tos:

VisibilityAuth(x) 21 ex | X * k # Priv — og{y :ﬁayx
vk

The reason that we cache the persistent points-tos already with the authoritative part
is that it allows us to prove the following laws about IsVal and ~y.:

Theorem 6.5 (Correctness of ~\i1,) V' ~wvi, v is the separation logic counterpart of
IsVal(x, ¢,v, V). Formally, we this means we have the following inferences:

IsVaLToSL
VisibilityAuth(x) BlockLevelHeapAuth(() IsVal(x, ¢, v, V)

V ~MmL vV

IsVALOrSL
VisibilityAuth(x) BlockLevelHeapAuth(() Vo ~MmL vV

IsVal(x, ¢, v, V)
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Proof By induction on V. For IsVALToSL, we need the ability to conjure up persistent
points-tos, which is possible due to the above construction. O

We can now incorporate both of these into our GC token:

Shoriv(X, G, 0,71s) Lv0 Qn/z 0 % vy &1/2)( Y &1/2 C* Yrs nﬁ—lh/zrs DR

GC(0) £3x ¢rs.ve &1/2 0 % vy '&%X Y »Qn/z C* Yrs Qh/zrs*
GCroots(0, ,1s)*
GCblocks(x, ¢) * - - -
GCblocks(x, ¢) £ VisibilityAuth(x) * BlockLevelHeapAuth(() * dom ¢ C dom x * - - -

Our state interpretation is now almost complete. As we can see, it only consists of
ghost variables. Instead, the actual “state interpretation,” the one that e.g., backs our
various points-tos, is our GC token. Since the GC token is always required when we
interact with the wrapper, moving out the state interpretation is not an issue. In fact,
it is a strength, since it enables language-local reasoning. We ensure the update laws
are usable when just working in the A¢ program logic by simply giving A¢ access
to the state interpretation. While reasoning in A¢, we are then able to update some
of these resources, as long as that update is compatible with the actual value of
all the ghost variables. In our GC token, we also track that dom ¢ C dom x. This
is an invariant of our operational semantics, which is also required by some rules,
most notably MLToC. We track this invariant in our GC token, instead of in the state
interpretation, since this allows using this fact when proving some of the update
laws.

Virtual Ay, Heaps

We now get to the most interesting part of the GC token. This is the implementation
of the view reconciliation laws, which allowed gradual and local converting of Ay
points-tos to block-level ones. To implement this, we use a virtual Ay, heap. We
mentioned that when switching from the OCaml side to the C side, the Ay, heap is
completely serialized into the block-level heap. But if we want our Ay, points-tos
to live on, we need to back them with something. That something is the virtual Ay,
heap. When switching sides from OCaml to C, the physical Ay heap that has just
disappeared lives on as the virtual heap. And when switching back, it is precisely
this virtual heap that becomes the new physical heap. This means that this virtual
heap satisfies all of the invariants required when switching sides, like that all its
contents are high-level representatives of what is stored in the block-level heap. But
since this heap is virtual, it can (within these constraints) be freely modified.

To now implement our update rules UppaTEMrToBrock, we use the special Ay, heap
cell 7: This value denotes that the heap cell is not available in Ay, but only in the
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block-level part. When using that rule to convert a Ay, points-to into a block-level
points-to, the virtual heap is updated to instead store 7. The rule for switching back,
UprpateBLockToML, forces the user verifying the code to pick a new Ay array that
should be stored back into the virtual heap to replace 7. This works precisely because
our semantics make this choice angelically non-deterministic. Since our operational
semantics already “support” the special value 7, no further tracking is needed. It
is explicitly supported to first switch sides to C, then exchange a Ay, points-to to
a block-level one, and then switch sides back to OCaml without exchanging the
points-to back to an Ay, one. Of course, this means that this location is inaccessible
in Ay., since block-level points-tos can not be used in Ay.

To further implement this switching, we need a per-location invariant, which describes
the possible states each pair of connected locations isLoc({,y) can be in:

PerLocInvariant(, o, v, £) £ IVV. (L, £ * {[y] = B(Mut,0,7))
V (omLlll =7y ¢ )
V(Lgou*y &Q)

The last two disjuncts are phony, and are only here due to imprecisions in our formal
model of AMLE] The first two disjuncts are actually interesting, since they describe
the two states that the view reconciliation laws switch between. In the first state,
the block-level points-to is handed out to the user, and we store the Ay points-to,
storing /. In the second state, the Ay, points-to is handed out. When it is traded for
a block-level points-to, this block-level points-to must represent the contents of the
Aw points-to. Hence, we require V ~umr V. This per-location invariant is now added
to the GC token, as part of GCblocks:

GCblocks(x, ¢) £ Jop . VisibilityAuth(x) * BlockLevelHeapAuth(() * dom ¢ C dom xx
SI(opr) * (V2 € dom oygp. Fy. x[y] = Pub £) *

>l< PerLocInvariant(Z, onr, Y, ¢)
y—Pubtex

While it does not look like it, this is a separation logic encoding of IsStoreBlocks and
IsStore, as indicated by the following theorem:

5The reason for them is that the visibility map x is allowed to contain mappings for locations ¢ that
are not actually allocated. This is because in Ay, one can store location literals on the heap that are not
the result of an allocation. This missing distinction between runtime and source values is also present
in many other languages modelled in Iris, and arises partially because we model untyped languages.
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Theorem 6.6 Let GCblocks(x, ¢) be given and let oy, be the one existentially quantified
in GCblocks. The following pure fact then holds:

3¢ Gy - €= ¢ U Gy A\ IsStoreBlocks(x, o, Gyp ) A\ IsStore(x, €, o)

Proof By induction on x, with the rest quantified. However, the induction is not
on every occurrence of x. Additionally, a helper block-level heap ¢ is needed at
some points. The full details can be found in Coq. O

Future Worlds

Our GC token is now almost complete. The only thing missing is support for
freezing a block (UppateFreezE), and for exposing a block (UppateExposk). These
two relations correspond to the two relations %% and 282 of the operational
semantics (see Figure[5.5). In our program logic, we were able to already freeze or
expose blocks before switching the side back to OCaml. To implement this, we use
the same trick as before: virtual heaps. Specifically, we have the virtual block-level
heap (.., and the virtual visibility map ¥ ,,,.. We call these “future” by analogy
to Kripke/future world semantics. Indeed, the two relations freeze and 202§ can
be understood as defining future world relations. To now merge support for these
operations into our GC token, we change it like this:

GC(8) £3x ¢rs.ve lﬂ—lh/z 0 % vy nﬁ—lh/zx XY &1/2 C* Vs lﬁ—lh/zrs*
CSEZS 7 4y BB/
GCroots(0, ', 1s)*
GCblocks(x’, C) - - -

This means that all previously defined separation logic concepts, including the
points-tos, now operate on the future block-level heap and visibility map. This
makes the verification of our primitives a bit harder. For example, for alloc, we now
only know that the block in the future block-level heap is mutable. This is sufficient
to conclude that the block in the actual block-level heap is mutable, but only because
freezs s defined to only allow making mutable blocks immutable, not the other way
around.

The State Interpretation For The OCaml Side

We now have a state interpretation for the C side of the wrapper state. This must
now be augmented with a state interpretation for the OCaml side. This state obli-
gation must in particular allow one to switch sides, as described by MLToC and
CToMLANGELIC. For this to work, the state interpretation for the OCaml side needs
to store the resources of both the GC token and the C side state interpretation. The
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main difficulty in defining this interpretation is that while on the OCaml side, both
the block-level heap ¢ and the A¢ heap oc are “missing something”. Specifically, the
roots are removed from oc and all blocks that describe Ay locations are removed
from ¢. However, we don’t want to (or can not actually, for A¢) remove these parts in
the ghost theory. Instead, we again use virtual heaps, so that these parts can remain.
The full definition is as follows:

SImLstate (% & ™M, 0C) 2v0 & @ % Yx B x s Ye By ¢ yrm & dom 1s
MLblocks(x, ¢)*

SI{oc U (A1) ($) rm)) s lorm "™+ 3K Fw.a s T

ar_erm
MLblocks(x, ¢) = 3¢, - VisibilityAuth(x) * BlockLevelHeapAuth(¢ U Gy )*
dom ¢ C dom yx*
(Vy € dom (- 3. x[y] = Pub ) %

>l< PerLocInvML(C, Gyrr, Yy £)
y—Pub tex

PerLoclnvML (G, Cypp s Yy £) = V. (L=, £ * Cly] = B(Mut,0,v))
V (v € ¢ x7v —pp B(Mut,0,V))
V(yECoxy ¢ CML)

To define a virtual A¢ heap, we simply take the roots map (which contains all
addresses deleted from the original heap), and convert it into a Ac heap where every
location is set to the special value t denoting deallocated locations. The specific
value does not matter, we could as well have picked 0. For the block-level heap,
we have (; as the virtual heap. This must be public, disjoint from the actually
existing ¢, and satisfy a similar per-location invariant. This invariant has three cases.
The first describes the case that we did a view reconciliation update to switch a
A, location to its block-level representative, but did not switch back. The second
describes that we are a virtual location, in which case the value we are storing does
not matter. The third case is again phony. This state invariant for the OCaml side
satisfies all the properties we want it to satisfy. In particular, it allows us to switch
states as defined by MLToC or CToMLANGELIc: Each state interpretation can show
that there is no undefined behavior, and that we can again re-establish the state
interpretation of the other side. For this theorem, the GC token is understood as
being part of the state interpretation (so that it is absorbed into the OCaml side state
interpretation, and comes back when switching to C).
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Theorem 6.7 (State Switching Correctness)

SwitcHCorRrRECTMLTOC .
SI(MLState(pmr, o)) (V, oML, omr) Fmac (W, pc, 0¢)

=l
>k

atBoundary  SI(CState(pc, oc)) * 30 V. GC(0) * V ~pp ¥ ¥ ~& W

SwitcHCorrECTCTOML
atBoundary SI(CState(pc, o¢)) GC(0) ~M

Vo Vv VR~
Jpc opr- SI(MLState(pmr, omr)) * B(W, pc, 06) Fcam (V, pML, OML)

VNCw

The proof of this is not straightforward. It proceeds by induction on x, but several
inductions are necessary, and in addition, induction is not on all occurrences of x.
For more details, we refer to the Coq mechanization. The second rule is interesting,
since the update is delayed. This is because our weakest precondition only allows an
update after the demonic choices have been made, but this rule already determines
angelic choices.

6.3.1 Boundary and Initialization

Two things are still missing: The boundary token atBoundary, and the token atInit
describing that main is safe to call. We earlier described how the C side of the state is
our boundary state. Defining the boundary token is then easy: It is a ghost variable,
that is true whenever we are on the C side, and false otherwise:

atBoundary = Yboundary gl/z true

N Jil
SIMLstate (X, G, Tm, 0C) = - - - % Yboundary % false

£
SIpriv(X) G G,TS) £k Yboundary 71 false

Finally, we had the token atnit describing that we could call main. This describes
that our wrapper state is currently completely empty. It is defined as follows:

atinit £ yin B, true

SToriv (X G 0,78) 2 -+ % Ti. Vit s i #
(i=true «GC(B)xx =T+ (=T *1s = &)

R

SIMLstate (X, G, 1M, 0C)
Thus, if we have the atInit token while in C (which is where we are when calling
main), we know the state is empty. Additionally, we do not need to pass a GC token,
since it is initially part of the state interpretation.
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Establishing Correctness

To now prove that all of these constructions are correct for our operational semantics,
we need to prove two things. The first is showing that all primitives satisfy the
specifications we described in Section The second is showing that our wrapper
faithfully executes Ay;, code. Formally, we show this simulation theorem:

Theorem 6.8 (Wrapper Simulation Correctness)

WRAPPERSIMULATION

wpe @, W{V.Q(V)}
wp ([e], ) @ [emainlrrr, [WIprr {W. IV V0. GC(0) v ~& wx V ~y v Q(V) }

Proof By simulation/Ldb induction on the given weakest precondition. When
arriving at a value, the state needs to be switched to C. For external calls, the state
also needs to be switched, and switched back when returning. O

This is needed to prove the specification of callback and main. All the other primitives
can even be proven correct without this. Once one has done so, one can prove that
the wrapper implements all the primitives:

Theorem 6.9 (Wrapper Primitive Correctness)

WRAPPERCORRECT
P —x WP €main @ @,\l/ {V Q(V)} W ## dom [emain]FFI

(Wt = [emainlrrr : Whe U Y s

malncmain

To achieve the combined correctness rule ComBINEDCORRECT We saw earlier, we can
combine this with the linking operator correctness WP-Link-MobuLEs roughly as
follows, ignoring all side conditions:

P = wWp emain @ &, Y {V.Q(V)} Y F o Wk
T P,.Q WRrAPPERCORRECT T 5.0 JUDGMENTWEAKEN
(Wlgrr F [emainlrrr : Wi U Y 00 VEp UYR  Fp: Wm
e e WP-Link-MoDULEsS

Xo)
maine

1k [emam}FFI b P: [\P}FFI u W]F[H Uy,

main

P,Q JupGMENTWEAKEN
L F lemainlrmr @ P 2 ¥iain.

main

The interface 11 is the interface available for callbacks. As we saw in Section |6.2
this is usually equal to V. The main difficulty in all these proofs is showing that
the we can switch the states from OCaml to C. In other words, once Theorem
has been shown, the remaining proofs are no longer difficult. Once these have been
completed, our program logic is fully formalized. We can be sure that programs
proven correct in it are indeed safe to execute using our formal semantics.
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6.4 Fractional Trading

While our program logic, as presented, is pretty great, we can make it even greater.
For example, the program logic is currently not able to verify the following Ac
program:

caml_first(v) £ Field(v, 0)

Of course, this statement is slightly inaccurate. There are many specifications we
can verify for this program. For example, we can verify that when passed a pair, it
returns the first component of that pair. Another specification we can verify is that
it returns the first element of an Ay array:

VOV, (0, [V, ..]) caml_first [(] (V/. V' =V % MLLoc ")

But this specification has a fully owned points-to as a precondition. In Ay, we do
not need a fully owned points-to to read from a location. Instead, only a fractionally-
owned points-to ¢ &, [V,...] with d : Qg is sufficient. When we look at Field, we
can see that the specification already allows reading from a fractionally-owned
block-level points-to. This is necessary, since for immutable blocks, we typically do
not have the full points-to (compare the definition of y Vv from Figure|6.3]).

[t]imm]

The problem with verifying the above specification for a fractionally-owned points-
to is that we have no way of exchanging a fraction of a Ay, points-to for a fraction of
a block-level points-to. The rule UppareMLToBrock requires full ownership, since it
internally modifies the virtual Ay, heap by setting the passed-in location to 7. Our
goal now is to change this. Specifically, we want update laws that also allow trading
fractional points-tos. We describe our solution in three steps. First, we discuss the
rules we would like to have. To keep things simple, we ignore discardable fractions
for now, and focus only on regular positive fractions q : Q. We then show that
implementing these wish-to-have rules is impossible. Specifically, we find a program
which breaks a program logic with the above rules. This is in Section To work
around this, we have need to tweak our program logic a bit, specifically by adding a
new parameter to the GC token. Finally, we strengthen this fixed program logic to
also work with discardable fractions. To do so, we prove a new law about discardable
fractions, that allows one to un-discard them. We showcase this in Section[6.4.2] But
first, let’s look at the update laws we would like to have, defined in Figure

The first law is a direct generalization of UppaTEMLToBLock. The second law, how-
ever, is not. The old law UppateBLockToML allowed the person verifying the pro-
gram to choose a new Ay, array V that was then stored in the virtual Ay, heap. When
we only trade fractional points-tos, changing what is stored in the virtual Ay is
no longer possible. Thus, the resulting Ay, array that the Ay, points-to points to is
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UrpateEMLToBrockFracTioONALWRONG

GC(0) (3 Vv

X
=K
S

\Y

Fy . GC(8) * Y il omur ¥ * isLoc(t,y) * V ~mr

UPDATEBLOCKTOMLFRACTIONALWROHNGH
GC(G) Y HSIk[O\mut] Vv HV.VNML\_}

=l
>k

J0V.GC(0) % 3, VxisLoc(l,y) * V ~uL V

Figure 6.14: The fractional view reconciliation laws we would like to prove.

existentially quantified. The reason we need to still 3V.V ~y v in order to apply the
rule is for a single corner case: The case where the GC token still has ownership over
the entire Ay, points-to, and the virtual Ay, heap is still storing the special value 7. If
we want to hand out a useful Ay, points-to, it should not store 7, and so we need to
give a default value that could be chosen here, should this corner case occur. Thus,
these laws are not a strict replacement for the old laws, but only augment them. In
particular, we still need the law UppaTteBLockToML.

6.4.1 A Pathological OCaml Program

Unfortunately, these rules can not be implemented. While they work just fine as
long as one stays in glue code, they lead to issues when fractional points-tos persist
across the language barrier, specifically the switch from OCaml back to C. To see
why, consider the following actual OCaml program:

let pathologic (1 : (int * int) ref) =
let p =11 in 1 := (#1 p, #2 p)

This program takes a reference 1 pointing to a pair p, and stores a new pair into this
reference. But the new pair is extensionally equal to the old pair: Both components
are the same. Thus, in Ay, we can verify that such a program is correct even when it
does not have full ownership of 1. Formally, it satisfies the following specification:

{€ =3 [(V1,V2)]} pathologic(t) @@, L {(). ¢ [(V1,Va)l b

The reason is that the state does not change, since the heap is updated idempotently:
oLl == V] = oy if ¢ already stored V. Thus, the state interpretation does not
change, and no full points-to is necessary. The problem is that this new pair might
be extensionally equal, but it is not “the same pair.” This differencelﬂ is observable in
Ac. If we look at the block-level value corresponding to this pair, then it is changed

®Compiler optimizations might change this. We tested it, and were able to observe the difference.
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by this assignment, since compiled OCaml code creates a new block to back this new
pair, even though the new pair is the same as the old one. Our operational semantics
capture this: When switching from the OCaml side to the C side, a new part of the
block-level heap ¢, ., that stores immutable points-tos (like the one backing this pair)
is chosen demonically. It is also demonically chosen whether such a pair is backed
by a new block in ;,,, .., or by re-using the old block that is part of the old block-level
heap. Now imagine that we have the half-owned Ay, points-to ¢ —2 [(1,2)], and
that the other half has been traded in (using UppATEMLTOBLOCKFRACTIONALWRONG):
2% H;ﬁk[o‘mut] [V pairl, Where v i b1k [0]imm] [1, 2]. If we now switch to Ay, and execute
the above pathological program, the reference now contains a new block-level
location, since the pair is now backed by another block. Instead of being v air, it is
Ynewpair- But the half-owned block-level points-to still references ypair, which is no
longer correct. But we also can not modify this points-to, since it might be framed
out. We therefore are stuck—our rules can not be implemented.

There are (at least) two ways of fixing this. The first is changing the definition
of the block-level points-to to be more fuzzy. One could tweak it so that a store
does not return precisely the value that is stored in there, but only returns a value
that is observationally equivalent (for some notion of observational equivalence).
This should then allow changing the physical state from 7 pair t0 Vnewpair, Without
invalidating the old points-to. While this is an interesting approach, we do not
implement it. Instead, we pursue a much simpler solution: We simply forbid
such partially traded points-tos from existing when switching between OCaml and
C. For this, we add a second parameter to our GC token GC(6)ds: the dirty set
ds : DirtySet £ Py, (Loc). This dirty set tracks all block-level locations for which there
are fractions of both block-level and Ay, points-tos around. When we use one of the
fractional trading laws, this set gets larger:

UrpaTeEMLToBLockFracTIONAL

GC(0,ds) TS

=l
>R

Fy . GC(0)ds ULy} * ¥ =gl jojmue ¥ * isLoc(6,y) * Vo~ ¥

UrpateBLockToMLFracTiIONAL o
GC(6,d5) Y rdyromey ¥ IV VLV

)
=K
~

\Y

J0V.GC(0,ds U{y}) *  —3 VxisLoc(l,y) * V ~mrL

Almost all uses of the GC token are now changes to support an arbitrary large dirty
set. The only exceptions are in the specification of callback, and in the definition of
the protocol wrapping [V]rry, since these define what conditions must hold when
the state switches to Ay.. Here, the dirty set must be empty, so that executing a
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pathological program like the one above does not cause issues. Finally, we need
some rules to again remove locations from the dirty set. For this, we have a few
confrontation laws:

CoNrrONTBLOCK B CoNFRONTML :
GC(G, dS) ¢ Hrlﬂ, Vv iSLOC(K)Y)W GC(G, dS) Y Hblk[OImut] v .
GC(0,ds\ {y}) * L=, V GC(0,ds \ {¥}) * ¥ ik jomue) ¥

CoNFRONTMLBLOCKFRACTIONAL .
GC(0,ds) 2% '_>81]1<[0|mut] v { Hflﬂz \% isLoc(¢,v)

Sk
sk

q1+q2<1*\7~ML\7

The last law does not actually remove anything from the dirty set, but it formalizes
the connection between these fractionally owned points-tos. As such, it is a general-
ization of ConrrONTMLBLOCK. Finally, we need to implement this fractional points-to
trading. We do this by modifying the per-location invariant to the following:

—

PerLocInvariant(ds, ¢, onr, Y, £) 2 VY. (L, £ * ([y] = B(Mut,0,))
V (3Ba1 2. Uil Vi y = o g U
VML Vg1 +q2=1x%y € ds)
V (onLl =V #Y S ojma TV~ V)
V(omLlll =7 %y ¢ Q)
V(U omL*y & )

The second case is new: It describes that we have fractions of both points-tos, and
asserts that the amount we own is exactly 1, so that the sum of all points-tos not
saved in the GC token is also at most 1. It also asserts that the location v is part of
the dirty set. The special Ay heap cell 7 is only used when ownership is fully moved
from Ay, to the block level. As long as a fraction of Ay, points-to ownership remains
in the GC token, the Ay, heap stores a proper value. If we need to switch the state
from C to OCaml, we know that this case is empty. Thus, we have the same proof
obligations we had before we introduced this case, so that the overall program logic
can be proven correct.

6.4.2 A Law About Discardable Fractions

The new fractional update laws only allow trading points-tos that are fractionally
owned. They forbid trading points-tos that have been discarded. The reason for this
is that addition on these is less well-defined, so that handing out a points-to to keep
the sum q7 + q2 = 1 is not possible, unlike for regular fractions. Instead of trying to
generalize this equations to discardable fractions, we use the following law about
points-tos:
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Theorem 6.10 (Un-Discarding of Points-Tos)
0Py =k 3q". 09y
In fact, this holds for all ghost state that “updates like a discardable fraction.”

Proof The definition of the update modality allows us to inspect the frame, which
tells us which other fractionalities are around. Let q be the total sum of these
fractionalities, including that of the one we are tying to update. Since they are all
valid in combination, and include at least one persistent points-to, we have q < 1.
But notice that ¢ < 1 — 3q’. q + q’ < 1 by simply choosing q’ := 1—?1 O

To our knowledge, this law is novel. In particular, it was also not part of the pa-
per [[13] on which large parts of this thesis are based. With this law, using the update
law on a discarded fraction is trivial: Simply un-discard it to a proper fraction, use
the update law with this proper fraction, and again discard the result.
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View Reconciliation: Different Approaches

In order to support our view reconciliation rules (Figure[6.8), we added the special
A heap cell 7. As a reminder, the view reconciliation laws allowed us to move the
ownership of a Ay, to the block level, so that it could be accessed using glue code.
Specifically, these rules allow the user to exchange (or trade) a Ay points-to for a
block-level points-to, and vice-versa. When doing so, one points-to is with the user,
while the other points-to is stored internally within the program logic. The heap cell
7 was used as a placeholder to store in the Ay, heap when the ownership was moved
to glue code, it marked that heap cell as inaccessible to Ay.. This formal model is
not realistic: In actual OCaml, heap cells do not become inaccessible. In this chapter,
we develop alternative approaches that do not require this special heap cell. We
then see what changes are needed to again verify all the programs we discussed in
Section[6.2} as well as those in our original paper [13].

As a first step, we remove the 7 heap cell from the Ay, language. In Section we
describe the resulting program logic, where view reconciliation has been restricted
to cope with the absence of this token. In Section we then try to recover the
original view reconciliation laws, by introducing canonical representatives. For this,
we have to develop a new ghost theory, which we can also use in other places to
further strengthen our program logic. These further improvements are outlined in
Section [Z3]

7.1 A Restrictive Theory

The special heap cell / was originally introduced to answer the question of what
A, value is stored in a heap cell whose ownership remains at the block level. This
question is not easy to answer otherwise. When the ownership of a points-to is at
the block level, the user should be able to freely read and modify this block. It is the
obligation of the program logic to keep its internally tracked Ay points-to consistent
with the changes made at the block level. If simply storing 7 is not an option, then
the program logic needs to actually find Ay, values for each new block-level value
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that the user stores in a block. This is not trivial: If the user stores 1 into a block,
this could be either a number, or the boolean true. Even worse, if one stores a block-
level location into this block, the Ay value depends on the contents of the block
at this location, and recursively on the contents of blocks pointed at by locations
stored within this block, etc.. We do not want to implement a program logic where
changing one block can have a cascading effect that requires updating many Ay,
representatives. Even further, there are some block-level values that can not be
represented as a Ay, value at all (like a block with tag 1, length 2). So, if we remove
7, we end up with a theory where there might be locations for which no suitable Ay,
value exists. This is actually only an issue when returning to Ay —before this, the Ay,
is virtual, and completely controlled by the program logic. We can therefore still
support trading points-tos, as long as all points-tos are traded back to their Ay, form
before switching state to the OCaml side. To implement this, we use the mechanism
already introduced in Section [6.4 The dirty set ds. Specifically, we change our view
reconciliation rules as follows:

UrpateEMLToBrockDirTy B
GC(6, DirtySet) by V

)
=K
=

\Y

Fy9.GC(0,ds ULV} * ¥ —picopmuy) ¥ * isLoc(6,v) * V ~ur,

UrpateBLockToMLDIrTY .
GC(6,ds) v =pikomun V.V oML

-
A%

L

>K

30.GC(0,ds \ {y}) * £ —, V=*isLoc((,7y)

Since we enforced that the dirty set ds is empty before switching sides, this ef-
fectively requires that all Ay, points-tos that were exchanged for block-level ones
are exchanged back. Internally, this is implemented by changing the per-location
invariants (where eressed-eut parts are considered removed):

\Vlmany
7 N o
(€ =y #10,..., 01 xCly] = B(Mut,0,V) * vy € ds)

PerLocInvariant(ds, ¢, o, v, ) £ IV V.
V (3q7 q2.0 3 Vxy n—>l‘jﬁ<[

0lmut] V*

VMLV q1+q2=1%y € ds)

V (O'MI_[Q] = \7 * Y Hblk[OImut] V% \7 ~ML \7>

V tomr =+ y¢-&)
V (¢ oL xy ¢ Q)
PerLocInVML (G, Gy, Yy £) £ TV gt =B{Mut0:91

Vv (Y ¢ C*Y " FFI B(MU’[,O,\_}))
V(yé¢oxy ¢ Gur)
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For the OCaml side variant, we can simply remove the first case, since all original
A, points-tos must be traded back to that form before switching, and thus this case
is no longer needed. For C, we need to change the first case, which describes what
is stored in the virtual Ay, heap when the ownership is moved to the block level.
Previously, this was 7, and now we need a new value, namely an array (of the proper
length) just storing zeros. Which concrete value we require does not matter, since
we also mark this case as being dirty, by requiring v € ds, so that one is forced to
switch their points-tos back. Additionally, we can remove one of the phony cases.

With this program logic, we can still verify all examples, both of Section [6.2]and of
the original paper [[13]]. This is because these examples never used the feature of
keeping ownership of Ay, locations at the block level. A reason for this is that this
was already not possible for semantically well-typed glue code: There, the semantic
type of A, locations is already such that it forces one to move the ownership back
to Aw. before continuing to execute well-typed code.

7.2 Canonical Representatives

We mentioned earlier that finding a Ay, value for each block-level value seemed im-
possible. In this chapter, we will try this approach anyway. To make selecting the Ay,
value that represents the low-level modification easier, we want there to be canonical
representatives. Specifically, we want a Ay, value V to be the canonical representative
of a block-level value v, such that this relation is right-unique (functional): V should
not be the canonical representative of any other block-level value v’. For integers, we
already have this: The canonical representative of a block-level integer can simply
be defined as the corresponding Ay;, integer. The canonical representative of a block
is what previously caused difficulty. But observe that custom blocks already have
canonical representatives, namely foreign values .. We now try to extend this to
all kinds of blocks, so that every location can be represented by a unique foreign
value . For this, we change the type of visibilities as follows:

LocKind 3 k == Pub({, ) | Privt | Fgnt

We could even merge private and foreign visibilities. Now, each block-level location
is always assigned a foreign location, in addition to being potentially assigned a Aw,
location .

We now want to change isForeign(t,y) to describe that vy is assigned foreign location
t, no matter which kind of visibility. Our current constructions require this to be
persistent. But we still want to have isP rivd(y) to be fully ownable (with d = 1), so
that we can expose a location by updating it from Priv 1 to isLoc(, 1), as long as the
foreign identifier « stays the same. This requires a custom ghost theory.
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7.2.1 Ghost Maps with Remainders

We develop the theory of ghost maps with remainders. These do not only have
the regular points-tos +, but also the always-persistent “remainder points-to” ' .
This ghost theory is parameterized by a function Frem, that tells us which part of of
the pointed-to value should be persistent and immutable. In the above example,
this function is the function fid : LocKind — Foreignld, which tells us the foreign id
contained in a visibility annotation, while ignoring the kind (e.g., Pub vs Priv). The
semantics of the regular points-to — are now that it tells us the full value, and it also
still allows mutating the value stored in the map (if fully owned). But this mutation
is limited: The value of Frem must not change. Formally, this is the following law:

GHOSTMAPINSERTREMAINDER
L.,O:Jy Y Frem (V) = Frem (V/)

*

We now use ghost maps with remainders to back our visibility map, so that each
block-level location has a unique foreign identifier, but still remains updatable from
a private block to a public block.

7.2.2 Achieving Canonical Representatives

Formally, we define canonical representatives as follows:

CanonLoc
CANONINT . .

isForeign(t,vy)
_ 2 %
N ~canon T (© ~canon Y

We can now add this to our per-location invariants. The first case of the C side
location invariant is now no longer dirty, since it instead enforces that the Ay, points-
to stores the canonical representative of the block-level values stored in the block-
level heap:

PerLocInvariant(ds, ¢, o, v, £) 23V, ({ —, V * (ly] = B(Mut,0,%) * V ~canon V)
V (3q7 2.0 =3 Vxy Hgli[mmut} Vs
VMLV qi+q2 = 1%y € ds)
\V (UML[(’] =V Y ~bik[0|mut] Y ~ML \7')

V (L& o xy ¢ ()

PerLoclwML(C, Gy 5y, () 2 3. (@ . Vo Gy [y] = BIMUt,0,9) # V ~canon ¥ v € c)
V (v € Cxy —pp B(Mut,0,v))
V(Y€ Cixy & Q)
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In the per-location invariant for the OCaml side, we need to be a bit more careful.
Because 7 no longer exists, all blocks that back a Ay, array are always moved back to
Au. ownership, which also means that they are removed from the block-level heap
( (compare CToMLANGELIC). This includes the blocks whose ownership should
remain within glue code. Since these blocks are no longer part of the physical
block-level heap, we add them to the virtual block-level heap (,,; , which keeps the
blocks around that were removed during state switching. The final difficulty is
proving that the state can be switched from OCaml back to C. There, one has the
old virtual heap ¢,;;, and a new heap (;;; that reflects the changes made by Ay
code. But since the Ay, points-to storing the canonical representative was retained
by the wrapper program logic, we know that Ay did not modify this location. And
since further canonical representatives are unique, this allows us to conclude that
the block in the new block-level heap (j; is equal to the old block. This allows us to
again prove Theorem

7.2.3 Finding Canonical Representatives

Almost all primitives are easily verified to still work with this new program logic.
The only problematic one is Store_field, since this primitive actually modifies a block
that could back a Ay, array. We then need to ensure that there also is a new canonical
representative for the new block-level value that is being stored. Unfortunately, this is
not straightforward. The issue again is that we do not properly distinguish between
source and runtime values, so that it seems to be possible to store a block-level
location vy that is not in the domain of the visibility map x, and therefore is without
an assigned foreign identifier. Luckily, this can be worked around. Primitives like
Store_field are not invoked with block-level values directly, but only with A¢ values
that encode these block-level values. If we want to store a location vy into a block,
we invoke the primitive with w such that y ~ w < 6[y] =w. We thus know that all
locations for which a canonical representative needs to be found are in dom 6. If we
change our operational semantics to always ensure dom 6 C dom (, we can ensure
that all such values have canonical representatives. Adding this requirement to the
operational semantics does not cause any harm. Without this requirement, it was
already the case that both 6 and ¢, which are demonically chosen/extended when
switching sides from OCaml to C, could grow without boundE] (see MLToCDEMONIC).
Almost all requirements imposed by our semantics only provide lower bounds (e.g.,
0 must contain at least all roots), there are no restrictions on these maps that would
prevent them from being larger than required. If we now enforce dom 6 C dom ¢,
than the address map 6 is bounded. But it is not really bounded, since it is bounded
by ¢, which can still grow without bound to accommodate all locations in dom 6.

The address map 0 is actually bounded, but only for locations y € dom (.
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7.3 Further Improvements to the Ghost Theory

We have now developed a custom ghost theory for the visibility map 6. We can
extend this further, by requiring that this map, as well as the fragments (which
define points-tos) has the injectivity requirement we imposed on these maps. This
allows us to prove IsLocInjecTive and IsFoNINjeCTIVE without requiring that the GC
token is present as well:

IsLocInyecTivENoGC IsFoNINjECTIVENOGC
isLoc(¢1,v1) isLoc({2,v2) isForeign(ty,v1) isForeign(t2,v2)
=0 <= vi=v2 =L < Y1=7Y2

Besides this, we can use our ghost maps with remainders to back both the block-level
heap ¢, and the Ay, heap o1 For Awr, we can pick Frem to be the length of the block.
This establishes that in Ay, the length of a block never changes. Similarly, for the
block-level heap, we can make the header of a block persistent. The header stores
the tag, and for regular blocks also stores the length. With this addition, we can
now verify that the polymorphic equality function we verified as part of the original
paper [13] §5] is safeﬂwhen invoked with a location. This program crucially relies on
the fact that the length of a block does not change. Even further, by using read_tag to
guard against non-standard blocks, we can even verify that the program is safe to call
on function types. What prevents us from claiming this program is safe on all types
are recursive and existential types. Both roll and pack have transparent block-level
representationsﬂ but we need to know the actual kind of value we are working with.
In particular, if this value is a Ay, location, we also need ownership over this location.
But if our current type is existential, it might just be 7. T, which is a type that has
location values as elements, but does not (necessarily) carry ownership for them. If
it is a recursive type, then the ownership is hidden behind a potentially unbounded
number of later modalities.

ZNote that comparing locations is not proper: In Ay, they are compared by-reference (shallowly),
but the A¢ function implements a deep comparison, since it can not tell blocks backing references from
those backing, e.g., pairs

3Both are just syntactic sugar for the identity function, so they are already transparent in Ay..



Chapter 8

Conclusion

In the paper backing this thesis [[13]], we presented the first program logic for rea-
soning about multi-language programs constructed from languages with different
memory models. While the paper only gives a very brief description of how this is
achieved, this thesis covers the full construction in-detail.

The main goal in developing this program logic was language-locality: When verifying
the correctness of a multi-language program, most of the correctness proof should
be able to be carried out in the program logic of each single language. Additionally,
when reasoning about code not using multi-language features, this should be as if
the whole program was single-language. It is only when reasoning about glue code,
that the true multi-language nature of the overall program must be considered. The
motivation for this is that in practice, only a small part of a multi-language program
is genuine glue code. In that regard, our examples are better understood as excerpts,
only attempting to showcase the glue code design patters that are found in larger
programs.

Formally, our language-locality shows up in the compositional correctness rules of
the wrapper, the linker, and the language-to-module lifting rules (CoMBINEDCOR-
RecT). Additionally, the view reconciliation and other update laws are theorems of
the A¢ program logic alone, and can therefore be used to reason about glue code
within just the A¢ program logic. To achieve this language-locality, we started our
development with the two single languages (Chapter [4). We then formally de-
fined how these languages are connected, by means of the wrapper (Sections
and [5.3)) and the linker (Section [5.1.3). The program logic for reasoning about
glue code (Section is then forced to make the usually disjoint resources of the
single-language program logics be compatible. This is achieved by a cleverly con-
structed state interpretation / GC token, which validate the view reconciliation laws
UppateEMiLToBrock and UrpateBrockToML. While much of what we developed
is specific to OCaml and C, we expect such view reconciliation laws to show up
whenever two languages with different ABIs are combined.
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Note that we only claim to be the first program logic for reasoning about multi-
language programs across different memory models. Indeed, there is a lot of related
work on multi-language program in general.

8.1 Related and Prior Work

The paper [[13] §6] already discusses the related work, which covers all of our related
work.

Iris-Wasm

Iris-Wasm [37]] is a program logic for reasoning about WebAssembly code, including
its interaction with the host. In the interaction between both, the host is more “in
control” of the WebAssembly parts: It has to instantiate them before they can be
executed, and can, e.g., manipulate WebAssembly function tables. The Host takes a
role that is more similar to our linker, since it embeds the WebAssembly semantics.
The Host responsible for receiving calls that “bubble up” in WebAssembly, and for
dispatching them properly. In our work, OCaml and C are completely different
languages, which in particular have different memory models, requiring a more
sophisticated FFI. They communicate as equal partners via the linker. Instead of
using protocols to reason about external calls, these are captured by terminating
with a continuation value, which is then handled by the surrounding context.

Cito

Cito [48) 36] is a verified compiler with support for linking with languages. To
accomplish this, they build an operational semantics, where calls can be specified
using specifications similar to our interfaces. Since they build interfaces into the
operational semantics, their interfaces are pure, while ours are separation-logic-
based. Cito focuses more on compiler correctness, and while there are single-
language program logics, they do not construct a program logic for multi-language
programs.

Cogent

Cogent [130,31]] is a functional language with a verified compiler. Cheung et al. [5]
study how this compiler correctness can be extended to functions implemented in C.
To make this work, the paper considers a restricted version of C, and outlines what
kinds of C functions can be safely added to Cogent code, by defining requirements
on the specifications of these C functions. Since the paper aims to extend a compiler
correctness proof, it does not consider how the C functions can be verified, and
starts by assuming specifications about them. In contrast, we assume the behavior
of the OCaml compiler and runtime, and show how OCaml specifications can be
proven for C code. Since OCaml does not have a linear value system, we do not
need to formally restrict its specifications.



8.1. Related and Prior Work 137

Logical Relations Across Different Languages

Patterson et al. [I33] consider several different case studies of language interoper-
ability, where in each case study, the languages have an interesting difference (e.g.,
affine vs not affine). They then construct logical relations, relating types across
both languages. Their model assumes that both languages are compiled to a shared
target language, to which semantic safety then carries over. Interestingly, the rules
for relating values of both languages are defined by the user, in the shared target
language. We do not consider a shared target language, instead linking both lan-
guages by constructing the wrapper, which also has the conversion rules for values
baked into its operational semantics.

More on Multi-Language Semantics

A lot of work has been focused on verifying compilers that work for more than one
language, handling e.g., closure lowering [25]134], or using logical relations across
different languages [35]. Hur and Dreyer [[16] verify a compiler from an OCaml-like
language with a garbage collector to a lower-level language, and support linking
with low-level code. However, they do not build a program logic, and the behavior of
low-level code must be specified in refinement style, by writing identically behaved
high-level code. There also is work on extending CompCert to handle linking with
code written in another language [146, 44, 20, 12]]. The present work does include
any compiler, nor does it attempt to verify any.

More theoretically, Matthew and Findler [26]] considered multi-language programs
already in 2007, and identified concepts like boundary states, which we used for
great success. Our semantics are also inspired by DimSum [41]], which gives a
compositional framework for designing multi-language semantics. The reason our
semantics are not expressed in DimSum itself is that it was published after we started
our work. Its treatise of angelic non-determinism, undefined, and no behavior helped
clarify our approach and our definitions—even though multi-relations were already
introduced in 2012 [24]]. While DimSum introduces a modular way of describing
multi-language state switches, it does neither feature a program logic, nor combine
languages with similar features as ours.

Formal Accounts of the OCaml-C-FFI

Furr and Forster [[11]] construct a type system for verifying C glue code that is written
when interacting with OCaml. They include a soundness proof, and cover full
inductive datatypes. They type system uses the OCaml types assigned to external C
functions as a basis. While their type system is sound for glue code, it can not be
used to ensure soundness of entire multi-language programs using all features of C.
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8.2 Future Work

We mentioned in Section B.5]that our formal model of the OCaml FFI lacks several
features, like support for exceptions, for OCaml 5’s multi-threading features, for full
constructor type definitions, for fully featured custom blocks, for more specialized
allocation procedures like caml_alloc_small, or for direct C access to the block-level
heap. All of these are future work. While some of these (e.g., caml_alloc_small)
seem rather easy to handle, properly accounting for non-linear control flow or for
multi-threaded language interoperability seems more difficult.

Another issue with our operational semantics is the use of angelic (and demonic)
non-determinism, which do not exist in physical machines. We used angelic non-
determinism to model the translation between OCaml and block-level values. One
approach for showing that our semantics are realizable is by formally verifying an
OCaml compiler, which compiles OCaml code down to code operating directly on
block-level values, so that no angelic non-determinism is needed. One can then
show that such a translation preserves our original semantics, but no longer has
angelic non-determinism.

Finally, our theory can be used as a foundation for more practical formal methods.
For instance, our program logic could be encoded into Viper [28], a tool for auto-
matically checking whether programs implement separation logic specifications,
using SMT solvers.

8.3 Coq Development

This thesis (as well as the paper [[13] it is based on) are fully formalized in the Coq
proof assistantE] The Coq development of this thesis is part of the supplementary
material, and can also be found under the following DOI:

http://doi.org/10.5281/zenodo.8197195

Since this thesis presents three variations of the view reconciliation rule (see Chap-
ter[7]), there are three versions of the Coq development. The first version, called
melocoton_lightning, contains the version presented in Chapter[f including the
special Ay, heap cell 7. The version of Section is called melocoton_restricted,
it includes the version where points-to trading is restricted. Finally, the version
of Section with canonical representatives is called melocoton_canon_reps. It
also includes the extended use of ghost maps with remainders, as described in
Section [6.4} as well as the example discussed in that section.

All three versions have the fractional view reconciliation rules discussed in Sec-
tion Additionally, all three versions can be found on GitHub.

IThis is not fully true: The two example programs caml_plus1 and caml_plusl_ref have not been
formally verified.


http://doi.org/10.5281/zenodo.8197195
https://github.com/logsem/melocoton/tags

Appendix A

Linking

We give a detailed description of the linking operator, which was only discussed very
briefly in Chapter[5] In Section[4.1.2} we saw a simple linking operator for linking
two programs written in the same language. (The linking operator was simply the
disjoint union.) We now develop a linking operator that can link different languages.
Note that the concept of a linking operator is overloaded here: The linking operator
on modules produces a module A1 & Ag given two modules A; and Ag. The linking
operator on programs takes two programs, pr of A; and pg on Ag, and combines
these to a program p; @ pr of the language A1 & Agr. These linkage operators require
that the two modules being linked employ the same linkage models. Remember that
the linkage model describes the interface for function calls, in particular the type
of their arguments, and also describe the shared mutable state that all functions
are able to operate on. Formally, this is captured by a type of values, describing the
arguments of functions, and a type of state. For the C linkage model, this is simply
the type of values and state defined by Ac.

It turns out that simply using the entire state of a language to define the linkage
model is too simplistic. This would make it impossible to define a module that can
be linked with C, but also has its own private state, used for internal book-keeping,
that should not be accessible to functions it can link with. But this, allowing modules
to retain some private state when linking with another module, and those modules
being able to rely on that state remaining unchanged, is precisely what we need to
define the wrapper in Section[5.2}

Public and Private State

We thus introduce a distinction between the public (or ABI, or linkage model)
state and the private state of a module. The public state is what defines the linkage
model. The private state is internal to the module. As a further relaxation, we allow
modules to blur the distinction between public and private state, by defining a
third kind of state: overall state. Most of the time, a module will operate on its
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Ctxa org 2 Ki=e | K- K [ K- Kg
SExpra, erg 2 Ex=V | Jer] | [er] | BeforeCall fn v | HandleCallL e; | HandleCallR eg
Expra, ong 2 € éSExpr;\L@AR x Cbaoy, oag
Zai@ag 2 0 == Boundary(opub, Opriv,Ly Tpriv,R)
| Statel (o1, Opriv,r) | StateR(opriv,1, OR)

A
Zpriv,)\L@)\R > Opriv = Xpriv,L X X-priv,R
FLLTLC)\L@)\R SFi=F \ Fr

Figure A.1: Syntax of the linking module A\; & Ag.

overall state. This state can be split into public and private state, and inversely,
public and private state can be joining into the overall state. But this splitting and
joining is not possible all the time. It only needs to be possible when the linker
intercepts an external call to switch execution to the other language. Since in the
linker, splitting and joining is angelic, not being able to split (or join) is undefined
behavior. Later, we use separation logic to enforce that these kinds of splits and
joins are possible. Formally, we now have the overall state o, which can be split into
the public state ., and Zy. To describe the valid splittings and mergings, the
relation Split: L — X, — Zpriv — Prop is used. So, for a module to be linkable, it
needs to define its public and private state, as well as its splitting relation Split.

The Linking Operator

We now define the linking operator on modules. Given two modules A and Ag,
the linking operator defines a new module A1 & Ag. These two languages must be
ABI-compatible, that is, they have the same kind of values, and the same public
state. They also bring their own types of expressions e; and eg, their own notions
of private and overall states, of evaluation contexts, etc.. We index these with L and
R to indicate their side.

The syntax of this new module is defined in Figure The definition of contexts is
already interesting: To allow external calls to repeatedly switch sides, evaluation
contexts are now an arbitrary composition of contexts of either side. If we think of
contexts as encoding the call stack, then we allow call stacks that switch between
both implementations. The definition of functions of the linking module is tightly
coupled to the linking operator on programs. When linking two programs p; and
pr, linking should resemble taking the disjoint union p; Upg. We want a program in
the linked module to consist of several functions, each implemented either in A or
A2. This formally captures the intuitive understanding of a multi-language program
outlined in Section with the choice of language notably being per-function. The
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BeforeCall fn v — HandleCallL ep — [er] > [e[] — [v] —— Vv

Boundary Boundary StateL StateL StateL Boundary

Execution trace of a function not performing external calls.

BeforeCall fn v >V
[er] — [Kplcallp fnv]] —— K¢ KL —— [KL]]
Statel StateL Boundary Boundary StateL

Execution trace when one side calls a function implement in the other language.

Figure A.2: Two execution traces of a linked program.

definition of functions as Fy_ | Fg facilitates exactly this. Given a program p of A{ ®Ag,
each function in this program is either a function F or a function Fg Thus, the
program p of the linked module can always be written as a combination of two
programs, each in one language: p = pr U pREI

The definition of expressions themselves is also more complicated: An expression is
now a simple expression SExpr, along with a context (representing the call stack).
By designing our expressions like this, we avoid having to distinguish head redexes.
This is fine, since a module does not require so detailed tracking of head redexes.
The simple expressions, which describe the “currently active method,” have four
different variations, of which two exist twice due to symmetry between A; and Ag.
One expression merely is a value, indicating that the top-level method is done and
can return. The next one is a plain embedding of an expression of one of the source
languages, which is the default case when the method has not terminated. The next
two expressions are administrative. The BeforeCall expression is the state a new stack
frame starts in. Then, if the call is resolved internally, it will step to HandleCall, which
then steps to the contained expression. The BeforeCall expression is also the special
expression that could facilitate an external call out of the entire linked module. This
is useful if one wishes to link more than two modules. It is also the expression we
start in when showing that a linked program satisfies a protocol. Apart from this,
the administrative expressions exist to manipulate the state, mostly by splitting and
merging it. Since the sequence of operations is a bit convoluted, we explain it in
Figure There, we show some sample reduction sequences, showing both the
expression and the kind of state.

The first subfigure shows what happens once a function is invoked. In the first step,

1Formally, we first f'map either program with the injection F ;g — F.
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P
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Figure A.3: Operational Semantics of A; @ Ag.
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the function is found to be defined on the left side, and is dispatched there. In the
next step, the public state and the private state of A; are merged into the overall state
of Ar. Afterwards, the left expression starts reducing. Eventually, it reaches a value,
which is then, in a final state, extracted to the administrative return state. In the
second case, we show what happens if somewhere during the actual execution of er,
an external call to the other side happens. Formally, this happens when e; steps to
a call callp fn v, somewhere within an evaluation context K;. (Remember that each
language and each module has a special expression call for external calls, which is
tested for here.) If that call is not immediately resolved inside of the module it came
from (i.e., is not internal), we step to the administrative state BeforeCall, while also
splitting the overall state of A; into its public and private components. However, we
do so by creating a new stack frame, which means that we add the context K to
the current list of stack frames. Formally, if e = (K [call; fn V], K) was our overall
expression (composed of a simple expression and a list of stack frames K), we step
to (BeforeCall fn v, K - Ki ). Then, this reduces (in several steps) as shown in the first
subfigure (but now with eg and StateR). Eventually, this stack frame terminates
with a value v, which is then returned by substituting it into the next lower stack
frame. This is also where the state is merged again.

The actual formal semantics can be found in Figure It defines the step-relation
—»¢g of the linking module. We only give the semantics for the left side. All
rules, except SLINKTERMINATE, also exist symmetrically for the right side, by simply
replacing all L with R (and vice-versa). The rule SLINkStePL describes the normal
case, where the left side simply steps according to the semantics of A{. When the
left side wants to make an external call (which are undefined behavior in A alone),
this is picked up by SLinkToExTCaLLL, which steps to the boundary state. There
are now two options. If the call is not implemented by either module, we have
undefined behavior of the overall linking module. (If we use the linking operator
on itself, this is where the outer linking operator would intercept the call.) The
other case is that either side can implement the call, which is indicated by rule
SLinkResoLveCaLLL (for the left side), which continues by stepping to HandleCallL.
From there, SLinkResorveCALLL uses applyFunc; to invoke the left function with the
arguments passed from the other side. Eventually, a call returns with SLinkToVaLL,
followed by SLiNkReTURNL, which passes the returned value back to the calling stack
frame. The final rule, SLink TErmINATE, makes values (which indicate termination)
have no behavior.

To conclude that our linking operator defines a module, we need to prove that it
never exhibits no behavior, except for the one allowed by SLINKTERMINATE.

Theorem A.1 (Absence Of No Behavior For Linking) Let (E,K) : Expr, ., not
be a value and o be given. If ((E,K), o) —& X, then X is nonempty.
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Proof The only rules where X is not obviously non-empty is SLINkSTEPL, and sym-
metrically SLINkSTEPR. There, absence of no behavior follows from the fact that Ar,
being a module, also never exhibits no behavior. O
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