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Abstract

Ensuring correctness of programs in the presence of concurrency and persistence is
extremely difficult. This thesis contributes to the field of formal verification of such
programs.

Chapter [2| considers the Michael-Scott queue (MS-queue), a concurrent non-
blocking queue. We use the Iris and ReLoC logics to show that the original MS-queue
contextually refines a coarse-grained queue. To simplify the proof, we extend sepa-
ration logic with a generally applicable persistent points-to predicate for representing
immutable pointers. This is based on a novel resource algebra of discardable fractions
that generalizes fractional permissions. Chapter [3| presents the first formal specifica-
tion and verification of an efficient concurrent queue from Meta’s C++- library Folly.
We use ReLoc to formally prove that the queue is a contextual refinement of a simple
coarse-grained queue. A key challenge of the MPMC queue is that it has a so-called
external linearization point, which ReLoC has no support for reasoning about. We
thus extend ReLoC with novel support for reasoning about external linearization
points.

Weak persistent memory (a.k.a. non-volatile memory) is an emerging technology
that offers fast byte-addressable durable main memory. Chapter[d|presents Spirea, the
first concurrent separation logic for verification of programs under a weak persistent
memory model. The logic combines features from Iris and Perennial with novel
techniques to support high-level modular reasoning about crash-safe and thread-
safe programs. We use Spirea to verify several challenging examples with modular
specifications, in particular non-blocking durable data-structures with null-recovery.
This is the first time durable data-structures have been verified with a program logic.

Chapter [5| proposes a novel nextgen modality that makes it possible to update
resources in ways that are non-frame-preserving. Among other things, this is usual
for reasoning about crashes. We develop the modality as an extension to Iris. We
show that two existing Iris modalities are special cases of the nextgen modality. The
modality can thus be seen as a generalization and simplification of the Iris base logic.
To demonstrate the utility of the nextgen modality we use it to construct a program
logic for a language with stack allocation and with function returns that clears entire
stack frames. The nextgen modality is used to great effect in the reasoning rule
for return, where a modular and practical reasoning rule is otherwise out of reach.
This is the first separation logic for a high-level programming language with stack
allocation.
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Chapter [6|proposes a more powerful nextgen modality that can be used to reason
about non-deterministic crashes. We show how the modality can be used in the model
of Spirea. This is the first step towards an improved variant of Spirea that can be
used to show strong specifications for durable data-structures akin to HOCAP-style
or TaDA-style specifications.

All contributions and results are formalized in the Coq proof assistant.



Resumé

At sikre korrektheden af programmer i tilstedeveerelsen af concurrency og persistens
er enormt vanskeligt. Denne afhandling bidrager til feltet af formeel verifikation af
sadanne programmer.

Kapitel 2 omhandler Michael-Scott-keen (MS-kaen), en concurrent ikke-blokerende
ka. Vi bruger Iris- og ReLoC-logikken til at vise det den originale MS-kga er en
contextual refinement af en coarsegrained ke. For at forenkle beviset, udvider vi
separationslogik med et generelt anvendeligt persistent point-to preedikat for at
repraesentere uforanderlige pointere. Dette er baseret pa en ny ressource algebra
af kasserbare breker, der generaliserer brektilladelser. Kapitel 3 praesenterer den
forste formelle specifikation og verifikation af en effektiv concurrent ke fra Metas
C++ bibliotek Folly. Vi bruger ReLoc til formelt at bevise, at keen er en contextual
refinement af en simpel, coarse-grained ke. En negleudfordring ved MPMC-kegen er,
at den har et sakaldt eksternt lineariseringspunkt, som ReLoC har ikke understotter at
reesonnere omkring. Vi udvider derfor ReLoC med nye egenskaber til reesonnement
om eksterne lineariseringspunkter.

Svag persistent hukkommelse (ogsé kendt som non-volatile memory) er en ny
teknologi der tilbyder hurtig byte-adresserbar persistent primeer hukommelse. Kapi-
tel 4 preesenterer Spirea, den forste concurrent separationslogik til verifikation af
programmer under en svag persistent hukommelsesmodel. Logikken kombinerer
aspekter fra Iris og Perennial med nye teknikker til at understotte moduleer reeson-
nement pa et hejt niveau om nedbrugssikre og tradsikre programmer. Vi bruger
Spirea til at verificere flere udfordrende eksempler med moduleere specifikationer,
inklusiv ikke-blokerende holdbare datastrukturer med nul-gendannelse. Dette er
forste gang, holdbare datastrukturer er blevet verificeret med en programlogik.

Kapitel 5 foreslar en ny nextgen modalitet, der gor det muligt at opdatere
ressourcer pa mader, der ikke er frame-preserving. Det er blandt andet brugbart til
at reesonnere om systemnedbrud. Vi udvikler modaliteten som en udvidelse til Iris.
Vi viser, at to eksisterende Iris-modaliteter er seertilfeelde af nextgen-modaliteten.
Modaliteten kan séledes ses som en generalisering og forenkling af Iris baselogikken.
For at demonstrere brugbagheden af nextgen-modaliteten bruger vi den til at kon-
struere en programlogik for et sprog med stakallokering og med funktionsreturner-
ing, der rydder hele stakrammer. Nextgen-modaliteten bruges med stor gevindst i
reesonnementreglen for returnering, hvor en moduleer og praktisk reesoneringsregel
ellers er uden for reekkevidde. Dette er den forste separationslogik for et hejtniveaus

1ii



iv

programmeringssprog med stakallokering.

Kapitel 6 foreslar en mere udtrykskraftig nextgen-modalitet, der kan bruges til
at reesonnere om ikke-deterministiske systemnedbrud. Vi viser hvordan modaliteten
kan bruges i modellen af Spirea. Dette er det forste skridt mod en forbedret variant af
Spirea, der kan bruges til at vise steerke specifikationer for holdbare datastrukturer,
tilsvarende HOCAP-stil eller TaDA-stil specifikationer.

Alle bidrag og resultater er formaliseret i Coq bevisassistenten.
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Part1

Overview



Chapter 1

Introduction

As anyone who has ever used software can attest to: software has bugs. This
can be of great wonder to laypeople. How come we can build so many amazing
technological marvels, and yet even the simplest of programs often misbehave?
The plain answer is that software is very intricate and complicated. Therefore,
getting it right is tremendously difficult. To address this fundamental problem,
many related fields of computer science are dedicated to the research of tools and
techniques that can help improve the reliability and correctness of programs. One
such “tool” is to mathematically prove that a given program works—for some meaning
of “works”. That is, similarly to how one can mathematically prove, for instance, that
Pythagoras’s theorem is true, one can (in theory) also prove results such as “Microsoft
Word does never crash”. However, as programs are immensely complicated, proofs
about them tends to be just as complicated or even much more complicated. This
means that carrying out such proofs is very hard and that, just as the program might
have a bug, the proof itself could contain mistakes. One solution to these challenges
is to use mechanized formal program logics. Let us unpack what this means. A formal
logic consists of a strict set of rules that can be used to build a proof. One can
imagine the rules as “puzzle pieces” that can be assembled together, and a proof is
valid if all the puzzle pieces fit together. If the logic is sound, then whenever one
has constructed a valid proof the proven thing is in fact true. One benefit of using a
formal logic as that the rules in the logic can make it much easier to prove properties
about program compared to using “normal” math. Another benefit is that checking
whether a proof is correct is quite easy as it merely amounts to checking if the rules
fit together. In fact, it is possible to create a “proof language”, where one can write
proofs using the rules in such a way that a computer program can check that all the
rules are used properly. Such a system is called a proof assistant and a logic or proof
that makes use of and is checked by a proof assistant is called mechanized. Taken
together, using a mechanized formal program logic to verify programs both makes
the task of proving easier, and gives the proofs a very high level of reliability as they
have been machine checked.

Simplifying and summarizing a lot, this thesis contributes to the field of mecha-
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nized formal program logics by:

« Applying existing program logics to verify complicated, intricate, efficient, and
practically important data-structures. In particular, we verify the well known
Michael-Scott Queue and a less well known queue from Meta’s open source
library Folly. Verifying these data-structures is both a significant result on its
own and the verification effort contributes to a growing body of knowledge
about applying program logics.

« Developing a new program logic, Spirea, for the purpose of reasoning about
programs that use persistent memory (or non-volatile memory). This logic
is state-of-the-art and capable of verifying programs beyond the reach of
prior logics. For instance, we use it to verify several durable concurrent data-
structures with null-recovery.

« As a by-product of the above two activities we contribute several innovations
that are more widely and generally applicable. Most notably we introduce:
discardable fractions and a persistent points-to predicate, an extension to ReLoC
for external linearization points, and a nextgen modality that adds non-frame-
preserving updates to separation logic.

The remainder of this introduction explains the program verification challenges
pertinent to this thesis, gives an overview over existing program logics, provides
a more detailed account of the overall contributions, and finishes with a vision for
future work.

1.1 Challenges: Concurrency and Persistency

To illustrate the challenges one faces when programming for a modern CPU, Fig-
ure 1.1 contains a rough sketch of a CPU attached to a main memory. We use this
figure to explain two key verification challenges: concurrency and persistency.

1.1.1 Concurrency

The octagons at the top left of the figure depicts CPU cores. For ease of illustration,
the depicted CPU has 4 cores, but modern CPUs often have more. In fact, some of
the most expensive CPUs available to consumers today have as many as 64 cores. If
a CPU has n cores then it can carry out n tasks simultaneously. For a program to
take advantage of this, it needs to be written with concurrency and parallelism in
mind. One way to do this is by using threads, where several thread can be executed
in parallel on multiple cores. The upside to doing this is that the program can be
significantly faster as it make good use of all the cores available. The downside is
that ensuring the correctness of such a program can be quite difficult.

To illustrate the challenges from a programmers point of view, consider the code
examples in Figure[1.2] These four examples all depict a push operation implemented
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Figure 1.1: A modern CPU with memory attached

on a stack. The operation push stack v pushes the values v to the stack stack. To
keep the example simple the stack is implemented as a pointer to a list data struture.
The first implementation of push in Figure [I.2a] works by

1. reading the stack pointer to obtain the head of the list,
2. prepending (or consing) the new value v to the list,

3. writing the updated list to the pointer,

4. and finally it returns unit (denoted by ()).

In a single-threaded setting without parallelism this straightforward implementation
of push is perfectly correct. However, if multiple threads might execute push in
parallel, then the implementation is incorrect. In this case we can imagine the
following interleaving where two threads execute push in parallel: Both the first and
the second thread execute the first two lines of push. This means that the value they
read from stack is the same. The first thread then executes the third line. Its value is
now in the stack. The second thread then executes the third line. It now erased the
first thread’s value from the stack. Hence, after executing push operations in parallel
the final effect is that only one element is added to the stack. This is incorrect, as
push should only add elements to a stack, not remove elements added previously.
When several threads execute in parallel they are, in a sense, racing against each
other. In the above example, which thread gets to execute which line first depends
on numerous variables that can not be precisely controlled. As such, we have to
assume that this order is non-deteministic and for a program to be correct it must be
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push stack v £
let head = !stack in
let newHead = v :: head in

stack + newHead;

0

push stack v £
acquire lock;
let head = !stack in
let newHead = v :: head in
stack < v :: head

release lock;

0

(b) A thread-safe blocking implemen-

(a) A simple implementation of push. tation of push.

push stack v £

push stack v £
let head = !stack in
let newHead = v :: head in
if CAS stack head newHead
then ()

else push stack v

let head = !stack in

let newHead = v :: head in
flush newHead;

fence;

if CAS stack head newHead
then ()

else push stack v

(d) A non-blocking thread-safe and
crash-safe implementation of push.

(c) A non-blocking thread-safe
implementation of push.

Figure 1.2: Various implementations of a push operation on a stack

correct for all interleavings. The non-determinism means that a program can work
as it should and appear correct, but then occasionally fail catastrophically. Hence, in
the presense of non-determinism the act of testing a program becomes a less reliable
method for identifying bugs.

The above example highlights another important point. Whether the code in
Figure [1.2a]is correct depends on the context in which it is used. In a single-threaded
setting it is correct, but in a multi-threaded setting it is incorrect. If a data-structure
or program works in a multi-threaded setting it is said to be thread-safe.

One easy way to make a function thread-safe is to use a lock. Figure shows
how to adapt the push operation to use a lock. The code in the example assumes that
there exists a lock associated with the stack with the name lock. The first line of push
now acquires the lock and the last line releases the lock. The lock itself ensures that
only one thread can have the lock at any given time. This means that if two threads
now execute push in parallel, then whoever executes acquire first will recieve the
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lock. The other thread will be blocked on the first line, and only execute further into
the push operation once the former thread releases the lock. This ensures that only
one thread can ever execute the lines in between acquire and release at a given time.
This property is called mutual exclusion, and effectively “removes” any parallelism
inside push. With the lock in place the problem we identified before is now solved,
and this version of push is thread-safe.

An operation that uses a lock as above is called blocking since, once one thread
has acquired the lock, all other threads are blocked and has to wait. In practice
blocking can become a significant bottleneck and negatively impact performance.
The alternative to blocking operations are non-blocking operations. These avoid
the use of locks by instead relying on atomic read-modify-writ (RMW) operations.
Figure shows how to implement a non-blocking push operation by using the
CAS RMW operation. The expression CAS ¢ vy v2 performs, in a single atomic step,
the following:

1. It reads the current value of the location ¢.
2. Tt compares whether the current value is equal to v;.

3. If the comparison is true, the vy is written to the location, and the operation
evaluates to true to signify success. Otherwise, ¢ is left unchanged and false
is returned.

In the updated push operation CAS is used on the third line to write to the stack.
The use of CAS ensures that if the content of the stack changed in between reading
the stack and the attempted write, then nothing will happen. In this case CAS
evaluates to false, and the push operation is restarted from the beginning through
the recursive call to push. This simultaneously solves the problem with the first push
implementation, and avoids blocking as in the second push implementation. RWM
operations operation are essential to implementing any sort of parallel construction.
They are supported at the level of the CPU, and the CPU guarantees the atomicity
of the operations. These lock-free operations are sometimes called fine-grained (as
opposed to coarse-grained operations that make use of locks). Here fine-grained
refer to the fact that parallelism is not restricted into big exclusive sections protected
by locks, but only requires atomicity of “small” RMW operation. The downside to
fine-grained operations is that they are much harder to get right than lock based
ones and that they usually use RMW operations in very clever ways. Where the use
of a lock effectively got rid of interleavings, for fine-grained operations we are back
to worrying abut all possible interleavings.

1.1.2 Weak Memory

Over the last couple of decades CPUs have become much faster, but main memory
has not seen the same level of performance increases. This means that the CPU
is, comparatively, much faster than main memory on modern computers. As a
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rough number to illustrate the point, on reading an address from the memory might
take around the same time as executing 100 instructions on the CPU. With this
discrepancy in performance the speed of most programs would be bound by the
speed of the memory and the CPU would spend most of its time waiting for the slow
memory. I write “would” because to (partially) avoid this problem modern CPUs
pull off all sorts of clever tricks to make up for the slow the memory. One these
tricks is to use CPU caches, these caches are small capacity storage that sits on the
CPU very close to the cores as depicted in Figure[1.1] Since this storage is so close
to the cores, it can be accessed much faster than the larger, but further away, main
memory. CPU caches are divided into several layers with the CPU depicted in the
figure having three layers of cache. With each increasing layer the cache becomes
larger and slower. To make use of the cache, memory operations carried out by the
CPU operate on the cache in favor of the memory if possible. For instance, to read
the value of a location /¢ a core first consults the L1 cache to see if it contains the
value. If the L1 cache contains the location, then the read returns this value for the
location. Otherwise, the core will proceed its search up the cache hierarchy. Only if
none of the caches contain the location, a cache miss, is a request sent to the memory
to fetch the location. The CPU is responsible for managing its caches. This involves
loading data from the memory into the caches, flushing data from caches into the
memory, invalidating caches, searching through the cache hierarchy, and more. All
of this might sound like overhead that would make operations slower, but, since the
CPU is so much faster than the memory, having the CPU perform additional work is
still beneficial in terms of performance if it can decrease usage of the slow memory.
Unfortunately, the CPU caches are not transparent to programs, they leak into
the way in which concurrent programs might behave. Usually programmers think
of the memory as one global shared heap of values. With this vies of the world, all
threads reading a given location in memory will always see the same value. And if
one threads writes a value to a location, then afterward all other threads will read
that write. This behavior of the memory is called sequential consistency. However, as
we can see on Figure[1.1some of the cache layers are per-core. For instance, each core
has their own L1 cache. This means that different cores may not always see the same
“view” of the world. One core might have one value for ¢ in its L1 cache whereas
another core might have a different value in its L1 cache. This can cause behaviors
in multithreaded programs that are inconsistent w.r.t. sequential consistency. When
memory exhibit behavior that does not match sequential consistency, the memory
model is said to be weak or relaxed. A canonical example of this is the program:

T+ 1; Yy 1;

ly //0| !tz //0

In this program we assume that the location = and y both initially have the value
0. Thinking in terms of the possible interleavings when executing this program,
one of the two threads must execute its write before the other thread. The thread
that carries out its write last must then necessarily carry out its read after the other
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thread has written to the location. Hence, we would expect that at least one of
the two reads results in the value 1 and sequential consistency would ensure this
expectation. Alas, in a weak memory model both threads might actually merely
write the value of 1 to their own L1 cache, and each write is then invisible to the
other thread. Hence, both threads might read 0 which is entirely unexpected.

CPU caches are not the only cause of weak memory behavior, another source is
compiler optimizations. Consider the following program:

<+ 1; || if ly =1;

y < 1; || then assert (lz = 1)

In this example assert denotes a function that crashes (or gets stuck) if the given
argument is not true. Assuming sequential consistency, this program would never
crash, as the write to y happens after the write to x, and hence if the right thread
reads the write of 1 to y it surely also reads the prior write of 1 to z. In fact, the
memory on x86 CPU would also never cause this program to crash, as the CPU
architecture ensures that writes by the same thread are seen in order by other threads
(this is enforced as part of the total store order that x86 guarantees). However, if this
program is written in a compiled programming language then in many cases (such
as C or Rust) the compiler is allowed to reorder independent writes such as the two
writes on the left. Due to this, the assertion is not guaranteed. Hence, weak memory
models for compiled languages are often even weaker than the machine-level ones as
they have to account for optimizations carried out by both the CPU and the compiler.
The examples given here are both quite simple, but, as the reader can imagine, in
alarger program ensuring correctness under weak memory can be quite tricky as one
needs to take into account behavior that is quite counterintuitive and unexpected.

1.1.3 Persistent Memory

On contemporary computers the main memory is volatile. This means that when the
computer is powered off (or if it crashes and restarts) all data in the memory is lost.
This is because modern memory is implemented using a technology called DRAM
which requires constant power in order for the bits stored in it to remain there.
For data that needs to be stored permanently, secondary storage is used. Secondary
storage includes technology such as solid-state drives (SSDs) and hard-disk drives
(HDDs). These are slower than main memory and do not allow for efficient random
access, but they are non-volatile, or durable, meaning that the bits stored in them
remain there even in the absence of power.|"| The implications of the above are that
a program uses the main memory to store any data that it needs to access efficiently,
and the secondary storage for any data that it want permanently stored. For data
where both of these are required, copies are usually kept such that the data is in
both the memory and in secondary storage.

1SSDs might in fact begin to lose bits if they are not powered on for several years though.
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The above describes the traditional storage hierarchy. A new family of technolo-
gies called persistent memory (also called non-volatile memory) are disrupting this
hierarchy. Non-volatile memory covers new physical ways to implement memory
that are comparable to traditional main memory, in that they offer efficient random
access, but, unlike traditional memory, are also non-volatile. From a programmers
point of view, this means that they can now write programs that store things perma-
nently in memory. This can bring great performance benefits as persistent memory
is faster than other types of durable storage. Furthermore, it could simplify programs
that both need efficient access and durability as they can keep just one copy of their
data in the persistent memory.

Writing correct programs for persistent memory introduces to additional chal-
lenges that must be taken into account.

Crashes First of all, programs that make use of durable storage (whether that
be persistent memory or something else) must be crash-safe. Here a crash means
a full-system crash where a program is abruptly terminated, for instance due to a
hardware failure. In the real world, programs need to consider the possibilities of
crashes. For programs that do not store anything in persistent storage, crashes are
unimportant. At a crash the program looses all of its data and if executed after the
crash there is no trace of the prior execution. In contrast, when a program that do
use durable storage is executed after a crash, data from the prior execution remains.
A program that uses durable storage should of course attempt to recover data after a
crash such that the data is not lost. Since a crash can non-deterministically happen at
any time, when running after a crash the program might find the stored data to be
in a state that it would otherwise never be in. Crash-safety means that the program
is guaranteed not to get stuck even when executed after a crash.

Weak Persistency Secondly, the possible state of the persistent memory after a
crash is affected by the CPU caches. Even with persistent memory, CPU caches are
still volatile, and as we have seen, when a core carry out writes they are initially
store only in the cache. This means that when something is written to the memory,
it is not actually persisted until the write is eventually flushed from the caches into
the memory. On present day CPUs the order in which writes reach the memory is
weak and may happen out of order. This means that the code in Figure as not
crash-safe. On the second line a list with the new value is allocated, and on the third
line the updated memory is assigned to the stack location. Since the two memory
operations might persist in any order, if there is a crash after the CAS operation
it might be the case that the write to stack persisted but the allocation of the new
list head did not. In this case the stack location would be pointing to unknown data
in the memory, and if code attempted to use the stack after a crash it would get
stuck. To avoid such issues, modern CPUs contain instructions that make it possible
for programs to ensure that writes persist in certain desired orders. An example of
using such instructions to make the push operation stack safe appears in Figure
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Here the use of flush and fence in between the creation of the new list and the
CAS ensures that the former allocation is guaranteed to persist prior to the latter
write. We explain these operations in detail in Chapter [4] for now the point is merely
that these instructions are critical to get right in terms of correctness. On the other
hand, these operations are also expensive in terms of CPU time, so they should only
be used when necessary. Again, note how the setting affects whether a program is
correct. As explained, Figure is correct in a setting with only concurrency, but if
we extend the setting to one with persistency, it is no longer correct.

1.2 Correctness Criteria for Concurrent and Durable
Data-Structures

We have now seen some of the challenges that arises due to concurrency and per-
sistency. We saw the example Figure which is incorrect in a setting with
concurrency and Figure[1.2¢ which is correct. But what precisely makes the latter
correct? Concurrent and durable data-structures are so complicated that it not im-
mediately obvious what it would mean for one to be correct. In fact, there is not
just one criterion by which such a data-structure is correct. In this section we will
cover some of the most common correctness criteria for concurrent and durable data
structures, beginning with the most well known.

1.2.1 Linearizability

In 1987 Herlihy and Wing proposed the notion linearizability [HW90; [ HW87|]. The
term linearizability has a precise meaning defined in terms of histories, or traces,
corresponding to executions. But, the term can also be understood and used on a more
intuitive level —which it often is. On this level linearizability states that a concurrent
operation should appear to take place instantaneously at some point after it is called
and before it returns. At this point it should have the same effect as a sequential
operation would have. The push operation in Figure it not linearizable because,
as we observed, there exist executions of this operation that does not correspond
to any sequential execution of a push operation. The push operation in Figure [1.2¢]
is linearizable. Its linearization point is at the CAS operation, and, due to the
guarantees of the CAS operation, at this point the effect is certain to correspond to a
sequential push operation on a stack. Linearization points can be divided into three
categories [DD15]: fixed, future-dependent, and external linearization points. The
linearization point in Figure is a fixed linearization point as the linearization
point is always exactly at the CAS operation. These linearization points are the
simplest to handle from a verification point of view. A future-dependent linearization
point is one where the exact location of the linearization point can only be known
in hindsight. An external linearization point is one where the linearization point
of an operation does not occur during the execution of the operation itself, but
during the execution of some other operation. In Chapter [2| we see an example of
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a future-dependent linearization point and in Chapter [3| we see an example of an
external linearization point.

Linearizability is only about concurrency, for durability Izraelevitz et al. [IMS16]]
extended the notion to durable linearizability. This states that a durable data-structure
must, in addition to it linearization point, have a persist point where it persists. The
meaning of the persist point depends on whether the data-structure is non-buffered
durable linearizable or buffered durable linearizable. The former is the strongest
notion, an means that after a crash the effect of all executed persist points has
persisted. The latter notion loosens this requirement by stating that only some prefix
of the executed persist points must have persisted.

1.2.2 Contextual Refinement

In Figure [1.2b| we saw a simple example of an implementation of push made thread-
safe by using a lock. Using a lock in this way can in general be used to make simple
sequential data structures thread-safe, and it is quite easy to see that the resulting
implementation is correct. This is in contrast to fine-grained implementations that
can be quite intricate and hard to understand. One approach to verifying tricky
and intricate (but very efficient) thread-safe data structures is to show that they
are in fact contextual refinements of the simple easy to understand ones. Loosely
speaking, this means that they are “as correct”—if one accepts that the simple data
structure is correct then one is also forced to accept that the complicated one is.
Contextual refinement is defined as follows (this definition is slightly simplified to
for presentation):

Fep Do e2: T 2VK, v Kley] =% v = Fu. Klea] =% v

This reads: the program e; is a contextual refinement of the program ey if any
context K that when given e; terminates in some value, then K when given es also
terminates in some value. The use of termination is used as a proxy to determine
whether a context is able to tell e; and es apart. Since this is proven for all contexts,
one can imagine K as being an adversary that tries to distinguish e; and ez by
terminating when seeing one and not terminating when seeing the other. With this
approach to verification one can think of the right-hand side in the definition of
contextual refinement (es above) as begin the specification. In terms of the push
example, behaving like Figure is what it means to be a correct concurrent push
operation. In Chapter [2]and Chapter [3|we use the contextual refinement approach
to verify two concurrent data structures.

Contextual refinement has not been used to verify durable data-structures, but it
is quite likely that it could, if the stepping relation —* in the definition of contextual
refinement incorporates crashes. We will not consider that approach in this thesis.
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1.2.3 Logical Specifications

A third correctness criteria for concurrent data-structures, is to give them a specifica-
tion phrased inside a program logic. Two such approaches are HOCAP-style [SBP13]
specifications and TaDA-style specifications [RDG14]]. These approaches both cap-
ture a property of logically atomicity, which expresses what it means, withing the
logic, for an operation to appear to take place instantaneously. One could say that
these styles of specifications state which reasoning principles a client of a linearizable
operation can use, phrased in terms of a specification in a program logic. Given
this, the strength of this approach is naturally that they are readily applicable for
verifying clients that use a linearizable data structure. The downside is that these
specifications usually does not translate to a strong property about the data-structure
itself independently of the program logic. This is in contrast to linearizability and
contextual refinement which are a mathematical properties of a data-structure. In
a recent paper, however, it was shown that, in a certain first-order setting (more
restricted than what we consider in this thesis), a logically atomic specification for
an operation does imply that the operation is linearizable [Bir+21]]

Logical specifications have not been explored for durable data-structures for
persistent memory.

1.3 Program Logics for Concurrency and Persistency

This section gives a brief overview of the program logics that are of particular
relevance to this thesis and explains how they relate to the challenges and correctness
criteria mentioned.

1.3.1 Iris

Iris is a state-of-the-art separation logic mechanized in the Coq proof assistant. Iris
contains both a particular program logic that can be used to reason about concurrent
programs. At the most fundamental level Iris contains a base logic that includes the
most primitive features of the logic: the BI connectives, ownership over higher-order
ghost state, the later modality, and more.

Iris has been used to give both HOCAP-style and TaDa-style specifications for
concurrent data-structures. It can verify linearizable data-structures with both fixed,
external, and future-dependent linearization points. The last type of linearization
point is supported by a feature called prophices [Jun+20a]. The Iris program logic
assumes sequential consistency, that is, it does not consider the weak behaviors
described earlier. Various other Iris-based logics consider weak memory [Dan+20;
Dan+22}; Kai+17; [MJP20].
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1.3.2 ReLoC

ReLoC is a program logic for showing contextual refinement [FKB18; FKB20a].
ReLoC is based on Iris and makes it possible to use all the capabilities in Iris to
show a refinement judgment that implies contextual refinement. In Chapter|2|and
Chapter [3] we use ReLoC as our vehicle for the verifications that we carry out.

1.3.3 Perennial

Perennial is a program logic, based on Iris, that extends the Iris program logic
with novel features that makes it possible to reason about crashes and show crash-
safety. The Perennial program logic assumes a strong persistency model and does
not consider the weak behaviors arrising with persistent memory and volatile CPU
caches.

1.3.4 Owicki-Gries based Program Logics for Persistent Memory

No separation logics have been created that are able to reason about weak persistency
models. However, two ground-breaking Owicki-Gries based program logics for the
weak x86 persistency model [Bil+22; RLV20[] have been created. These are the first
program logics that are able to verify and reason about programs that use persistent
memory.

Since these logics are not based on separation logic they lack some of the fea-
tures found in separation logics. One of these features is modularity derived from
separation logics notion of ownership. This means that these logics are not able to
give self-contained specifications of durable data-structures as modules that can be
used by independent clients.

1.4 Contributions and Structure

In this section I give an overview of the contributions made by this thesis, its structure,
the papers and manuscript on which it is based, and my personal contributions to
the individual chapters.

1.4.1 List Of Publications and Manuscripts

This thesis includes the following published papers:

[VB21] Simon Friis Vindum and Lars Birkedal. “Contextual refinement of the
Michael-Scott queue (proof pearl).” In: CPP °21: 10th ACM SIGPLAN Interna-
tional Conference on Certified Programs and Proofs, Virtual Event, Denmark,
January 17-19, 2021. ACM, 2021, pp. 76-90. por:[10. 1145/3437992 . 3439930

[VFB22] Simon Friis Vindum et al. “Mechanized verification of a fine-grained con-
current queue from meta’s folly library” In: CPP ’22: 11th ACM SIGPLAN


https://doi.org/10.1145/3437992.3439930
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International Conference on Certified Programs and Proofs, Philadelphia, PA,
USA, January 17 - 18, 2022. Ed. by Andrei Popescu and Steve Zdancewic. ACM,
2022, pp. 100-115. por: |10.1145/3497775.3503689

[VB23c] Simon Friis Vindum and Lars Birkedal. “Spirea: A Mechanized Concurrent
Separation Logic for Weak Persistent Memory.” In: Proc. ACM Program. Lang.
7.00PSLA2 (Oct. 2023). por:[10.1145/3622820

Additionally, the thesis includes the following manuscript:

« Simon Friis Vindum, Aina Linn Georges, and Lars Birkedal. “The Nextgen
Modality: A Modality for Non-Frame-Preserving Updates in Separation Logic”
In submission.

1.4.2 Contributions

The contributions made by each chapter in Part[[are as follows.
Note: Some of the description of the contributions are derived from the text in
the individual papers.

Chapter

This chapter uses the ReLoC logic to verify the well-known Michael-Scott queue.
The contributions in this chapter includes:

+ A new resource algebra called discardable fractions. This generalizes the
resource algebra of fractions to allow for discarding of a non-zero fraction in
order to option a duplicable element proving that a fraction was discarded.

+ A new persistent points-to predicate based on discardable fractions. This
is a general extension of separation logic that makes it simpler and more
convenient to express locations that are immutable.

« A proof that the Michael-Scott queue is a contextual refinement of a simple
lock-based coarse-grained queue. This is the first time that a result of this
strength for the full (non-simplified) MS-queue and in a higher-order setting
has been shown and mechanized.

+ A claim that the proof is particularly elegant as it makes use of the persistent
points-to predicate and a notion of reachability that concisely captures the
invariants maintained by the various nodes in the MS-queue.

« All the contributions are mechanized in Cogq.

After the publication of the paper underlying this chapter, discardable fractions
has replaced the use of fractions in many (or perhaps most) places in the Coq
mechanization of Iris. Furthermore, discardable fractions and persistent points-to
predicates has been used to great effect in several other bodies of research [[Geo+23;
MP22; MWB24; Tim+21; [VP23].
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Chapter

This chapter uses ReLoC to verify a high-performance queue, called the MPMC
queue, from the open source library Folly developed and used at scale in production
by the company Meta. The contributions in this chapter includes:

+ An informal analysis of the MPMC queue and description of how one of its
linearization points is external.

« The MPMC queue consists of two submodules: a turn sequencer and a single-
element queue. Hoare-style specifications are given for the two submodules.

« A proof that the MPMC queue contextually refines a coarse-grained queue.
Since the MPMC queue, unlike the MS queue, might block in some circum-
stances, the coarse-grained queue used here it not exactly the same as in the
last chapter.

« An explanation of why prior versions of ReLoC could not handle external
linearization points and an extension of ReLoC, both on paper and in Coq,
with support for reasoning about external linearization points. With this
addition ReLoC is now able to verify data-structures with all the three types
of linearization points.

o All the results in this paper are formalized in the Coq proof assistant.

Chapter

This chapter introduces the logic Spirea, a separation logic for reasoning about
progarms under a weak memory and persistency model. The contributions in this
chapter includes:

« A resource changing posts crash modality that can account for the non-deterministic
changes in resources at crashes under weak persistency. This post-crash
modality supports rules of the form R + (PC) R/, where R’ reflects how R is
non-deterministically affected by the crash.

« Crash-aware invariants, which, in contrast to Iris-style and GPS-style invari-
ants, are sound under weak persistency. Soundness of Spirea crash-aware
invariants relies on having novel proof rules for transfer of resources in and
out of invariants. Our Spirea invariants are crash-aware, meaning that they
can be preserved under our post-crash modality and thus facilitate resource
transfer between code executing before and after a crash. This is the first time
a separation logic contains invariants that can be used to this end.

+ An assortment of features to handle persistent memory instructions: Post-fence
modalities, a post-crash flush modality, and state lower-bounds w.r.t. fences.
These work in tandem to reason about weak flushes and synchronous and
asynchronous fences.
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Chapter

This chapter a novel nextgen modality is proposed and a case study using it is
presented. The contributions in this chapter includes:

« An extension to the Iris base logic with a new modality: the nextgen modality.
This modality makes it possible to make non-frame-preserving changes to
resources in Iris which was previously not possible.

« An extension to the Iris implementation in Coq with the new modality.

« A program logic for a language STACKLANG which contains a call-stack and
stack allocated values. The nextgen modality is used in the proof rule for
returns and the result is a proof rule that is simple and easy to use.

 The program logic and examples using it are formalized in Coq.

Chapter|q]

This chapter introduces a more advanced nextgen modality, intended for Spirea. The
contributions in this chapter includes:

« An explanation of why the post-crash modality used in Spirea in Chapter [4]is
insufficient for proving stronger specifications for durable data-structures.

« A more powerful nextgen modality that ties the generational transformation
to separation logic resources.

« A new model for BaseSpirea that uses the nextgen modality towards achieving
an improved version of the logic that reaps the benefit of the nextgen modality.

1.4.3 Statement of Personal Contributions

Below I list the correspondence between each chapter in Part/[II| of this thesis and
the mentioned papers and manuscripts. Additionally, I list my own personal con-
tributions to each of the chapters and the respective paper and projects they relate
to.

« Chapter [2|is a verbatim inclusion of Vindum and Birkedal [VB21]]. For this
paper I am the main author with my co-author PhD Lars Birkedal serving
an advisory role. I carried out the research, in particular the proof and its
mechanization in Coq. I wrote the paper with feedback and editing by my
co-author.

« Chapter [3|is a verbatim inclusion of Vindum et al. [VFB22]. I am the main
author of the paper, with Dan Frumin serving a minor role, and Lars Birkedal
an advisory role. I lead the research, in particular I verified the data-structure
and created the extension to ReLoC. I mechanized the proof in Coq with minor
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help from Dan. Dan translated the C++ implementation of the MPMC queue
in Folly into HeapLang and mechanized the extension to ReLoC in Coq with
minor suggestions from me. I lead the writing of the paper and wrote the
majority of the paper. Lars wrote parts of Section [3.1]and Dan wrote parts of
Section [3.7] Both co-authors provided feedback and editing of the paper.

« Chapter[d]is a based on of Vindum and Birkedal [VB23c]. The text is unchanged
except that I have integrated the appendices from the original publications
into the main text and included Figure [4.6|and Figure [4.9| that did not fit with
the space requirements of the published paper. For this paper I am the main
author with my co-author Lars Birkedal serving an advisory role. I carried out
the research and the mechanization effort. I wrote the paper with feedback
and editing by my co-author.

« Chapter [5|is unchanged compared to above-mentioned manuscript. I lead
the research leading to the created of the nextgen modality with advice from
Lars. I mechanized the modality in Coq. Aina Linn Georges lead the research
regarding the language with stack allocation described in Section [5.4] and
mechanized it in Coq. I'lead the writing of the paper except for Section [5.4|
which was written by Aina. All co-authors provided feedback and editing of
the paper.

« Chapter|[6]is not based on a publication. It is part of a larger ongoing project
carried out together with Yixuan Chen and Lars Birkedal. The part of the
project covered in the chapter was lead by me (with other parts, not men-
tioned in the chapter, being lead by Yixuan). I carried out the research and
mechanization with feedback from Yixuan and Lars. The text in the chapter is
written by me.
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Chapter 2

Contextual Refinement of the
Michael-Scott Queue

Abstract

The Michael-Scott queue (MS-queue) is a concurrent non-blocking queue.
In an earlier pen-and-paper proof it was shown that a simplified variant of
the MS-queue contextually refines a coarse-grained queue. Here we use the
Iris and ReLoC logics to show, for the first time, that the original MS-queue
contextually refines a coarse-grained queue. We make crucial use of the recently
introduced prophecy variables of Iris and ReLoC. Our proof uses a fairly simple
invariant that relies on encoding which nodes in the MS-queue can reach
other nodes. To further simplify the proof, we extend separation logic with a
generally applicable persistent points-to predicate for representing immutable
pointers. This relies on a generalization of the well-known algebra of fractional
permissions into one of discardable fractional permissions. We define the
persistent points-to predicate entirely inside the base logic of Iris (thus getting
soundness “for free”).

We use the same approach to prove refinement for a variant of the MS-
queue resembling the one used in the java.util.concurrent library.

We have mechanized our proofs in Coq using the formalizations of ReLoC
and Iris in Cogq.

2.1 Introduction

The Michael-Scott queue (MS-queue) is a fast and practical fine-grained concur-
rent queue [MS96b]]. We prove that the MS-queue is a contextual refinement of a
coarse-grained concurrent queue. The coarse-grained queue, shown in Figure
is implemented as a reference to a functional list and uses a lock to sequentialize
concurrent accesses to the queue. We thus prove that in any program we may replace
uses of the coarse-grained, but obviously correct, concurrent queue with the faster,
but more intricate, MS-queue, without changing the observable behaviour of the
program. We recall that, formally, an expression e contextually refines another

19
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dequeue, lock list () =
sync (lock) {
match !list with
nil = none
x::as = list <— xs; some x }

enqueue g lock list £ sync (lock) { list < (!list + [z]) }

queueq; = A.
let lock = newlock ()
list = ref nil in
(A_. dequeue lock list (), Az. enqueuec lock list x)

Figure 2.1: The coarse-grained queue.

expression ¢/, denoted A;T' F e S, € : 7, if for all contexts K, of ground type,
whenever K [e] terminates with a value there exists an execution of K[e'] that ter-
minates with the same value. One should think of e as the implementation (in our
case the MS-queue), ¢’ as the specification (in our case the coarse-grained queue),
and K as a client of a queue implementation.

Note that the contextual refinement implies that the internal states of the two
queues are encapsulated and hidden from clients who could otherwise tell the dif-
ference between the two implementations. Contextual refinement is also related
to linearizability, a popular correctness criterion considered for concurrent data
structures. Linearizability has mostly been considered for first-order programming
languages (without higher-order functions and abstract types). For a particular
first-order language and under strong assumptions, Filipovic et al. [Fil+10a] showed
that linearizability and contextual refinement coincide. Recently, Murawski and
Tzevelekos [MT19] proposed a notion of linearizability for a programming language
with higher-order functions, and they also proved that their notion of linearizability
is sound, that is, that it implies contextual refinement. To the best of our knowledge,
no sound notion of linearizability has been developed for the very rich programming
language we consider (with higher types, abstract types, general references, and
fork-based concurrency), so instead of using linearizability, we follow the approach
of Turon et. al., and show contextual refinement directly [Tur+13b].

Turon et. al. showed how the proof technique of logical relations can be used to
prove contextual refinement of fine-grained concurrent data structures [Tur+13b].
They also gave pen-and-paper proofs of contextual refinement for a simplified variant
of the MS-queue. Here we present a mechanized proof of contextual refinement for
the original MS-queue. This is more challenging, since proving refinement for it
requires, among other things, the use of prophecy variables. The implementation of
the MS-queue for which we prove refinement is faithful to the original, in the sense
that we do not simplify or change it.

To carry out the proof we use ReLoC [FKB20b], a logic for reasoning about
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contextual refinement defined on top of Iris, a state-of-the-art higher-order con-
current separation logic framework [Jun+18a]. Our mechanization uses the Coq
implementations of ReLoC and Iris and the proof mode for Iris [Kre+18; KTB17a].

A key insight in our proof is to use a notion of reachability as a unifying concept
that concisely captures both the roles of the nodes in the MS-queue, the protocol for
how the queue may be modified, and the invariants that the queue maintain. This is
arguably simpler than the approach used in [Tur+13b].

Like many data structures, the MS-queue contains locations that are never
mutated after a certain point. To further simplify our proof we thus extend separation
logic, in particular Iris, with better support for reasoning about locations that never
change, by representing them as immutable pointers in the logic. To explain what
this means at a high level, recall the points-to predicate ¢/ — v, which has been
present in separation logic since its inception for reasoning about shared mutable
state [Rey02]. The points-to predicate denotes ownership over location ¢ and the
knowledge that ¢ points to the value v. It has been generalized to the fractional
points-to predicate ¢ <7 v where one can own a fraction, ¢ € (0, 1] N @Q, of a points-
to predicate [Bor+05; Boy03]. Changing a pointer is only possible when ¢ = 1,
whereas reading a location is possible with any fraction. This makes it possible
to split access to a location and later reassemble it for further mutation. One can
existentially quantify over the fraction (3¢.¢/ <9 v) which makes it impossible to
reassemble the entire fraction. This predicate, however, is only duplicable whereas
we seek a predicate that is persistent—a strictly stronger notion [BB18|]. Hence neither
of these existing points-to predicates gives a satisfying way to reason about locations
that arrive at a final value, after which they never change. To support reasoning
about such locations, we generalize the points-to predicate further and introduce a
persistent points-to predicate, £ <= v. In contrast to the beforementioned points-to
predicates, our new persistent points-to predicate does not represent ownership
over a resource; it only denotes the knowledge that ¢ always points to v. Since this
predicate is persistent in the Iris-technical sense, it satisfies additional properties
in comparison to the standard (fractional) points-to predicate and reasoning about
immutable locations therefore becomes simpler when this predicate is used. We show
that one can obtain a persistent points-to predicate by generalizing the notion of
fractional permissions to one that allows discarding a fraction. One can then discard
a fraction of the fractional points-to predicate and obtain a persistent points-to
predicate; intuitively this makes sense since changing a location requires the entire
fraction of the points-to predicate.

In summary, we make the following contributions:

« We show how the invariants maintained by the MS-queue can be expressed in
a simple and unifying way by a notion of reachability.

« We show that a faithful implementation of the original MS-queue contextually
refines a coarse-grained queue.
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Figure 2.2: The MS-queue consists of a singly linked list. Here the tail pointer is
lagging as it points to the second to last node.

« We extend separation logic (Iris and ReLoC in particular) with a persistent
points-to predicate and demonstrate how it simplifies reasoning about the
MS-queue.

« We show how the persistent points-to predicate and its associated proof rules
can be defined and proven entirely inside the Iris base logic.

« To define the persistent points-to predicate we construct two novel resource
algebras. The resource algebra of discardable fractions, which generalizes
the well-known notion of fractions in separation logic, and the authoritative
resource algebra with projections.

+ Based on our formal proof, we discover that the use of consistent snapshots
in the MS-queue is not necessary for the correctness of the algorithm in a
garbage collected language.

« Finally, we use the same approach based on reachability to prove refinement for

a variant of the MS-queue resembling the one used in the java.util.concurrent

library.

All our results are formalized in Coq and we have extended the Coq implementation
of Iris and ReLoC to support the persistent points-to predicate [VB20].

Outline We explain the fine-grained MS-queue algorithm and its implementation
in Section [2.2|and then proceed to describe the structure of a refinement proof in
ReLoC in Section [2.3] where we also present the coarse-grained queue that serves as
a specification. The persistent points-to predicate and its proof rules are introduced
in Section Here we also further motivate why we seek a points-to predicate
that is persistent and not merely duplicable. In Section 2.5 we detail the key ideas of
the refinement proof and the invariant used. In Section [3.5| we present the actual
refinement proof. In Section 2.7 we observe that the so-called consistent snapshots
used in the MS-queue can be omitted without compromising the correctness of
the algorithm, and in Section [2.8] we quickly comment on how we have used the
same proof technique to prove refinement for a variant of the MS-queue. Finally, in
Section[2.9 we detail how the persistent points-to predicate and its properties are
actually defined and proved in the Iris base logic, by introducing two novel resource
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Tu=a|l|bool|int|TxT|T+7T|T—>T
| Yo7 | JaT | pot | ref 7

viu=i€Z|le Loc|true |false | (v,v) |inj, v |inj,v
| rec f(x) =e|A.e|packwv |foldv

ex=ux|v|ifethencelsee|(e,e)|m e|melinj e]injye
| match e withinj, z = e |inj,z = e|ee]e()
| pack e |unpack e in z.e | fold e | unfold e
| refe|le|e<« e|CAS(e e e)|fork {e} | ...

Syntactic sugar

. A A e . AN
Option7 =1+ 7 none =inj; 1 somewv = inj, v

A . A
Ar.e=rec_x=ec¢ letz=-ejines = (A\x.e3) ey

Figure 2.3: Syntax of the types and terms of HeaplLang.

algebras. While we do recall the notion of a resource algebra, some familiarity with
the Iris notion of resource algebras is probably needed to understand the details of
(only) this section. We end by discussing related work in Section

2.2 The MS-Queue

As depicted in Figure the MS-queue consists of a singly linked list that contains
the values (z1, ..., x, in the figure) in the queue. The first node (¢;) is called the
sentinel and its content is not a value in the queue. The queue maintains two pointers,
the sentinel pointer (¢, ), which points to the sentinel, and the tail pointer (¢,;), which
points to the tail (¢;). The tail is either equal to the last node (¢;) or the second to
last node. In the latter case, we say that the tail pointer is lagging behind. Note that
¢y = ¢; when the tail pointer is not lagging behind.

We adopt the following naming convention: If /,, is a location representing a
node, then a location pointing into that node is denoted ¢,,, and the location pointing
out from that node to the next node is denoted ¢,,,. If /,, is a node and /,,, its successor,
then the pointer between the nodes can be denoted both /,,, or ¢,,, depending on
the circumstances.

The implementation of the MS-queue is shown in Figure It is written in
HeapLang, alanguage included in the mechanization of Iris and which ReLoC extends
with a type system to facilitate refinement proofs. The syntax of the language is
presented in Figure it is a A-calculus with impredicative polymorphism, iso-
recursive types, higher-order store, and thread-based concurrency. The language
and its type system are standard; further details can be found in [FKB20b].

We have kept our implementation as faithful as possible to the original im-
plementation. In order to emphasize this, we have annotated the code with line
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numbers in direct correspondence with the line numbers in Michael and Scott’s
original code [MS96b]. All differences are minor and stem from inherent differences
between HeapLang and the C-like language used in the original.

Initialization The queueys function is the constructor for the queue and the
entry point to the implementation. It uses a type abstraction, A, such that the queue
is generic in the type of elements that it stores. This lambda also serves to ensure
that the internal state of the queue is encapsulated in a closure. The initialization
allocates an initial node, a sentinel pointer, and a tail pointer. The latter two points
to the initial node. A newly constructed queue is illustrated in Figure

A node is a pointer to either none or some of a pair of a value and a pointer to
the next node. The pointer serves to make nodes comparable by pointer equality
such that pointers to nodes can be changed with CAS.

Since there is no value to put in the initial sentinel, which queue, ;s must construct,
none is used. All other nodes contain an actual value v and hence contains some v.
Thus we often need to get the value of an Option which is known to be a some. This
is the purpose of the getValue function.

Dequeue Dequeue reads the sentinel pointer and then the pointer to the sentinel’s
successor. If no successor exists the queue is empty and none is returned. If a
succeeding node is found, dequeue attempts to change the sentinel pointer to the
succeeding node with CAS. If the CAS is successful, the value in the new sentinel is
returned. If the CAS is unsuccessful the operation is restarted. Figure[2.5|shows how
successfully dequeuing an element from a non-empty queue swings the sentinel
pointer forward.

The implementation contains prophecy annotations on line D4b and D5. These
do not affect the execution of the program and can be ignored for now.

Enqueue Enqueue constructs a new node with the value that is to be enqueued. It
then reads the tail pointer and obtains a node that may be the last. To determine if it
is, enqueue checks whether or not the node has a successor. If a successor exists the
tail pointer is lagging behind, and enqueue attempts to move the tail pointer forward
with a CAS after which it restarts. If no successor exists then the node is currently
the last. By means of a CAS enqueue then attempts to change the outgoing pointer
of the node such that it points to the new node. If the CAS is successful, the tail
pointer now lags behind, and enqueue attempts to advance the tail pointer to the
new node. If, on the other hand, the CAS is unsuccessful, the operation restarts, and
the tail pointer is read anew. Figure [2.6|illustrates how a successful enqueue inserts
a new node and then swings the tail pointer forward.

Highlights We highlight a few aspects of the MS-queue that are of particular
interest in terms of the verification.
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Figure 2.4: A newly constructed queue.
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Figure 2.5: dequeue on the MS-queue.
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Figure 2.6: enqueue on the MS-queue.

On D6 the sentinel and tail are compared to each other. This is a rather indirect
way of checking whether or not the queue is empty. If they are equal the queue
is either empty or the tail pointer lags behind. Otherwise, the else branch on line
D13 assumes that the queue is guaranteed to be non-empty. In our proof, we must
formalize why this assumption is correct.

On line D5, a so-called consistent snapshot is performed: the value of toSent read
on line D2 is compared to a newly read value of toSent. This ensures that toSent has
not changed in the meantime and is intended to ensure that the values of tail and
next are consistent. Similarly, enqueue performs a consistent snapshot on line E7.

Line D7 checks whether the next node is none or not. If it is not, then the tail
pointer is lagging behind because an unfinished enqueue operation has not yet
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updated it. Dequeue then attempts to update the tail pointer on D10. Likewise, on
E13 enqueue also detects a lagging tail and attempts to update it. These are instances
of helping, a pattern where the execution of one operation helps another.

As we will see, a contextual refinement proof for a fine-grained concurrent
data-structure involves finding its linearization points. It is fairly clear that enqueue’s
linearization point is the CAS on E9 and that dequeue has a linearization point on
line D13. What is less obvious is that when dequeue finds the queue empty and
returns none on D, its linearization point is at the load on D4c. However, line D4c is
only a linearization point if next points to none and if the consistent snapshot on the
next line succeeds. Because of this, it was conjectured by Morten Krogh—JeSperse
that one would need some kind of prophecy variables to reason about this; and
indeed, in our proof, to know whether or not the check on the next line succeeds we
use the recently introduced prophecy variables of Iris and ReLoC.

2.3 Structure of a Refinement Proof

In this section, we describe how to carry out a refinement proof of a fine-grained
concurrent data-structure such as the MS-queue using ReLoC. We first consider the
ingredients that such a proof consists of.

Persistently modality Iris has a persistently modality 0 and O P means that
P always holds. A proposition P is per definition persistent if P - 0O P, i.e., if one
from P alone can show that P always holds. Therefore persistent propositions
represent knowledge. Propositions that are not persistent are called ephemeral—they
represent ownership over resources. To show a goal of the form [0 P one can only

use persistent assumptions in Figure [2.8). The intuition being that to

show that something always holds one can only depend on other facts that always

hold.

Specification In a proof of refinement, the specification should be a simple imple-
mentation of the same interface that the implementation is intended to implement.
As mentioned in the Introduction, our specification is a coarse-grained concurrent
queue, implemented using a pointer to a functional list and where the operations
are guarded by a lock, which is included in ReLoC. The official definition of the
coarse-grained queue is given in Figure the version shown in the Introduction
used a modicum of syntactic sugar.

Refinement judgment To prove a contextual refinement ReLoC offers a refine-
ment judgment |= e; 3 e : 7 which denotes that e refines eg at the type 7. The
ReLoC soundness theorem states that if such a judgment holds inside the logic,
then the corresponding contextual refinement holds in the surrounding meta-logic.

'When he attempted to verify the MS-queue in 2014 using the iCap logic, a precursor to Iris.
Private communication.
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D2:
D3:
D4a:
D4b:
D4c:
D5:
Dé:
D7:
D8:
D1o:
Di1:
D13:
D14:
D15:
Die:

E1-E3:
E4:
E5:
E6a:
E6b:
E7:
ES:
E9:
E17:
E11:
E13:
E14:

getValue 2 = match z with none = () () | some v = v

queueys = A.
let node = ref (some(none, (ref (ref none))))
tail = ref node
sent = ref node
in (dequeuey sent tail, enqueue, tail)

dequeue,, toSent toTail £ rec loop () =
let sent = !toSent

tail = !toTail
toNext = my (getValue !sent)
p = NewProph

next = ltoNext in
if sent = Resolve(!toSent, p, ()) then
if sent = tail then
match !next with
none = none
some _ = CAS toTail tail next; loop ()
else
if CAS toSent sent next
then some (getValue (7 (getValue !next)))
else loop ()
else loop ()

enqueue,q toTail 7 =
let node = ref (some (some x, ref (ref none))) in
(rec loop() =
let tail = !toTail
toNext = 7y (getValue !tail)
next = [toNext in
if tail = !toTail then
match !next with
none = if CAS toNext next node
then CAS toTail tail node; ()
else loop ()
some _ = CAS toTail tail next; loop ()

else loop ()) ()

Figure 2.7: Implementation of the MS-queue in HeaplLang.

27
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[J-SEP-AND [J-EXISTS PERSISTENT-[] INV-ALLOC
O(PAQ) Jz.OP P persistent PHQ P
O(P * Q) O3x. P PHOQ el Pl
LOB
QA>PEP
QrP
Structural rules
REL-RETURN REL-TLAM
[T]a(v1,v2) VR :VAL X VAL — iProp. O ([a =R],AlEe ZSes: 7')
AEuv Zvg:T AEAer 3 Aeg : Vaur
REL-PAIR

AEe Zey:T AEe 2e o
AE (e1,€)) 2 (eg,eh) T x

I;L(@fjw?' [7]a(vi,v2) =+ A = (rec fi(z1) = e1) v1 3 (rec fa(x2) = e2) va 0')
A |= (rec fi(z1) = €1) 3 (rec fo(az2) = €2) : 7 = 0

Symbolic execution rules

REL-PURE-R
pure

eg ~ e AlEese IKley]:T
AlEcer 2 Kleg]: T

REL-LOAD-R
l—gv C—=sv—xAFEce IK[v]:T

AEger IK[WU]:T

REL-STORE-R
0 —g — C—=sv—+AFEcer IK[()]:T
AlEser ZK[l+wv]:T

Rules for prophecy variables

REL-NEWPROPH-L
Vv, p. Proph,(p,v) « A = K[p] Zex: 7
A = K[NewProph] Zea: 7

REL-RESOLVEPROPH-L
Proph,(p,v) wpe{u.v=(u,w) «AkEe K[v] Zey:7}
A | K[Resolve(e,p,w)] Zea: T

Figure 2.8: Selected rules from ReLoC (some are simplified for the sake of presenta-
tion).



CHAPTER 2. CONTEXTUAL REFINEMENT OF THE MS-QUEUE 29

dequeuey list =
match !list with
none = none
some p = list <— (72 p); some (71 p)
dequeuec lock list () £
acquire lock; let v = dequeueg list in release lock; v

enqueuel; = rec loop x list =
match list with
none = some (x, none)
some p = some (7 p, loop x (72 p))
enqueuecg lock list v =
acquire lock; list <— enqueuel x !list; release lock

queueq; = A.
let lock = newlock ()
list = ref none in
(A_. dequeue lock list (), Az. enqueuec lock list )

Figure 2.9: Implementation of the coarse-grained queue.

ReLoC provides high-level rules for working with these refinement judgments that
result in simpler proofs than other approaches (e.g.,directly using logical relations).
The structural rules apply when each side of the refinement is of the same syntactic
form—it then suffices to show refinement of the sub-expressions that constitute the
constructions. One such rule is which states that to show that two pairs
are related it suffices to show that they are pair-wise related. Note that to show that
two functions are related, using one must do so persistently, that is, without
relying on any ephemeral resources. This is because a context could call a function
an arbitrary number of times, and thus the functions must always be related at any
point in the future.

When the two sides of the refinement are not of the same syntactic form, one
must use symbolic execution rules to step either side forward. Note that the i and s in
the points-to predicates denote if they are for the implementation or the specification.

Invariants As mentioned, to show that two functions are related one can only
use persistent propositions. Non-persistent propositions can be made persistent by
establishing an invariant using the rule The proposition L denotes
knowledge of an invariant with the name ¢ and is persistent even if P is not. During
a refinement proof, one can open an invariant around a single atomic expression
e on the left-hand side. The contents of the invariant can be used to symbolically
execute e, but, afterward it is an obligation to close the invariant by showing that it

still holds. Crucially this restriction does not apply to the right-hand side, here it
is allowed to take several steps of symbolic execution with an invariant open. The
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IcG(Ceg, Ik, 18) £ Lo < isList(zs) * isLocked (Ik, False)
isList( ~ []) = none

isList(x :: 75) = some (x, isList(xs))

DEQUEUECG-NIL-R

Ieg(Leg, I, []) Ieg(leg, Ik, []) + A =g er 3 K[none] : 7
A =g er 3 K[dequeuepg lk e ()] = 7

DEQUEUECG-CONS-R
Icg(Leg, Ik, x 2 as) Ieg(leg, tk,25) + A =g e1 T K[somex]: T

A =g e; 3 K[dequeuepg lk e ()] - 7

ENQUEUECG-R
Icg(Leg, Ik, xs) lIog(Ceg, Ik, zs + [2]) « A =g er SK[()]: 7
A =g er T Klenqueuecg lk bg ] o 7

Figure 2.10: Right-hand side relational specification for the coarse-grained queue.

way the above restrictions are enforced is rather technical, so we omit the details,
but note that the modality &> is used to denote when invariants can be opened.

Linearization points During a refinement proof, one must maintain a link be-
tween the state of the implementation and the specification such that upon termi-
nation one can show that the two values are related. For a fine-grained concurrent
data-structure, such as the MS-queue, operations “take effect” at specific points,
namely the linearization points. At these points, the specification should be sym-
bolically executed from start to end; this is possible even while an invariant is open
per the above. To this end we use the rules for the coarse-grained queue shown in
Figure these are easy to prove using the lock specification that ReLoC includes,
and our definition of the representation predicate Icg for the coarse-grained queue,
also shown in the figure. The representation predicate states that the physical state
of the coarse-grained queue (the pointer to a list and the lock) corresponds to a
logic-level sequence.

Prophecy variables For the MS-queue in particular we also need prophecy vari-
ables. These are a recent addition to Iris and ReLoC [FKB20b; [Jun+20b]]. Recall how
the load at D4c may be a linearization point depending on the result of the load
on the next line, D5. Hence, when we symbolically execute the load at D4c we
need to know the result of a future expression. This is what prophecy variables
make possible. They rely on code annotations, which do not affect the execution
of the program but aids in reasoning. A prophecy is created with NewProph and
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MAPSTO-INTRO-[] MAPSTO-AGREE-[] PERSISTENT
=Ty =D =5 (=5
Bl v="1 Of—-wv
Hr-LoaD-O REL-LOAD-R-[]
(=T AEKv]Ze:T
{ —=F u} M {vw =u} AEK[ W] Ze:T
REL-CAS-L
(v # V] —k
(0 =7 v A =g K[false] S ey:7) V
e o Jq. (0 =1 v«
e (0 = v A g K[false] Sez:7))) A
(v =0y =

(0 —=iv* (0 —ivy = Al=e K[true] Sep:7)))
A ):K[CAS(E,’Ul,’UQ)] ;jeg T

Figure 2.11: Rules for the persistent points-to predicate.

perit results in a resource Proph,(p, v) where p is the name of the

prophecy and v is a value. Intuitively, v is equal to the value which the prophecy is
eventually resolved to. A prophecy is resolved with an atomic prophecy resolution:
Resolve(e, p, w). This expression behaves computationally exactly as the atomic
expression e. Its rule [ReL-rEsoLvEPROPH-1] requires Proph, (p, v), and hence one can
think of this resource as giving one the right to resolve the prophecy. It then states
that v is equal to (u, w) where u is that value that e evaluates to. In our case we
create a prophecy at D4b, hence at this point we get a value v that can be thought of
as the result of the future expression !toSent.

Given these ingredients, the overall structure of a refinement proof is: (a) Decide
on a specification and prove right-hand side lemmas for each operation (Figure [2.10]
in our case). (b) Define an invariant that relates the state of the specification to that
of the implementation (Section [2.5) (¢) Use symbolic execution rules to step through
the initialization of each side. (d) Establish the invariant and use structural rules to
get the goals to show that each operation is related. (¢) Show that each operation is
related by using the invariant; at each linearization point apply the corresponding
lemma for the specification.

2.4 Persistent Points-To Predicate

Consider the depiction of the MS-queue in Figure 2.2 on page 22 All the pointers,
except L5, {5, and ¢, are never changed, and, once ¢, is changed it is never
changed again. As we will see, expressing precisely which parts of the MS-queue
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change, and which do not, is central to our approach. Since data-structures with
locations that are or become immutable are common, it makes sense to develop
a generally applicable tool for reasoning about immutable pointers. To this end,
we introduce the persistent points-to predicate, denoted ¢ < v as mentioned in
the In contrast to the normal points-to predicate, which allows for
mutation but no sharing, the persistent points-to predicate allows for free sharing
but no mutation.

The reader may wonder whether there is an already existing alternative to a new
persistent points-to predicate. Perhaps 3¢. ¢ < v? This predicate, however, is only
duplicable whereas we want a points-to predicate that is persistent. This is because
persistence is a strictly stronger notion and persistent propositions enjoy additional
properties. The persistent modality commutes with all the logical connectives (e.g.[0]
and under it conjunction and separating conjunction coincides (O-sep-aND).
Hence persistent propositions form a sublogic with non-substructural properties.
This is not the case for duplicable propositions: for instance, ¢ < v is not duplicable
but Jq.¢ —9 v is. Persistent propositions are utilized to great effect in the Coq
mechanization of Iris, see [KTB17al.

Maybe one could remedy this issue by wrapping the existentially quantified
fractional points-to predicate in an invariant, that is, use L ? This would
result in a persistent predicate, but, we want a persistent points-to predicate that
can be used as a normal points-to predicate, including being put inside invariants,
and with this definition, we would be led to nested invariants. And while Iris does
support nested invariants, reasoning about such would involve the later modality
and, as a result, it would make the use of the persistent points-to predicates more
restrictive.

Other approaches to modeling immutable locations exist, e.g., one may use a
combination of invariants and additional ghost state, as done in [KTB17a], but this
approach is more complex and our points-to predicate would have simplified the
proofs in [KTB17al.

A selection of the rules for the persistent points-to predicate is shown in Fig-
ure Since the persistent points-to predicate represents locations that never
change, it is persistent (PErsisTENT). Given any fraction of a normal points-to pred-
icate, one can obtain a persistent points-to predicate (MApsTO-INTRO-[J)—One can
think of the fractional points-to predicate as being discarded in exchange for a per-
sistent points-to predicate. The modality |&> is there because discarding the fraction
requires updating ghost state. Persistent points-to predicates for the same location
must point to the same value (Maprsto-aGree-0). Finally, the predicate can be used
for read-only operations, such as loading a pointer (Hr-Loap-0J).

In Section [2.9| we show how to define the persistent points-to predicate and
derive its rules entirely within the Iris base logic. This automatically guarantees
soundness of the rules. We have additionally extended the Coq formalization of
Iris and ReLoC to support the persistent points-to predicate as seamlessly as they
support the normal points-to predicate. Among other things, this means that the
tactics in the proof mode automatically use the persistent points-to predicate when
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possible.

The last rule in Figure is an improved version of a corresponding
rule in ReLoC [FKB20b]. It now allows using the persistent points-to predicate
to show that a failed CAS is safe. This makes sense since it is sufficient to have
read-only access to a location as long as one is not actually successful in mutating it.
The other change to the rule is in the ordering of connectives. This change is subtle
but makes the rule more complete. The original rule for CAS in ReLoC is structured
as

vl —ivx((v#v =*...)V(v=0v =*...))

whereas our rule allows one to first offer a witness v, then assume either v = v1 or
v # v1, and then use this (in)equality to show the points-to predicate. This turns out
to be essential in the proof of refinement of enqueue.

2.5 Invariant for the Refinement Proof

We now present the invariant used in the refinement proof.

2.5.1 Reachability

A key insight of our approach is how the invariants that the MS-queue maintains can
be expressed in terms of which nodes are reachable from other nodes. Reachability
is expressed with an inductive predicate:

by~ Uy = s, 0. L, ;)iD some(v, £p5) *

(b, = L N Iy by =T Ly 5 by~ L)

It is persistent as the definition uses the persistent points-to predicate to express
that the sequence of nodes is immutable.
Reachability is a preorder on nodes in the sense that for all ¢,, and ¢,,:

1o ‘—>iD some (v, £y ) #x Uy ~> Ly (reachable-reflexive)

by~ by = Uy~ by =% Uy, ~> 4y (reachable-transitive)

Note, that ¢,, ~ ¢, is not trivial, it implies that /,, is actually a node, in the sense
that it points to some of a pair. More generally, ¢,, ~ £, implies that both ¢,, and
£, are nodes.

2.5.2 Abstract Reachability

A crucial property of the MS-queue is that the sentinel and tail pointers are only
moved forward to succeeding nodes. Additionally, the linked list is never mutated
except when new nodes are added at the very end. This implies that if a node can
reach the current sentinel, tail, or last node then it can reach any future sentinel, tail,
or last node.
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ABS-REACH-ALLOC ABS-REACH-CONCR
by~ 1l by - Ym ’Ym':>£m
EI’Yn’Yn@en*en ~=*n envgm*'}/m@gm
ABS-REACH-ABS ABS-REACH-ADVANCE
by~ U Ym B b Ym B lm by~ L,
E (En -3 ’Ym*’Ymtﬁ’gm) E(’ymbgo*go -2 ')’m)

Figure 2.12: Rules for abstract reachability.

To model this we use three ghost variables, 7s, 7, and v;, as abstract nodes that
give fixed names to the idea of the “current” sentinel, tail, and last node respectively.
We then introduce abstract reachability, ¢, --+ 7, capturing that the physical node
£, can reach the abstract node ~,,. To realize this intention, our invariant will tie
the three abstract nodes to the locations that are currently the sentinel, tail, and last
nodes. This is done using a predicate v,, = ¢,, representing that the abstract node
~n, is currently tied to the physical node Z,,.

These predicates satisfy the rules given in Figure The first rule serve as
an introduction rule for abstract reachability. The second and third rule state that
given v,, = ¥, one can go from ¢,, ~ ¢, to £, --+ Y, and vice versa. The last
rule makes it possible to change which physical node an abstract node is tied to as
long as the new node is reachable from the current node.

For the reader familiar with Iris resource algebras we remark that the above can
be realized using the resource algebra AutH(%?(Loc)) and the following definitions:

by ==% Ym = [O{fn}wm Tn B Iy £ EIS'E:.:‘QVH * * b~ L
L

Here &7(A) denotes the resource algebra of sets of A, with union as the operation,
and the core being the identity function.

2.5.3 The Invariant

The top-level invariant in Figure [2.13]is parameterized by a value relation, 7;, and the
values that the implementation and specification consist of. It states the existence
of two mathematical lists xs; and xs; that, through Iy;s and Icg, are related to the
physical representation of each queue. The big separating conjunction relates the
lists pair-wise by 7;. This way of relating the implementation and specification
is arguably simpler than the approach used in [KTB17a; Tur+13b], which would
have intermingled the physical representations of the two queues with the pair-wise
relatedness of the elements in the queues.

Icg is as previously seen and Iy states the existence of /5, ¢;, and ¢; and ties the
abstract nodes to these. It contains the points-to predicates for the three mutable
locations in the queue. It states that the sentinel can reach the abstract tail: £5 --+ ;.
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Top-level invariant
(7, lss, Usgy Leg, T) £ Jgs;, xss.
Ins(Uss, Ust, 255) % Iog (Leg, Ik, xs5) *
X nwa)

(zi,25) (254,25 5)

Invariant for the MS-queue

s (G Uty 55) = s, Lo, by, Loy, 01, L.

Uy =i bg x Uy —i Uy x isQueueys (€15, £ss, 8;) *
Yo B Lg% g T some (—, Lyy) % Ly —=> vy %
N B bk by T some (—, £yy) % £y - 7 %

v B 4 % 6 = some (= 01s) * Ly =i by x Uy <—>iD none

isQueueys(€rs, Ln, () L0, =lsn
isQueueys (15, Lon, 22 28) = Iy, Ly
NN <—>iD b, %0y, <—>iD some (some x, ;) *

isQueuey (415, lns, xS)

Figure 2.13: The invariant and auxiliary definitions.

This knowledge is key to proving the else branch in dequeue starting on line D13,
which we previously discussed. In fact, the reason why the check on D6 ensures that
the queue is empty is exactly that the tail pointer can not fall behind the sentinel
pointer. Additionally, #; --» ~; ensures that the tail can reach the abstract last node.
Finally, isQueue,s relates the linked list to the mathematical list xs;.

Note how the only non-persistent things in Iyss are the three points-to predicates
and the resource tieing the abstract nodes to the physical nodes. Clearly, these can
not be persistent. Hence, our invariant precisely captures and separates the changing
parts of the MS-queue from the unchanging parts.

Before moving on to the refinement proof, we demonstrate how the invariant
and abstract reachability is used by proving a lemma which is to be used whenever
the MS-queue attempts to swing the tail pointer forward.

Lemma 2.5.1. Swing tail pointer forward.

I1(..)] Uy~ Uy, YVo. = K[v]Ze:a
EK[CAS Uy by by ] S e

Proof. We apply and open the invariant. Since the invariant contains
£y — £, for some ¢; we offer the witness ¢;. If the CAS fails we can simply close
the invariant again. If the CAS succeeds we know that ¢, = ¢; and we now get
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U5t — L. When we close the invariant we supply £,,, as the witness for ¢;. To do
that we have to show

V¢ 5 by % L <—>iD some (—, by ) * by ==+ Y

The middle conjunction follows from ¢,, ~ ¢,,. We have v, = /¢, and {,, ~ ¢,
which per the last rule in Figure gets us the rest. O

2.6 Refinement Proof of the MS-Queue
We now prove that the MS-queue contextually refines the coarse-grained queue:
= queueyg T queue : Va.(1 — Option o) X (« — 1)

Since both queuey;s and queue . are type abstractions we apply [REL-TLAM|to show
that in a context extended with « interpreted using any value relation R. We

symbolically execute the code on the left-hand side to the resources:

Enil “—i hone * ES} i gm'l *

ls <> some(none, £y, ) % lyg <> Lg% Ly <> g
From stepping through the right-hand side we get

li;st <5 none x isLocked(lk, False).

Together with [aBs-REacH-ALLOC| this is enough to establish the invariant. We thus
now have ‘ (75, L5, Usty Leg, k) ‘L in the context.

Both sides step to a pair and we apply the structural rule We are then
required to show that the fine-grained dequeue and enqueue are logical refinements
of their coarse-grained counterparts. We do this in the next two sections.

2.6.1 Dequeue
We are to show the logical refinement:
[a := R] = dequeueyg C5s {51 3 dequeueyg Ik Lo : 1 — Option a.

Since both sides are functions we use and have to show that for any two
values v and ve, where [1] A (v1, v2), it is the case that the left-hand side applied to
vy is related to the right-hand side applied to vo. Since v; and v9 are related at the
type 1 they must both be equal to the unit value (). Hence we are to show

[a := R] = dequeueyg U5 U5t () 3 dequeuecg Ik Lo () : Option a.

As the left-hand side is a recursive function we apply the 1L6B rule. This gives us
the induction hypothesis that the refinement holds for any recursive calls. We then
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apply structural rules to symbolically execute the left implementation until we arrive
at the first load:

sent = 14y,
The yellow background indicates the expression currently being symbolically exe-
cuted and which we open the invariant around. We open the invariant and from the
points-to predicate for £, s we know that the load steps to some ¢4 and that we can
assume the following persistent propositions for some ¢, and v:

L €—>iD some (v, Uy ) x bg =% ys x bs =3y x Lg —=> 7, (2.1)
On the next line, the tail is loaded.
tall == !é_)t

By opening the invariant, we can conclude that the load evaluates to some ¢;. We

know that ¢4 can reach the current tail (¢; --+ 74 in Equation ) and that /; is the

current tail (7; = ¢; from the invariant) hence per |aBs-REACH-CONCR we get {5 ~ /4.
On the next line (D4a) ¢ is read:

toNext = o (getValue !/45)

We can evaluate this, without opening the invariant, using the points-to predicate
from Equation . Thus, the load evaluates to some (v, £ ). With this information,
we can symbolically execute the getValue and the projection.

We then arrive at the creation of the prophecy variable at line D4b. Using [REL]
We get the prophecy assertion Proph,(p, v). Since the prophecy variable
is resolved with !toSent on line D5, the value v is, intuitively, equal to the result of
that load. Hence, whether or not v is equal to £, determines the outcome of the check
on line D5. If they are equal, we will be able to show that the check succeeds, and
otherwise, the check will fail. We consider these two cases separately. In the latter
case, where v # /5, dequeue restarts and we only have to show that the execution
up to the recursive call on the last line is safe. This is straightforward so we consider
only the first case where v = /.

We proceed to the next load on D4c:

next = !4,

This load reads the pointer out of the sentinel. Intuitively, if this leads to none then
the queue must be empty and the pointer read is the mutable pointer that enqueue,g
may modify. Hence, if this is the case, this is a linearization point and we must then
conclude that the queue is empty.

To do this, we open the invariant and introduce the existentially quantified
locations with the names ¢, ¢; and ¢; as £y, £y and £y respectively. Using £5 -+ 5
from Equation and [ABs-REACH-CONCR| we can determine that /¢ can reach all
these nodes:

g~ by k bg~o by % by~ L (2.2)

Since ¢4 can reach ¢p they are either equal or ¢, has a successor node which can
reach /.
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First case: We have /5 = (. The sentinel read earlier is equal to the current tail.
Then all the nodes in Equation (2.2) reachable from /; are reachable from ¢;.. But, ¢/
has no successors (¢;:, points to none) hence any node it can reach must be itself:

by =4ty =0y =Ly (2.3)

Per Marsto-acree-0| this implies that /5, = ¢;/,. We thus find that the pointer being
loaded is ¢, and the points-to predicates

Ly =i Lt * Ll <—>iD none

are in the invariant. Hence the load results in £,,;;.
By combining the above with the following fact
isQueueys(ss, Uss, 25) —*
Loy =i bpit =+ Lol <—>iD none — xs = [|.
we conclude that xs; = [] and hence also (from the big separating conjunction in I)

that xs; = []. Using xs; = [| we can now apply [DEQUEUECG-NIL-R| After this our goal
is to show the refinement where K represents the code of dequeue from line D5.

[a:= R] E K[ 4ss] < none : Option a.

We must show that the left-hand side steps to none which we can do as follows: On
line D5 we know that the check in the if-statement is true since we know that the
prophecy variable is resolved to /;. Hence symbolic execution proceeds to line D6
where /; is compared to ¢;. From Equation we know that these are equal. On
line D7 the location /,,;; is loaded,; it points-to none and thus the function returns
none on line D8§.

Second case: There exists a node £,, for which we have
los <—>iD by * Ly <—>iD some (v, lps) * Ly ~ Ly

The load evaluates to ¢,, and we close the invariant.

On line D6 the location ¢ is compared to ¢; and we case on whether or not these
locations are equal:

Case (s = l;: The if-statement succeeds, we step to D7 which loads ¢,, and thus
evaluates to a some. Therefore the match takes the second branch to D10:

CAS lyy by £y, 5 loop ()

Here we apply Lemma and for the last expression we apply the induction
hypothesis.

Case (s # (;: We step to D13 where dequeue attempts to swing the sentinel
pointer forward:

if CAS 0,5 (5 0y,
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We know that the CAS is safe since the invariant contains the points-to predicate
lys —i Ly for some £,

If the CAS fails we have not changed anything and can simply close the invariant,
step to D15, and apply the induction hypothesis.

If the CAS succeeds then /3 = {4 and this is a linearization point. After the
CAS we have £,; —; £,. Since ¢, is equal to £y the pointer out of ;s must be equal
to /5. As such we have isQueueys(¥ss, ¢+, xs;) from the invariant for some xs;.

If xs; was [] then /5 would be equal to the last node, which points to none. But,
this is in contradiction with the knowledge that ¢, is succeeded by /¢,,. Hence xs;
cannot be []. Thus there exists ; and zs] such that xs; = x; :: zs}; and x5 and zs/,
such that xs; = x4 :: zs’,. For these:

iz« K mw, )
(x4,xs)E(zs] x87,)

Moreover, x; must be exactly the value in the node ¢, (i.e., v = some x;).
With the knowledge that the list is non-empty we can use |DEQUEUECG-CONS-R
after which we get Icg({cg, Ik, xs!) and must show the refinement:

[a:= R] =¢ K[true] S somexzs: T

When we close the invariant we offer £,, as a witness for the existentially quan-
tified variable ¢;. To do this we must show 7 = ¢, and ¢,, --+ ~;—this is fairly
easy.

After the CAS we arrive at D14. We know that the load evaluates to some (some z, £y, ).
Hence the entire expression on line D14 steps to some =4 and we are to show

=<somex,: T

~

[a := R] |=¢ some x;

which we can do because we have 7;(x;, x5).

2.6.2 Enqueue
To conclude the proof we show refinement of enqueue:
[a := R] = enqueuey V5 3 enqueuecg Ik (g = oo — 1.

As both sides of the refinement are lambda-values we must show that these are
related when applied to any two values, x; and x;, related by 7;.

We first step over the construction of the new node on line E1. This gives us the
resources:

ly, i some (some xi, ) * Ly i Lpip % Ly <> none

Line E4 is an application of a recursive function. We therefore apply the L6B rule
as we did in the proof of dequeue.
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To step over the load of £,; on line E5 we open the invariant which contains
the points-to predicate ¢,; —; ¢; for some ¢;. The load evaluates to ¢; and when we
close the invariant we keep the following persistent knowledge:

Ly == ~p * £y ‘—>iD some (v, {1,), @4)

for some v and ¢;,. The persistent points-to predicate for ¢; is used for the load
on the next line, E6a. Since its contents match the operations applied to it, we can
symbolically execute the rest of the line, and toNext is assigned to the value /..

The next line (E6b) loads ¢;, and we open the invariant again. The invariant
contains v; = {; for some ¢;. By using |aBs-REAcH-CONCR| we get {4 ~ ¢;. We case on
whether or not ¢; is equal to ¢;.

First case, ¢/, = {;: We rewrite with the equality in the points-to predicate in
Equation (2.4) and get ¢, <—>iD some (v, {y,,). From the invariant we have ¢, (—)iD
some (v', ¢;,) and thus, by [MapsTo-aGrEE-C)|, We get (., = {;,. From the invariant

we further have

Oy i Lrit * Lril <—>iD none (2.5)

Hence we can conclude that the load evaluates to £,,;;. We close the invariant.

Symbolic execution continues to line E7. On this line /;; is loaded again. We
have already seen how the invariant ensures that such a load is safe. The newly read
value is then compared to the old value read at line E5. If these are not equal symbolic
execution proceeds to line E14 where we can conclude the proof by applying the
induction hypothesis. If they are equal execution proceeds to line E8 where ¢,,;; is
loaded. We use the points-to predicate from Equation and conclude that the
load evaluates to none.

Therefore, the match takes the first branch to the CAS on line E9:

if CAS Vi, Ui U

To show that the CAS is safe we must have a points-to predicate for ¢;,. We can
open the invariant and get a points-to predicate ¢y, < £,,;; for some £y, Intuitively,
if the CAS succeeds it is because ¢y, is still the last node in the linked list and in that
case (s is equal to £p,.

This is where we apply our novel which is quite subtle. This rule asks
us to supply a witness which we must later show that ¢; points-to. To find such a
witness observe that ¢; can reach ;. If they are equal then ¢y, is equal to ¢, and
4y, points to £,,;;. If they are not equal then ¢;, must point to some other node. In
both cases ¢y, points to something, but in the first case the reasoning relies on the
resource {pr, < £,,;;. Hence, by giving up this resource we can conclude that there
exists some #,,, such that

s Les <—>iD by % by, <—>iD some (—, s ) * Uy =i Lnig (2.6)
\/éw i ﬁm*et:&/*fngm'l. .
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We offer this ¢,,, as a witness. We now have two cases corresponding to whether the

CAS fails or succeeds and to the disjunction in [ReL-cas-1]

CAS succeeds If the CAS succeeds then this is a linearization point. We must
show the full points-to predicate (not just a persistent points-to) for ¢, but we only
have the full points-to predicate in one of the disjuncts in Equation (2.6). Fortunately,
from the rule we can assume that ¢,, is equal to /,,;;, which points to none. This
leads to a contradiction in the first disjunct in Equation which states that /,,,
points to a some. We can therefore assume the last disjunct. This does not only give
us the full points-to predicate we need, it also tells us that ¢; is equal to the current
last node ¢;» which is important to ensure that our change affects the queue correctly.
Notice the subtlety involving equality, used to conclude that we had the full points-to
predicate. Since we have now changed ¢y, we can use isQueueyq({ys, lss, x5;) to
show isQueuey({ys, Uss, xs; ++ [z]). We have changed the last node from ¢; into
£,. So we need to change v; = ¢, into ; &= ¢,. Clearly ¢; ~ /{,,, so we can use
ABS-REACH-ADVANCE] to achieve this.

Since this is the linearization point we use [ENQUEUECG-R to step the specification
forward. We then have everything needed to close the invariant.

We continue to E17 where we apply Lemma to show that the attempt at
advancing the tail pointer is safe. The final expression is then () which matches the
right-hand side at this point.

CAS fails In this case we, can assume that £ # /;. Following the rule
we have to provide either a persistent or fractional points-to predicate for ¢;,. And
from Equation we know that we have one of these. We therefore consider each
case in the disjunction and pick the corresponding case to show. This shows that
the CAS is safe, and since nothing changed, it is trivial to close the invariant again.
Execution steps to E11 where we apply the induction hypothesis.

Second case, /; # {;: . In this case, the tail pointer was lagging behind when we
read it and there exists a node ¢,,, for which we have

b 2 % = s0me () 5 £~ 01

Hence the load evaluates to £,,,. We close the invariant.

Line E7 is handled as before. The load is safe, and if the two locations are not
equal we apply the induction hypothesis at line E14. If the locations are equal we
proceed to line E8 where /,,, is loaded. Since #,,, points to a some we step to E13. At
E13 we apply Lemma|2.5.1]and then the induction hypothesis.

2.7 Consistent Snapshots Can Be Omitted

Recall the consistent snapshots in dequeue (line D5) and enqueue (line E7). The
consistent snapshots are meant to solve the ABA problem by ensuring that the values



CHAPTER 2. CONTEXTUAL REFINEMENT OF THE MS-QUEUE 42

read are still up-to-date. However, with the insights gained from our formal proof, it
becomes evident that these snapshots are actually not needed for correctness: from
the way we have constructed the invariant we do not need to use the information
gained from these checks. This is because the instance of the ABA problem that the
consistent snapshot solves does in fact not occur in a garbage collected setting. And
since the semantics of the language of our implementation, HeapLang, models a
garbage collected language, we can formally prove that the atomic snapshots are
not needed.

In the Coq formalization of our proofs, we have shown that the MS-queue without
the consistent snapshots still contextually refines the coarse-grained queue. We
have also shown that the coarse-grained queue refines the MS-queue both with
and without the consistent snapshots. This implies that the coarse-grained queue is
contextually equivalent to both queues, and, per transitivity of contextual refinement,
that the MS-queue with consistent snapshots is contextually equivalent to one
without.

We speculate that omitting the consistent snapshots may result in better perfor-
mance as dequeue may still succeed even if the consistent snapshot fails. Hence this
can lead to earlier success. As one can see in our Coq formalization, for the refine-
ment proof of the MS-queue without the consistent snapshots it is not necessary to
use prophecy variables in the proof.

2.8 Lagging-Tail MS-Queue

Our Coq formalization also contains a HeaplLang implementation and a refinement
proof for what we name the lagging-tail MS-queue. It resembles how the queue
included in the Java standard library works and is a slightly more realistic version
of the queue covered in [Tur+13b]). This variant is quite different from the original
MS-queue in that it allows the tail pointer to lag behind arbitrarily, a change affecting
both how dequeue and enqueue works: Dequeue can no longer rely on the sentinel
being able to reach the tail and enqueue must read the tail pointer and, to account for
the lagging tail, then iterate through the linked list until it finds the last node. While
this is in many ways a simpler algorithm to prove correct, we find it remarkable
that our notion of reachability also suffices to prove contextual refinement for this,
very different, variant with only a very small change to the invariant. As the tail
pointer may lag behind arbitrarily, it may, in particular, be further behind than even
the sentinel pointer. Hence to prove contextual refinement for this variant we can
no longer include ¢ --» ~; in the invariant. However, by simply changing this part
to £5 --» 7y, we can prove refinement of the variant. No other changes are required
to the invariant!
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2.9 Defining the Persistent Points-To Predicate

This section describes how we implement the persistent points-to predicate. In
Iris, Hoare triples, the weakest precondition, and the points-to predicate are not
primitives in the logic. Instead, they are defined inside the logic, using what is called
the Iris base logic. Hence, we can implement the persistent points-to predicate
entirely inside Iris, by changing a definition (heapCtx below) that is used in the
weakest precondition. An advantage of this approach is that soundness of the rules
for the persistent points-to predicate follows directly from soundness of the Iris base
logic.

The biggest challenge in adding the persistent points-to predicate is to ensure that
it satisfies[MaprsTo-INTRO-[J| The existing points-to predicate is defined as ownership
of some ghost state. Hence to make this rule true we need to use a resource algebra
(RA) that supports a frame-preserving update from the ghost state owned by the
normal points-to predicate to the ghost state owned by the persistent points-to
predicate. We solve this by introducing the discardable fractions RA.

For space reasons, in the rest of this section we assume that the reader is familiar
with ghost state and resource algebras in Iris. For the details, we refer to [Jun+18al].

Encoding of the heap To extend Iris as described we need to change two existing
definitions: heapCtx and — 4. The former is a predicate on heaps

heapCtx : (Loc i™VaL) — iProp.

which is part of the state interpretation used in the definition of the weakest pre-
condition. For every step of execution, starting in a heap o and ending in heap o’,
heapCtx(o) holds before and > heapCtx(c”) holds after the step.

In the current version of Iris, heapCtx is defined using the RA

AutH(Loc ™ (Qy; x Ac(VaL))), (2.7)
where Q1 is the RA of fractions with the carrier (0, 1], and the following deﬁnition
heapCtx(c) = oo " Corqv={oll  (g,ag(v)]|"™"

We note that £ <, v is not persistent since Qp; has no core. Updates to the heap
are possible since 1 € Qg is exclusive (it has no frame).

Recall that we want[MapsTo-INTRO-[J|to hold without depending on heapCtx. This
is because heapCtx is internal to the definition of weakest precondition and not
exposed to clients of it. We therefore need to use an RA that makes it possible to
make a frame-preserving update from the ghost state owned by <, to the ghost
state owned by <. The core should be undefined for the former while defined
for the latter. We define such an RA in the next section. But, even with such an
RA we have the problem that < denotes ownership of a fragment, and with the
authoritative RA it is not clear how to make a suitable frame-preserving update from
a fragment. We therefore also need to introduce a generalized authoritative RA.

*This is simplified—but covers what is relevant for our purpose.



CHAPTER 2. CONTEXTUAL REFINEMENT OF THE MS-QUEUE 44

Discardable fractions RA We introduce the RA of discardable fractions, which
is a generalization of the normal fractional RA. Whereas elements of the fractional
RA denote ownership over some strictly positive fraction, elements of the discard-
able fractional RA can additionally denote knowledge about a fraction having been
discarded.

Let Q- ¢ denote the set of strictly positive rationals. The carrier for the RA is:

DFRraC £ own(q) | disc(p) | both(g,p) q,p € Qso

One should think of this as pairs where one, but not both, of the values might be
absent. The element own(q) is equivalent to an element of the normal fractional
RA and the element disc(p) denotes the knowledge that the fraction p has been
discarded.

The valid elements are those where the sum of the two numbers are less than or
equal to 1:

V(own(p)) 2 p <1 V(disc(q)) £ ¢ <1
V(both(g,p)) £ q+p <1
The operation adds together the owned fractions and takes the maximum of the
fractions known to be discarded. We do not specify all cases in the operation, the

remaining cases are determined by the requirement that the operation is commutative
and associative.

disc(p) - disc(p’) = disc(max(p,p’))
own(q) - own(q') £ own(q + ¢')
own(q) - disc(p) £ both(g, p)

The core of an element is the discarded part of the element if any. This ensures
that knowledge about discarded fractions is persistent.

disc(p)| = disc(p)  Jown(g) =L |both(g,p)| = disc(p)
We now have the following frame-preserving update.
Lemma 2.9.1. Discarding is possible: own(q) ~> disc(q).

Proof. Suppose own(q) - both(¢/, p’) is valid. Then g + ¢’ + p’ < 1, which implies
that ¢’ + max(q+p’) < 1 showing that disc(q) - both(¢’, p’) is valid. The remaining
cases are similar. O

Heap RA We would now like to replace the use of the fractional RA in Equa-
tion (2.7), the RA currently used for the heap, with the discardable fractional RA.
However, this alone is not enough because, as mentioned, the authoritative RA does
not make it possible to make the frame-preserving update from a fragment that we
need.
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We therefore need a slightly generalized variant of the authoritative RA that
allows us to update the discardable fraction in fragments. For RA’s A and B and a
function 7 : B — A we define

PAuTH(A, B,7) = Ex(A)" x B
V((L,0)) = V()
V((a,b)) =V(a) AV() Am(b) < a
(a,b) - (a',V))=(a-d,b-b)
o= 1 S

The full and fragmental view is defined as usual.
a2 (a,e) ob 2 (L,b)

For this construction to satisfy the laws of a RA m must be expansive with respect to
the inclusion order.

The difference between this construction and the normal authoritative RA is
that the authoritative and fragmental view can contain two different RA’s and that
in the definition of validity 7(b), and not b itself, should be included in a.

To model the heap we then instantiate the above construction by using

PAuTH(Loc T Ag(VaL),Loc i™ (DFrac x AG(VAL), 3).

The definitions for the heap are then

1‘ “heap
|

heapCtx(c) 2 80

This ensures that the fraction in the fragment is independent of the full authoritative
view and hence that it can be updated without the full authoritative view.

Lemma 2.9.2. Ifq,q' € DFrAC and q ~ ¢ then o[k < (q,v)] ~ o[k < (¢, v)].
Finally, from Lemmal2.9.1|and Lemma 2.9.2|we have the frame-preserving update

o[l + (own(q),v))] ~ o[l + (disc(p), v)]

and can thus show [MaprsTo-INTRO-[]

2.10 Related Work

We now discuss related work that has not already been treated in the paper. The only
related work that directly shows contextual refinement is the already mentioned



CHAPTER 2. CONTEXTUAL REFINEMENT OF THE MS-QUEUE 46

pen-and-paper proof by Turon et. al. However, they only consider a simplification
of the less challenging lagging-tail MS-queue. Their approach relies on assigning
to each node a state in a state transition system. However, they have no notion of
reachability, which appears to be necessary for reasoning about the original MS-
queue. And since reachability is a relationship between two nodes and not a state of
one particular node, it is not clear how to extend their approach to the MS-queue.
Our approach on the other hand applies to both the MS-queue and the lagging-tail
MS-queue.

We now cover related work that shows linearizability of the MS-queue. Doherty
et al. proved that a slightly modified MS-queue is linearizable by using a simulation
proof formalized in the PVS proof system [Doh+04]. Their simulation proof makes
use of both a forward simulation and a backwards simulation; this is comparable
to our use of prophecy variables. They make several changes to the queue which
they argue improve performance. Their changes preserve the future dependent
linearization point, but they also remove the check on line D6, which we found
challenging in our proof. Schellhorn et al. later showed that backwards simulation
suffices to show linearizeability of the MS-queue [SDW14].

Vafeiadis proposed an automatic verification procedure for proving linearizability
for first-order programs [Vaf10]]. His approach handles certain non-fixed linearization
points, namely those that are pure, meaning that the linearization points do not
change the state of the queue. The non-fixed linearization point in dequeue in the
MS-queue is pure, as dequeueing an element from an empty queue does not change
the state of the queue. Vafeiadis’s approach depends on this to obtain a verification
procedure for proving linearizability which can handle the MS-queue. His approach
is also based on prophecy variables. As mentioned in the Introduction, this notion
of linearizability does not imply contextual refinement for our rich higher-order
language. We further remark that ReLoC also supports future dependent linearization
points even when these are not pure.

Liang and Feng propose a program logic to verify linearizability [LF13a]. They
use their approach to verify an impressive number of concurrent data structures,
with the MS-queue being one of them. To handle the non-fixed linearization points
they use speculation. This approach is related to prophecy variables and does not
rely on annotations in the implementation. The program logic and their verification
of the MS-queue are not mechanized.

There exists several other approaches to verifying linearizability which can
handle non-fixed linearization points, and which should therefore also be able to
verify the MS-queue. For these, we refer to the excellent survey [DD14].

Related to the persistent points-to predicate, Charguéraud and Pottier showed
how to extend separation logic with a general read-only modality [CP17]]. This
modality makes it possible to temporarily give read-only access to a points-to predi-
cate, without having to keep track of fractions as one needs to do with the fractional
points-to predicate. However, even though they remark that it should be possible
to construct a predicate for immutable data, they explicitly do not do that. Their
approach is for temporarily making locations read-only while ours is for permanently
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making locations read-only.
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Chapter 3

Mechanized Verification of a
Fine-Grained Concurrent Queue
from Meta’s Folly Library

Abstract

We present the first formal specification and verification of the fine-grained
concurrent multi-producer-multi-consumer queue algorithm from Meta’s C++
library Folly of core infrastructure components. The queue is highly optimized,
practical, and used by Meta in production where it scales to thousands of con-
sumer and producer threads. We present an implementation of the algorithm
in an ML-like language and formally prove that it is a contextual refinement of
a simple coarse-grained queue (a property that implies that the MPMC queue
is linearizable). We use the ReLoC relational logic and the Iris program logic
to carry out the proof and to mechanize it in the Coq proof assistant. The
MPMC queue is implemented using three modules, and our proof is similarly
modular. By using ReLoC and Iris’s support for modular reasoning we verify
each module in isolation and compose these together. A key challenge of the
MPMC queue is that it has a so-called external linearization point, which ReLoC
has no support for reasoning about. Thus we extend ReLoC, both on paper and
in Coq, with novel support for reasoning about external linearization points.

3.1 Introduction

It is well-known that it is challenging to program, specify, and verify fine-grained
concurrent algorithms, and in recent years we have seen much progress on pro-
gram logics for specifying and verifying such algorithms, e.g.,[Din+10; FKB18; JP11;
Jun+15aj; [LF13b} [SNB15}; SB14; TDB13} [Tur+13a} [TW11} |[Vafosg; [VP07]]. In this pa-
per, we present the first formal specification and verification of the highly efficient
and practical concurrent multi-producer-multi-consumer queue algorithm found
in Meta’s open-source library Folly (or, simply, the MPMC queue in the rest of the

paper).
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The Folly library is an open-source collection of key infrastructure components
implemented in C++ and used extensively in production at Meta [Met21]. The
library contains, among many other things, the MPMC queue The queue was
originally developed by Nathan Bronson to connect two thread pools inside TAO,
Meta’s distributed data store for their social graph [Bro+13]]. One of the key ideas
used in the algorithm is to improve scalability by decreasing the contention found
in other lock-free algorithms, such as the Michael-Scott queue [MS96a], by striping
the queue across ¢ “smaller” sub-queues. To avoid the overhead of maintaining ¢
sub-queues, the striping is taken to the extreme by letting each sub-queue store
only a single element. These single-element queues can then be simpler and faster.
In fact, they are implemented merely as a reference to a value and a so-called turn
sequencer. The latter is a synchronization mechanism used by the single-element
queue to guard access to its value. The enqueue and dequeue operations on the
MPMC queue are delegated to one of the single-element queues by taking a ticket
from one of two ticket dispensers using an atomic increment (FAA). After receiving
a ticket, up to ¢ separate enqueue or dequeue operations can proceed in parallel,
completely independent of each other as they operate on different single-element
queues. The FAA instruction thus becomes the main point of contention, but since an
FAA instruction (unlike CAS) always succeeds, this design, in the words of Bronson,
“makes contention count” as its cost always pays off in significant progress being
made in the algorithm [Bro20f]. Altogether, this makes the queue scalable to hundreds
of thousands of producer and consumer threads.

More concretely, in this paper we present an implementation of the MPMC queue
and all its components in an ML-like language with concurrency primitives. The
implementation captures the essence and the key verification challenges of the algo-
rithm while eliding some of the low-level details of the original C++ implementation.
We prove that the MPMC queue contextually refines a coarse-grained concurrent
queue. The coarse-grained queue uses a lock to ensure that only one thread at a time
access the queue. We take this simple queue to be the specification of a queue and the
MPMC queue to be an implementation of the specification. Informally, the contextual
refinement property then means that in any program we may replace uses of the
“obviously correct” coarse-grained concurrent queue with the more efficient, but also
more complicated, MPMC queue, without changing the observable behavior of the
program. More precisely, an expression e contextually refines another expression
€/, if for all contexts C of a ground type, if C|e] terminates with a value, then there
exists an execution of C'[¢/] that terminates with the same value.

We prove the contextual refinement using the recently proposed relational logic
ReLoC [FKB18; FKB20al], which builds on top of the Iris separation logic [Jun+16;
Jun+18b; Jun+15a; Kre+17a]] and greatly simplifies proofs of contextual refinement
by offering rules that allows one to reason about refinements at a high level of
abstraction. Additionally, it is mechanized in Coq and allowed us to develop our

The source code is available online at https://github.com/facebook/folly/blob/main/
folly/MPMCQueue.h.
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mechanized proof interactively using the Iris proof mode [Kre+18; KTB17b].

To verify a fine-grained concurrent algorithm, one of the key steps is to identify
the linearization points of its operations: the point during execution where the
operation “appears to take place”. In our analysis of the MPMC queue we discover
that, in some cases, the linearization point of the dequeue operation is external. A
linearization point is external if it happens during the execution of another operation.
For dequeue, its linearization point may happen within the execution of an enqueue
operation, which is not immediately obvious by looking at the code. As we explain in
detail later, the external linearization points arise because the algorithm, in contrast
to other fine-grained concurrent queues, is not entirely non-blocking: if all the
single-element queues are full (resp. empty) then enqueue (resp. dequeue) is blocked.

One may categorize linearization points into three classes [DD15]: fixed, future-
dependent, and external. The first version of ReLoC [FKB18] had support for reason-
ing about fixed linearization points only, and ReLoC Reloaded [FKB20a]] added sup-
port for future-dependent linearization points, through its use of Iris-style prophecy
variables [Jun+20a]]. However, we observe that neither version of ReLoC supports
reasoning about external linearization points. The high-level reason is that ReLoC
ties the state of the implementation with the state of the specification as a single
judgment. At an external linearization point (in our case in dequeue) the state of
the specification must be transferred to the other operation where the linearization
point takes place (in our case enqueue). This is not possible with ReloC’s existing
rules. Hence, to verify the MPMC queue we extend ReLoC with new proof rules and
generalize its existing proof rules to be able to reason about external linearization
points. The extension is simple but elegant and “completes the picture” by making
ReLoC able to handle all three classes of linearization points. External linearization
points often occur due to helping and our extension makes ReLoC able to handle
these concurrent data structures with helping as well.

As mentioned, the MPMC queue is implemented as three submodules: the MPMC
queue is implemented using the single-element queue, which is implemented using
the turn-sequencer. A strength of our approach is that our contextual refinement
proof is similarly modular: it makes use of (unary) Hoare-style specifications of
the turn-sequencer and the single-element queue. Here we leverage the fact that
ReLoC allows for compositional reasoning and that it, following [TDB13], includes
a proof rule that allows one to use Hoare-style specifications, written in the Iris
program logic, to simplify reasoning about the left-hand side in a relational proof
[FKB18| Section 7.4]. We thus end up not only with a refinement proof of the MPMC
queue but also with reusable specifications for the single-element queue and the
turn sequencer.

To arrive at sufficiently composable specifications we make use of a proof pattern
involving a resource algebra over infinite sets, to keep track of which turns are
“still available” (see Section [3.4). The idea of using infinite structures to improve
composability is well-known in the context of functional programming [Hug89]. In
our case, the specification of the turn-sequencer supplies its client with an infinite
set of turns and the specification of the single-element queue gives its client two
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infinite sets of tickets. This approach greatly simplifies the proofs and makes it
possible to reason about the single-element queue in the refinement proof with the
details of the turn sequencer having been abstracted away. We believe this proof
pattern could also be used to simplify reasoning about other algorithms based on
these components, and have used it to additionally verify a ticket lock based on the
turn sequencer.

Another challenge in verifying the MPMC queue is that its physical state (i.e., the
actual content in the underlying array) does not immediately determine the abstract
state of the queue (i.e., the state that is observable through the queue interface).
In particular, a value may be present in the physical state of the queue without
actually being in the queue (i.e., not observable with a dequeue operation), and vice
versa. This lies in contrast with other data structures, even those with non-fixed
linearization points (such as the Herlihy-Wing queue [HW90] and the Michael-Scott
queue [MS96al).

In summary, we believe that verifying the MPMC queue serves as an interesting
case study, as it is challenging to verify, used at scale in the industry, has not been
treated in the literature before, and it provides motivation for extending ReLoC with
support for external linearization points.

Outline and contributions.

« Since the MPMC queue has not been treated in the literature before, we give a
detailed description of it (Section [3.2).

« We informally analyze the linearization points of the MPMC queue and observe
that one of them is external (Section[3.3).

+ We define and prove Hoare-style specifications for the turn sequencer and
single-element queue (Section [3.4).

+ We show that the MPMC queue contextually refines a coarse-grained queue.
(Sections[3.5/and [3.6). Our proof is modular and makes use of the aforemen-
tioned Hoare-style specifications for the submodules.

« We explain why prior versions of ReLoC can not handle external linearization
points and extend ReLoC, both on paper and in Coq, with support (including
tactics) for reasoning about external linearization points (Section [3.7).

+ We have formalized all the results in this paper, and two additional exam-
ples of algorithms with external linearization points in the Coq proof assis-
tant [VFB21]]. The formalization is part of the ReLoC git repository and can
be found online at https://gitlab.mpi-sws.org/iris/reloc/-/tree/
master/theories/examples/folly_queue. The version that we specifi-
cally refer to in this paper corresponds to the commit with the git hash
b6df47£9.

We discuss related and future work in Section 3.8
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3.2 The Folly MPMC queue

We now describe the three data structures, starting with the turn sequencer and
proceeding bottom-up.

3.2.1 Turn Sequencer

A turn sequencer is a data structure that implements mutual exclusion by sequential-
izing access to a critical section among threads ordered by a monotonically increasing
turn. The turn sequencer implementation is shown in Figure

The turn sequencer provides two operations: wait and complete. These are
similar to the acquire and release operations on a lock, but they take an additional
natural number as an argument. The natural number specifies which turn to wait
for or to complete. The turn sequencer guarantees that if a thread waits for the nth
turn, then it will only proceed once all the preceding turns have been completed.
For this to hold, the turn sequencer assumes that its clients never wait for the same
turn several times. As such, it is the responsibility of clients to manage the turns,
i.e., which natural numbers they wait for. Compared to a lock, this places a greater
demand on the client, but in return the client is given precise control over the order
in which threads run their critical sections.

We implement the turn sequencer as a pointer ¢s to a number, which represents
the current turn. The function wait ts n simply spins on that pointer until its value is
equal to n. The implementation of complete ends the current turn by incrementing
ts.

3.2.2 Single-Element Queue

A single-element queue (SEQ) is a queue with a capacity of one. Our implementation
is shown in Figure[3.1b] It is a blocking queue: if it is empty (full) then any subsequent
dequeue (enqueue) is blocked until the queue becomes non-empty (non-full).

Similarly to the turn sequencer, the SEQ’s operations take a turn as an argument,
however the turns are separate for enqueue and dequeue. The turn argument specifies
the order of the operations: an enqueue or dequeue operation is carried out only
after all operations with a lower number have been carried out. For an enqueue
and a dequeue operation with the same turns, the enqueue is carried out first. This
ordering ensures that when an enqueue operation is carried out, the queue is always
empty, and when dequeue is run the queue is non-empty.

The SEQ is implemented as a reference to an Option type, protected by a single
turn sequencer. To ensure that the turn sequencer operations are called with correct
turns, the implementations of the enqueue and dequeue operations adhere to the
following discipline. The even turns of the turn sequencer correspond to the enqueue
operations and the odd turns correspond to the dequeue operations. Hence when
enqueuegg, (dequeueg, respectively) is called with turn n, the corresponding turn
for the turn sequencer is 2n (2n + 1, respectively). Not only does this allow for a
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type SEQ « = ref int x ref (Option «)

queuegp, : Va1 — SEQ a
queuegg, () = (newTsS (), ref none)

enqueuegg : SEQa —wint —a —1
enqueuegy, (ts, 1) engTurn v =

newTS : 1 — ref int
newTS () = ref 0

complete : ref int — int — 1
complete ts turn =
ts < turn + 1;

let turn = enqTurn * 2 in

wait ts turn;
7 < some(v);

complete ts turn

dequeuegy, : SEQ v — int —

0 dequeueg, (ts,7) deqTurn =

wait : ref int — int — 1
wait ts turn =
let turn’ = !tsin
if turn’ = turn
then ()

else wait ts turn

(a) Turn sequencer.

newQueue : Va.int = (1 - a) x (o = 1)
newQueue g = A.

let slots = arraylnit ¢ queuegg, in

let pushTicket = ref Oin

let popTicket = ref Oin

(A\v. enqueue slots q pushTicket v,

Az. dequeue slots q pop Ticket)
enqueue : array (SEQ o) —

int = int - a—1
enqueue slots q pushTicket v =

lett = FAA(pushTicket,1) in

let idz =t mod g in

let ticket = t/qin

enqueuegy, (slotsidz]) ticket v
dequeue : array (SEQ o) — int — int — «
dequeue slots q popTicket =

lett = FAA(popTicket,1) in

let idz =t mod ¢ in

let ticket = t/qin

dequeuegy, (slotsidz]) ticket v

(c) MPMC queue.

let turn = deqTurn %2 + 1in
wait ts turn;
let v = match !r with
| some(z) = =
| none = assert(false)
in complete ts turn; v

(b) Single-element queue.

queueqg : Va. (1 = a) x (a — 1)
queuec; = A.
let w = (newlock (), ref []) in
(Av. enqueue g w v,
Az. dequeueqg w)

enqueueqg : lock x listav =+ o — 1
enqueueqg (Ik, hd) v =
letrec gov ls =
match s with
1= ]
|hut=h:go vt
in acquire lk;
hd + go v (! hd);

release [k

dequeue : lock X list — o
dequeueg (Ik, hd) =
acquire lk;
match ! hd with
| [| = assert(false)
| h =t = hd <+t
release lk;

h

(d) Coarse-grained queue.

Figure 3.1: Implementation of the various data structures.
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single turn sequencer to provide turns for both of the operations, it also ensures
that the enqueue and dequeue operations are carried out in the correct order. The
first enqueue gets the first even turn, 0, the first dequeue gets the first odd turn, 1,
and so on. Hence the enqueue and dequeue operations alternately get access to the
pointer, and the dequeue operation can be sure that a value is present when it reads
the pointer.

3.2.3 MPMC queue

The MPMC queue is a blocking queue of a fixed capacity ¢. The implementation
of the MPMC queue is shown in Figure The binary operator “mod” denotes
modulo (or remainder) and “/” denotes integer division (i.e., 3/2 = 1). The A is a
type abstraction (or a generic) making the queue polymorphic in the type of values
it can store.

Upon initialization, an array of length ¢ is created, with each entry containing a
SEQ. The function arraylnit constructs an array of the given length, calls the given
function once for each entry, and sets the entry to the result. In addition to the array,
the queue contains two ticket dispensers (references to natural numbers): pushTicket
and popTicket. The first keep track of tickets for the enqueue operation, and the
second does the same for the dequeue operation.

The enqueue operation first takes a ticket by incrementing the value of pushTicket
with FAA, which atomically increments the ticket and leaves enqueue with a ticket
t. From this ticket, we calculate an index (¢t mod ¢) in the array for a SEQ. Then,
enqueue writes an element into the SEQ by using the turn |t/q]. The dequeue oper-
ation proceeds in a similar way. It atomically increments pop Ticket and calculates
an index and a turn in the same way. It dequeues a value from the SEQ and returns
this value.

3.2.4 Relationship to original C++ code

Our implementation of the MPMC queue in ReLoC’s ML-like language is faithful
to the original algorithm, but does omit some low-level details of the original C++
implementation.

+ The C++ implementation takes into account the C++ relaxed-memory model
whereas the memory model of ReLoC’s ML-like language is sequentially
consistent. ReLoC does not support weak memory so verifying the MPMC
queue in a weak memory setting would have required a different verification
methodology.

« The C++ turn sequencer gracefully handles integer overflow of the turn counter.
As the ML-like language included with ReLoC only support unbounded inte-
gers our implementation does not handle overflow.

« When waiting for a turn, the C++ turn sequencer uses a heuristic consisting
of spinning with a back-off and suspending the thread (using futexes [FRK02]))



CHAPTER 3. VERIFICATION OF A QUEUE FROM FOLLY 55

for increased performance. Our implementation only uses spinning. This
difference only affects efficiency and not the safety or linearizability of the
algorithm. Additionally, to manage the use of futexes the integer in the turn
sequencer stores not only the current turn but also uses some bits to manage
sleeping threads. Due to this, the turn is incremented using compare-and-set
and not FAA as in our implementation.

+ The C++ implementation supports additional operations in addition to the
queue operations dequeue and enqueue. For instance, an enqueue operation
that fails instead of blocking when the queue is full.

« The use of closures in our implementation can be seen as corresponding to
the use of objects in C++.

3.3 Linearizability of the MPMC queue

In this section, we analyze the MPMC queue informally and identify its linearization
points. As a first guess, one might think that the linearization point for enqueue is
when enqueue writes its value into the SEQ and, similarly, for dequeue when it reads
the value from the SEQ. After all, these are the points where a value is physically
inserted into or read from the data structure. However, placing the linearization
points in this way does not work, as the following example shows:

enq(1)
—_ _q: :h_ ___________
FAA write
enq(2) deq(1)
- = = - ——O———— o — — ——— —
FAA write

This diagram represents two threads executing operations on the queue. The filled
segments represent the duration of the operations. In the example, the first enqueue
executes its FAA and receives ticket 0. Afterward the second enqueue executes its
FAA, receives ticket 1, and writes its value to the queue. Then the first enqueue
writes its value. Finally, a dequeue executes; gets ticket 0, and therefore returns 1.
To make this consistent, the linearization point of the first enqueue should happen
before the linearization point of the second enqueue. But, the second enqueue
writes its value into the queue before the first enqueue does so. Hence, making the
linearization points at that time in enqueue is too late.

As the example suggests, the linearization point of the enqueue operation hap-
pens at the FAA. If an enqueue operation receives a ticket ¢, then clearly the value
that it inserts into the queue is eventually read and returned by the dequeue opera-
tion that also receives the ticket ¢. This means that exactly when the FAA in enqueue
is executed, it is determined where in the queue its value is inserted. It thus makes
sense to place the linearization point at the FAA. Following this line of argument,
we say that the enqueue that receives ticket ¢ is the ith enqueue. Moreover, we call
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the dequeue that receives ticket ¢ the ith dequeue, and we say that the ith enqueue
and the ¢th dequeue correspond to each other.

It might seem that the linearization point in dequeue is similarly at the FAA
operation. This, however, does not always work, as the following example shows:

deq(1)
FAA read

FAA write

The crux of the example is that dequeue receives ticket 0 before the corresponding
enqueue takes its ticket. It is therefore not consistent to put the linearization point of
dequeue at its FAA, as dequeue would then take place before the value it returns is
enqueued in the first place. However, in general, one can not place the linearization
point at when dequeue reads the value either, as that would lead to the same problems
as for enqueue.

Thus, the linearization point of the dequeue operation is not always fixed. Look-
ing at the example, we see that we could place the linearization point for the waiting
dequeue just after the linearization point for the enqueue operation that unblocks it.
This means that the linearization point of dequeue happens during the execution of
enqueue — an external linearization point.

In summary, we conclude the following. If the ith dequeue arrives after its corre-
sponding enqueue then it has a fixed linearization point at its FAA. If, on the other
hand, it arrives before its corresponding enqueue then it has an external linearization
point, which happens right after the corresponding enqueue’s linearization point.
Observe that even with the external linearization point, it is the case that the ith
dequeue always has its linearization point before the (i + 1)’th dequeue.

Abstract state. Given the placement of the linearization points as above, we can
talk about the abstract state of the queue, which is determined by the linearized
order of the operations. Note that as soon as enqueue receives a ticket, the enqueued
element becomes a part of the abstract state, before it is even written into the array.
Symmetrically, when a dequeue receives a ticket, it removes an element from the
logical queue, even though that value is still present in the physical queue. Thus, the
physical state of the underlying array does not determine the abstract state of the
queue, e.g., the queue might physically contain no values, while logically it contains
arbitrarily many values (and vice versa).

Calculating the abstract state of the queue is important in the refinement proof
(Sections[3.5and[3.6), but it is not related directly to the physical state of the array. The
abstract state is, however, directly related to the values of pushTicket and popTicket.
If popTicket < pushTicket, then there are exactly pushTicket — popTicket elements in
the logical queue. Otherwise the queue is empty and there are popTicket — pushTicket
dequeue operations that have arrived before their corresponding enqueue. We will
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Turn Sequencer

{R(0)} newTS () {v. 3v.isTS(y, R, v) * turns(y, N)}
{isTS(v, R, v) x turn(vy,n)} wait v n { R(n) * close(v,n)}

{isTS(v, R,v) * R(n + 1) * close(v, n)} complete v n {True}

Single-Element Queue

isSEQ(7, Q, v) *
{True} queuegy, () {U'}Y' turns,(y, 0) * turnsy(~y, 0)

{isSEQ(7, @, v) * turnc(y,n) * Q(n, x) } enqueuegpy v 1z {True}

{isSEQ(7, Q, v) * turng(vy, n) } dequeuegyy v n{z.Q(n, x)}

Figure 3.2: Unary specifications for turn sequencer and SEQ.

see how these considerations are formalized as part of the refinement proof in

Section[3.6

3.4 Specifications for the Turn Sequencer and the
Single-Element Queue

In this section, we define suitable Hoare triple specifications for the turn sequencer
and the SEQ. We also sketch how these are proved. We emphasize that the proof
of the SEQ only uses the specification (and not the implementation) of the turn
sequencer. Similarly, when we prove contextual refinement for the MPMC queue, we
only make use of the specification for the SEQ. Thus our specifications and proofs
are modular, and we observe that to prove contextual refinement for the MPMC
queue, a unary specification for the SEQ suffices.

3.4.1 Turn Sequencer

As mentioned earlier, the turn sequencer is a mechanism for mutual exclusion. There-
fore, our specification of the turn sequencer (shown in Figure is an extension of
a typical concurrent separation logic specification for a lock [BB21};|Got+07]], and
the verification process is similar to the verification of a ticket-based lock [MS91,
Section 2.2]. There are two key differences though. The first difference is that it is
up to the client of the turn sequencer to ensure that the turns are used correctly.
For instance, wait should never be invoked with a past turn. The second difference
is that the resource protected by the turn sequencer is indexed by a turn number,
which allows for a more dynamic treatment of resources protected behind a critical
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TURN-ALLOC TURN-DIS]
XCN turns(vy, X) turns(v, Y)
B 3. turns(vy, X) XNnY =490
TURN-SEP
XNy =90

turns(y, X) * turns(~,Y") = turns(y, X UY)

Figure 3.3: Rules for turns.

section. In some sense, this makes the specification for the turn sequencer stronger
than that for a lock, and in our Coq formalization we have implemented and verified
a lock based on the turn sequencer.

The specification uses two predicates “close” and “isTS”, which are abstract to
clients of the specification (as in [BBT07; PB05]). The latter, “isTS”, is the representa-
tion predicate. It is persistent, which intuitively means that, unlike other separation
logic propositions, it is freely duplicable and not consumed by preconditions.

The predicate R describes the resource that the turn sequencer protects. Whereas
a lock protects a resource R : iProp, the turn sequencer protects a N-indexed family
of resources, that is, R : N — iProp, where the index represents the current turn.
This generalization of the protected resource is possible since the turn sequencer
guarantees to run clients in the order of their turns. When it becomes a client’s turn
to enter its critical section, it can rely on all earlier turns having been carried out.
This allows for “threading” the resource through all the clients, as depicted in the
diagram below where the turn sequencer is at the top and its clients at the bottom.

AW
R(0) / \turns(N) turn(n)/ \{(n) R(n+1)
AW

newTS wait n complete n

The R(0) in the precondition of newTS ensures that when a turn sequencer is created,
the turn sequencer owns the resource for the initial turn. When wait is called with
turn n, the client receives the resource for that turn, R(n). When completing the
turn, the client must give back R(n + 1) and not R(n). This makes it possible for
the turn sequencer to give R(n + 1) to the next thread in line (which is waiting for
the turn n + 1).

We now consider the handling of turns in the specification. To represent turns
we use ghost state, an Iris feature also found in other separation logics [Din+13;
Jun+15a; Nan+14]]. Ghost state are resources that do not correspond to any physical
state of the program. In our case, we want a resource representing ownership over
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turns—where owning the turn n implies that one has the “right” to wait for the nth
turn. For that purpose, we use a predicate turns(-y, X) that denotes ownership over
the set of turns X C N, and the singular turn(vy,n) £ turns(v, {n}) that denotes
ownership over a turn n € N. These turns can be manipulated, for instance by a
client of the turn sequencer, using the rules in Figure The update modality, =,
in these rules represents the possibility of updating ghost state and can safely be
ignored. The rule states that for any set of natural numbers one can
construct a resource for them with a fresh ghost name . The ghost name can be
thought of as a location or variable for the ghost state. Ownership over two sets of
turns implies that the sets are disjoint (rurn-pisj). Ownership over two disjoint sets
of turns is equivalent to ownership of their union (rurn-ses).

As depicted in the diagram above, when a client creates a new turn sequencer,
it acquires ownership over all turns: turns(y,N). To call wait for a turn n the
client must own turn(+y, n), the ownership of which is then transferred into the turn
sequencer, ensuring that the client can only wait for the same turn once. This is
necessary for safety of the turn sequencer, as previously mentioned.

Finally, when a client acquires the current turn, it gets close(v, n), an exclusive
resource giving permission to complete the turn.

Proof of Specification (Sketch). To prove that the implementation of the turn
sequencer meets the specification, we use the following definitions of the predicates:

NP
close({,n) =l <—n

1
isTS(y, R, ¢) =|3n. ¢ <£> n* turns(y, {m € N | m < n}) *
(R(n) * close(¢,n) V turn(y,n))

The predicate “isTS” is defined as an invariant. An invariant N represents the
knowledge that the proposition P always holds. Since an invariant is knowledge
and not a resource that one owns, this definition satisfies the previously mentioned
property that “isTS” is persistent.

With these definitions, we now sketch how the specifications are proved.

For newTS, we have the resource R(0) from the precondition and we obtain
¢ — 0 from stepping through the implementation. We can then allocate the ghost
state turns(y, N) using This allows us to establish the invariant by
picking the left disjunct therein.

For wait, we open the invariant around the load. We then have the points-to
predicate for the location, and can consider whether the value stored in the location is
equal to the turn that wait was called with. In the latter case, we can use induction to
handle the recursive call when the check in if fails. In the former case, the turn(~y, n)
in the right disjunct in the invariant leads to a contradiction, due to the turn(~y,n)
in the precondition. We thus have the resources in the left disjunct which we can
use to show the postcondition, and then close the invariant by showing the right
disjunct.
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Finally, for complete, we use close(#, n) in the precondition to conclude that 7 is
still the current turn, i.e., the existential is equal to n. This is the case since close (¢, n)
is in fact half of the points-to predicate for £. We then have a contradiction in the
right disjunct in the disjunction, and symmetrically to what we did for wait, we “flip”
the disjunction when we close the invariant.

3.4.2 Single-Element Queue

Similar to the specification for the turn sequencer, in the specification for the SEQ
(shown in Figure we must ensure that no two dequeue or enqueue operations are
performed with the same turn. As such, creating a new SEQ gives ownership over
two sets of turns: one for enqueue and another one for dequeue. These, turns.(~y, n)
and turns;(-y, n), denote ownership over all the turns for enqueue and dequeue, re-
spectively, except for the first n such turns. Additionally, turn. (-, n) and turng(~y,n)
represent ownership over the nth turn for enqueue and dequeue, respectively. When
calling enqueuegy, or dequeueg, with n, the specification requires the correspond-
ing turn.

The representation predicate isSEQ is parameterized by a predicate ) : N —
VAL — iProp. If z is the nth value added to the queue, then QQ(n, x) should hold.
Correspondingly, the specification for enqueuegg, requires this in its precondition.
This in turn allows the specification for dequeuegg, to ensure, in its postcondition,
that the returned value satisfies the predicate.

Proof of Specification (Sketch). First, we consider the definition of turns.(, a)nd
turns,(, .) These are defined to be ownership over all the even and the odd turns,
respectively, except for the first n even or odd numbers:

turns, (7, n) = turns(7y, {m € N | even(m) A 2n <m})
turnsy(y,n) £ turns(y, {m € N | odd(m) A2n+1<m})
turne (7, n) = turn(vy, 2n)

turng(7y,n) = turn(y,2n + 1)

Notice how these definitions are only possible because the specification for the
underlying turn sequencer allows for ownership over any infinite sets of turns.

Next, we define the representation predicate isSSEQ by instantiating the turn
sequencer specification:

¢ < none if even(n)

Fv. £ = some v * Q(%5%,v) otherwise

Rseo(Q, €)(n) £ {
isSEQ(7, Q,v) = Jts, L. v = (ts,£) xisTS(7, Repo(Q, £), ts)

The predicate isSSEQ(7y, @, v) states that the value v making up the SEQ is a pair of a
location / and a turn sequencer ¢s. The representation predicate for the underlying
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Figure 3.4: Rules for ghost state and the resource algebra of (infinite) sets.

turn sequencer is instantiated with the resource Rsgq, which states that if the current
turn is even, then the location points to None, and otherwise it points to a Some v.
Since the n given to Rsgg is a turn for the turn sequencer, we must convert it to get
a turn for the SEQ. This is why Rsgg applies @) to (n — 1) /2.

With these definitions, the SEQ specification can be derived from the turn
sequencer specification.

3.4.3 Ghost state for Turns and Tickets.

We now detail the construction of the ghost state used to represent turns. This
section can be skipped—understanding the derived rules presented in the previous
two sections suffices for the rest of the paper.

In Iris ghost state is represented using a form of partial commutative monoids
called a resource algebra. The monoid operation (-) combines elements of the
resource algebra and a subset of elements V' are valid. In the logic the ownership

assertion'a W denotes ownership over an element a of some resource algebra for a
ghost name ~. Any valid element can be allocated for a fresh ghost name
[atLod), ownership of two elements combine into ownership of their combination per
the operation (Own-op), and owned elements are always valid (Own-op).

We want to represent ownership of, potentially, infinite sets of turns. Since
ownership of a turn should be exclusive, we want the combination of two sets to be
invalid if the sets are not disjoint. The naive approach of letting the elements of the

resource algebra be sets and defining the operation as

1 otherwise

) BA{AUB ifANB =0

where L is invalid, does not work The operation must be computable, but determining
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if two arbitrary infinite sets intersect is not

Instead, we represent sets using a function resembling a characteristic function.
We assemble a resource algebra using three standard resource algebras: the exclusive
resource algebra, the option resource algebra, and the resource algebra of functions.

INFSET(X) = X — OptION(Ex(1))

For the resource algebra of functions, the operation is defined point-wise as (f -
g)(a) = f(a) - g(a). Its elements are valid f € V if and only if f(a) € V for all a in
the function’s domain. The codomain OpTION(EX(1)) has two valid elements none
and some(ex()); and one invalid element some(_L). These combine in the following
way:

none - some(ex()) = some(ex())

some(ex()) - some(ex()) = some(ex() - ex()) = some(L)

For any A C X we can define an element 14 € INFSET(X) as

some(ex()) ifa€ A
lA(a =
none ifag A

The idea being that 1 4 serves as a sort of characteristic function. Given two disjoint
sets A and B it is then the case that 14 - 15 = 1 4up. On the other hand, given A
and B that are not disjoint, then for a € A N B it is the case that (14 - 1p)(a) = L
and hence the combination is invalid. The three last rules in Figure [3.4|then follow
immediately.

With this in place “turns” is defined simply as

turns(vy, X) = [11);7
With this definition the previously seen rules for turns in Figure 3.3|follow from the
rules in Figure
3.5 Proof of Contextual Refinement

As mentioned, our main result is that the MPMC queue is a contextual refinement
of a coarse-grained queue. We can succinctly state this as the following ReLoC
proposition:

= newQueue ¢ 3 queuers : Vo (1 — a) x (a — 1)

®This type of ghost state was used in the GPS logic [TVD14] to verify a ticket lock. But, since
the proof was on paper only, the non-computability of the operation was not an issue. A variant of
the GPS proof was later mechanized in the iGPS logic [Kai+17], using a type of ghost state based on
cofinite sets and not arbitrary infinite sets.
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Figure 3.5: ReLoC rules (selection).

for any ¢ > 0. In such a refinement judgment the left expression is called the
implementation and the right expression the specification.

A refinement judgment is manipulated using ReLoC’s high-level rules. While the
details are not important, a few such rules appear in Figure The key principle is
that the implementation and specification can be symbolically executed, similarly to
how it is done in a unary program logic with a Hoare triple or a weakest precondition
judgment. The rules|rEL-LoAD-1]|and [REL-LOAD-R| show how to symbolically execute
a load operation in the implementation and specification respectively. When the
implementation and specification are both values one must show that the values
are related. What this means depends on the type of the values; for integers, for
instance, it means that they are equal.

Proofs of refinements, like the one above, consist of three parts: (a) Symbolically
execute the initialization (i.e., the constructor) of the implementation and specifi-
cation, and collect the resources. (b) Establish an invariant, using the resources
obtained from the first step. The invariant typically relates the internal states of the
data structures on the both sides of the refinement. Picking the right invariant is the
key to the proof, and we discuss it in details in Section 3.6 (c) Using the invariant,
verify refinement of each operation that is part of the data structure. In this stage we
verify separately that MPMC’s dequeue operation refines the coarse-grained queue’s
dequeue operation, and similarly for the enqueue operation.

For the first step, due to the polymorphic type Va.(1 — «) x (a« — 1) of the
queue, we must assume a binary predicate R that represents what it means for values
of a type 7 to be related. Then, we symbolically execute the initialization code for
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the MPMC queue and obtain the resources:

(Cpush = 0) * (Lpop = 0) * (Lapy >+ map w3 SEQs) *

>l< isSEQ(7y, @, v) * turns.(7, 0) * turnsg(7, 0).
(v,7)ESEQs

The first two points-to predicates are from allocating push Ticket and pop Ticket,
while the remaining are from allocating the array and the SEQs it contains. We
obtain a pointer £,,, to the array. For each element of the array, we invoke queue SEQ
and, using its specification from Figure obtain the value v in the array that
satisfies iSSEQ(7, @, v) * turns. (7, 0) * turnsg(y, 0) for some ghost name 7 and a
predicate @ of our choosing. The list SEQs contain the value and ghost name for
each SEQ. We describe the appropriate choice of the predicate () in the next section.

For the coarse-grained queue, we symbolically execute its initialization using
and obtain the resource Icg(w, []). The abstract predicate Icg(w, zs)
states that w is a coarse-grained queue containing the elements zs.

With these resources we have to prove the remainder of the refinement:

[a := R] = (Av. enqueue Loy q Lpush v, Ax. dequeue Lo q £pop)
3 (Av. enqueuesg w v, Ax. dequeuec; w)

t (1= a)x (a—1).

Naturally, it suffices to show that each operation refines its coarse-grained counter-
part. To this end, we use the rule [ReL-LaM] which intuitively states that two functions
are related if they always (indicated by the [J) evaluate to related values when given
related input. This reflects that for two implementations to be related they have to
be indistinguishable in any context — including a context that calls the functions
several times, potentially in parallel. However, the resources that we obtained from
the initialization process cannot be used “as is” as they are ephemeral resources
that do not always hold. Hence, we delegate those resources to an invariant. The
refinement proof of the operations can then proceed by symbolically executing the
implementation. Every step can assume and must preserve the invariant. The speci-
fication side is stepped forward only at linearization points as it is at these points
that the implementation changes its abstract state and hence what specification side
queue it corresponds to. At the linearization points we thus apply rules such as
We do not explain the refinement proof of the operations in any more
detail as defining a suitable invariant is the most challenging part of the refinement
proof and is explained in the next section. However, in Section [3.7| we explain how
the external linearization point is handled using our extension to ReLoC.

3.6 Invariant for Refinement Proof

The invariant we use is shown in Figure(3.6| It is non-trivial and key to the refinement
proof so we devote this section to explain its parts. Overall, the invariant keeps
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I(R, Ye, Yo V15 @ Loops Lpushs Larr, SEQs, w) £ Jgs;, wss € LisT(VAL), popTicket, pushTicket € N, m € LisT(VAL).

Physical state Ghost list Invariants for the SEQs

Lpop — popTicket * ) q
list" (m) * |m| = pushTicket x _
Cpush — pushTicket * x  |SEQs| = ¢ * >l< Ispq(i, SEQs;) | *
O drop(popTicket, m) = xs; A
Loy — map o SEQs =0

tokensFrom™ (max(popTicket, pushTicket)) * ids”™ (popTicket) Teg (w, z55) *
pushTicket—1 popTicket—1

idsAt”™ (i, id) x * * .

. . Ty, T
>!< enqueueODbl(7) | * * Jid. - ’d R(xi, )
im0 i pushTicket = — Zig dequeue g w : — (zi,m5)E(zsi,255)

Handling of extern;;lrlinearization points Relation to the
coarse-grained queue
where

enqueueObl(i) = token (i) V (Jid, v;, vs. idsAt™™ (4, id) * listAt" (i, v;) * R(vi,vs) * (F — [ia vs : —))
Isgq(i, (v,v)) £ isSEQ(v, Q(4), v) * turnCtx(7y, 1)
turnCtx (7, i) £ turns, (7, affectingOps(pushTicket, q)) * turnsy(7, affectingOps(popTicket, q))
affectingOps(ops, q) = |ops/q] + (if (i < ops mod q) then 1 else 0)
Q(i)(j,v) &

listAt" (jq + i,v)

Figure 3.6: Invariant for the MPMC queue

track of the physical state of the queues, ensures that the MPMC queue represents a
logic-level list of values corresponding to the coarse-grained queue, manages the
turns for all the SEQs, and handles the external linearization point.

The invariant is parameterized by the interpretation of the type of values stored
in the queue (R), ghost names (7, 7m, V1), the size of the queue (q), the values for
the MPMC queue (£pop, £push» Larr» SEQs), and the value for the coarse-grained queue
(w).

We now cover each different annotated part of Figure [3.6|in turn.

Relation to the coarse-grained queue. The existentially quantified lists of values
xs; and xss represent the abstract state of the MPMC queue and the coarse-grained
queue respectively. The state of the coarse-grained queue is tied to xss by Icg(w, s5)
and zs; is tied to the MPMC queue by the rest of the invariant. The separating
conjunction over the two lists thus ensures that the abstract states of the two queues
are always related at type R. For example, if we store integers in the queue, then the
separating conjunction states that the xss and xs; both contain the same integers.
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(a) Rules for the ghost list.
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id = id

(c) Rules for identifier registry.

Figure 3.7: Ghost state rules.

Physical state. The physical state of the queue is rather simple. The queue consists
of three locations and the invariant contains points-to predicates for all three. As
the pointer to the array never changes we represent it using the persistent points-to
predicate < [VB21].

Ghost list. We previously explained how the physical state of the queue reveals
very little about the actual values stored in the queue. To connect the physical and
abstract states, we use a ghost list m. It contains all values that have been enqueued,
in particular, this includes both values that are no longer and not yet physically
present in the queue. Thus, while the physical state does not change when enqueue
executes its FAA, the ghost state does. And, since the linearization point of enqueue
is when it increments pushTicket, the number of values that have been added to
the queue is always exactly pushTicket. Hence, the ghost list is connected with the
physical state in part from the requirement that its length is equal to the value of



CHAPTER 3. VERIFICATION OF A QUEUE FROM FOLLY 67

pushTicket.

Ownership of a ghost list zs is denoted by a proposition list™ (xs). Ghost list can
grow over time, when the new values are enqueued at the end. This is in fact the only
way in which the ghost list can change, and that means that once a value is part of
the ghost list it says there. To that extent, we have a persistent predicate listAt" (i, x),
which denotes the knowledge that the ith element of the list (corresponding to the
the ith value added to the queue) is z. The ghost list satisfies a number of proof rules
presented in Figure these rules are sufficient to carry out the proof.

In the invariant we can see the ownership of the ghost list (list” (m)) of the
size pushTicket (|m| = pushTicket). Moreover, if we remove the first popTicket
elements from m, then the remaining list is exactly the abstract state of the queue
(drop(popTicket, m) = xs;). This makes sense since the ghost list contains all values
that have been enqueued and we remove exactly those that have also been dequeued.
Note that when pushTicket < popTicket, then the above implies that zs; is empty.

Invariants for the Single-Element Queues. For each of the ¢ single-element
queues in the array the invariant needs to include the invariant for the SEQ and to
manage its turns.

We need to instantiate the invariant for each SEQ with the predicate () that
holds for the values in it. Recall that () is parameterized both by the value in the
queue and its corresponding turn. We use this to define a () that relates the value in
the queue to the “right” value in the ghost list:

Q(i)(j,v) = listAt" (jg + 4, v),

were ¢ is the capacity of the queue and 0 < ¢ < ¢ is the index of the particular SEQ.
For the jth element v added to this SEQ we can then calculate the position of this
element in the whole queue as jq + ¢, which we record using the ghost list.

In addition to picking the predicate (), we must keep track of the turns for each
SEQ. We must calculate these turns based on the current value of popTicket and
pushTicket. The affectingOps function aids in this. Given the “global” count ops of an
operation (dequeue or enqueue), it calculates how many times the SEQ in question
was affected.

Handling of external linearization points. The part of the invariant for han-
dling the external linearization point is rather intricate. For the ith pair of operations,
either enqueue or dequeue arrives first. In the former case, the invariant should
allow both enqueue and dequeue to carry out their own linearization point. In the
latter case, the invariant must facilitate handling of the external linearization point.

To do this we must intuitively encode the following: when dequeue opens the
invariant around its FAA it must transfer the requisite resources into the invariant
that will allow another thread to carry out its linearization point. Then, when
enqueue opens the invariant around its FAA it should be forced to carry out the
corresponding dequeue’s linearization point and transfer the result into the invariant.
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Later, dequeue needs to open the invariant again, conclude that its linearization
point has been carried out, and be able to transfer the resources for the executed
linearization point out of the invariant.

Came-first token. To keep track of which operation came first we use tokens—
custom ghost state theory similar to the one that we constructed for turns earlier. The
rules for this ghost state are in Figure The ¢th dequeue or enqueue that comes
first will be able to take the token token (7). Hence, owning token™ (i) proves that
an operation came before its corresponding counterpart. The invariant owns all the
tokens where neither operation has taken a ticket:

tokensFrom™ (max(popTicket, pushTicket)).

To see how this allows the operation that arrives first to take a ticket, note
that when enqueue and dequeue open the invariant around their FAA, they
will close the invariant by using pushTicket + 1 and popTicket + 1, respectively,
for the existential variable that they introduced. If enqueue comes first then
popTicket < pushTicket. Hence max(popTicket, pushTicket) is equal to pushTicket,
and only tokensFrom" (pushTicket + 1) is required for closing the invariant and
one token can be kept by enqueue per the rule On the other hand,
if enqueue is last, then pushTicket < popTicket and max(popTicket, pushTicket) =
max (popTicket, pushTicket + 1). Thus when closing the invariant, all the tokens are
required and none can be kept. For dequeue the situation is symmetric. All in all,
this means that this construction ensures that ith operation that comes first can take
the ¢th token.

Identifier registry. Concretely, for enqueue to carry out its corresponding de-
queue’s linearization point means that it should step dequeue’s specification forward.
To this end, = — 3;5 e : — represents that some thread, identified by id, needs
to show that its implementation refines e. This resource is part of the extensions
that we make to ReLoC which is explained in greater detail in Section [3.7|and the
approach here is an instance of the general proof pattern identified in Section [3.7.1]
For now, it suffices to know that the state of dequeue’s specification is associated
with an identifier, id, and that dequeue needs a way to ensure that enqueue steps
precisely the specification with that identifier forward. To support this, the invariant
contains a resource that lets the ¢th dequeue register which identifier it has. The rules
for this construction are shown in Figure The resource ids”™ (n) represents
that only the n first dequeue operations might have registered an identifier. The
persistent resource idsAt” (i, id) represents the knowledge that the ith dequeue
has registered the identifier id.

Pending dequeues. When pushTicket < popTicket, there are popTicket—pushTicket
dequeue operations blocked, waiting for a value to read. These blocked dequeues
are exactly those with external linearization points, and when an enqueue comes
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along, it should carry out the corresponding dequeue’s linearization point. To this
end, enqueue needs some resources, which we store in the invariant:

popTicket—1
Jid. idsAt™™ (i, id) * (= — Ziq dequeueqg w : —) .
i=pushTicket

This reads: every ith dequeue operation (where pushTicket < ¢ < popTicket), has
stored some identifier in the identifier registry and we have the corresponding right
refinement, which is ready to invoke dequeue on the coarse-grained queue.

Enqueue obligation. The final piece in the invariant is

pushTicket—1

>|< enqueueObl(v;, V¢, Y, ©)-
=0

Since enqueue increments pushTicket its proof must close the invariant with pushTicket+
1 for the existential pushTicket and thus the big separating conjunction ranges over
one additional conjunct. Hence, in the proof one must show

enqueueODbl(v;, V¢, Ym, pushTicket)

and one should think of enqueueObl(7;, V¢, Ym, 7) as something which enqueue is
obliged to produce when it takes the ith ticket. Since the proposition enqueueObl is a
disjunction, there are two ways for enqueue to meet this obligation. When enqueue
comes first, the obligation is trivial: it can take the token token (pushTicket), and
this is exactly the first disjunct. If, on the other hand, enqueue is last, then there is
no way to show the first disjunct and the only option is to show the second disjunct,
which involves carrying out the dequeue’s linearization point.

3.7 Extending ReLoC with Support for External
Linearization Points

As mentioned earlier, to show that an operation refines its specification with ReLoC,
one symbolically executes the implementation up to its linearization point. At the
linearization point, the specification is then symbolically executed to reflect the
change in the state of the implementation at the linearization point. However, for an
external linearization point this approach does not work as the linearization point
does not happen during the symbolic execution of the operation; instead, it happens
during the symbolic execution of some other operation. Intuitively, it is when we
symbolically execute this second operation that we should symbolically execute the
specification. This kind of reasoning is not supported by the current ReLoC rules.

To support such reasoning we extend ReLoC with additional rules, a selection
of which is shown in Figure We explain how these rules are used by using the
external linearization point in the MPMC queue as an example.
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Figure 3.8: Selected rules for external linearization points.

When we show the dequeue refinement, we symbolically execute the implemen-
tation until we reach the expression FAA(popTicket, 1). At this point, if pushTicket <
popTicket then the linearization point is external, and the specification should be
symbolically executed during the corresponding enqueue operation. To this end, we
apply the rule [ReL-spLit| which splits a refinement judgment into a left refinement of
the form |= ey Jig — : 7 and a right refinement of the form = — =<5 e2 : —. These
represent the state of the implementation and the specification, respectively. When
we split a refinement judgment, we naturally want to keep track of the fact that
the two parts originate from the same refinement judgment. The split refinement
judgments is therefore parameterized by an identifier id from an opaque set Id of
identifiers. Since the right refinement (= — X4 €2 : —) appears on the left-hand
side of a wand — inwe can assume it as a resource Hence, after applying
[REL=SPLIT] we obtain the right refinement = — 3,4 dequeue; w : — for some id as
a proposition. We transfer this right refinement into the invariant, as described in
the previous section.

Our goal is now a left refinement with the state of the implementation. To be
able to symbolically execute the left refinement, we have generalized all the rules in
ReLoC for symbolically executing the implementation in a refinement judgment such
that they apply both in the presence and in the absence of a specification side. The
rule show the generalized rule specialized to a left refinement.
We can hence continue symbolically executing the implementation up to the point
where dequeue reads a value from its designated SEQ. Intuitively, by now an enqueue
operation must have carried out the linearization point, i.e., symbolically executed
the right refinement that we placed inside the invariant (we explain how this is
done below). We know this, as the enqueue obligation enqueueObl(7) corresponding
to our dequeue operation must have been fulfilled in the invariant. And since we
came first and thus were able to take the came-first token, we can conclude that

3This treatment of the right refinement stems from the “specifications-as-resources” approach of
Turon et al. [TDB13] and is present in the model of ReLoC as well.
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the obligation contains = — 3;; vs : —. The identifier registry ensures that the id
of this right refinement matches the left refinement in our goal. We take the right
refinement out of the invariant in exchange for our came-first token. To “re-insert”
this right refinement into our goal we use the rule This rule acts as
a counterpart to and combines a right refinement in the context with a
left refinement in the goal. After applying this rule our goal is again a standard
refinement judgment, but, with a fully evaluated specification. The remaining part
of proof can be completed using existing rules in ReLoC.

We now consider how the external linearization point is handled in the re-
finement proof of enqueue. We symbolically execute the implementation up to
FAA (pushTicket, 1). If pushTicket < popTicket then the corresponding dequeue’s
linearization point is external and we must step its specification forward. In the in-
variant this corresponds to producing a particular enqueue obligation enqueueObl (7).
Since we do not have a came-first token for this obligation, we must produce the
right refinement = — <5 v : — for some id and vg5. We can do this by symbolically
executing the right refinement = — 3;; dequeue.; w : — present in the invariant
by using a new set of rules that applies to a right refinement in one’s context
[RIGHT-LOAD]is one such rule). From these rules the required [REL-DEQUEUE-DETACHED]|

can be derived.

3.7.1 Proof Pattern for External Linearization Points

Summarizing, the generally applicable pattern for external linearization points is as
follows. One must establish an invariant that allows transferring a right refinement
between the operation with an external linearization point and the operation during
which the external linearization point occurs. In the refinement proof of the operation
with the external linearization point, one symbolically executes the implementation
up to the point where another operation may carry out the linearization point. At
this point, one applies and transfers the right refinement into the invariant.
Then, one uses the generalized symbolic execution rules to step the implementation
forward until the point where it is certain that the external linearization point has
occurred. At that point, one extracts the advanced right refinement from the invariant
and applies [REL=COMBINT] to merge it back into the left refinement. In the refinement
of the operation during which the linearization point happens, one steps forward
the implementation to the point where the external linearization point occurs, take
a right refinement from the invariant, steps it forward using the symbolic execution
rules for a right refinement, and puts it back into the invariant afterward.

This approach is general and in our Coq formalization we have applied it to two
other examples of data structures with external linearization points: a version of the
elimination-backoff stack from [HSY04]], and the red flags versus blue flags example
from [Tur+13al.
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3.7.2 Changes to the ReLoC Model

We now describe how the left and right refinement judgments are defined and how

the rules are encoded. The changes that we make to ReLoC rely on exposing and

encapsulating a suitable amount of capabilities already present in the underlying

model (described in [FKB20al]) and thus the soundness result of ReLoC is unaffected.
Recall, from [FKB20a], that the refinement judgment is deﬁne(ﬂ as:

Ee Ze:T 2V K.
{specCtx = j &> Klea]} e {v. . j = K[V] % [r](v,0')}

That is, it is a particular Hoare triple for the left-hand side expression e1, specifi-
cations for which talk about the thread-pool resource j = K|[¢'] and an invariant
specCtx (the latter can be ignored). These thread-pool resources are part of the ghost
thread-pool: the key element in the definition of the model.

In order to obtain a right refinement, we package this thread-pool resource
j & K|€'] together with the invariant specCtx. The identifier for such a refinement
is then a pair of the thread id j and the evaluation context K. This hides all the
unnecessary details:

Id £ {j : nat, K : ctx}

lZ—Nid€2i—é

specCtx * id.j = id. K [es]

Finally, the left refinement judgment is obtained by taking the definition of a normal
refinement, and stripping away the information about the right refinement from the
precondition in the Hoare triple:

Eer Sia— 7 & {Trueb ey {03, idj = id K[v'] « [7] (v,0")}

In the Coq formalization, we formalize a generalized definition that combines
the left refinement |= e; ;g — : 7 and the regular refinement = e; 3 ey : 7. This
allowed us to make tactics that automatically apply the correct rule, depending on
whether we are proving a left refinement or a regular one. Tactics allow the user
to interactively carry out refinement proofs, without worrying too much about the
low-level details of the rules. For example, the user can invoke a tactic rel_load_1,
that applies either [ReL-LoaD-L|or [REL-LOAD-1'| depending on what is applicable. The
tactics automatically determine the evaluation context K and the resource ¢ — v (if

available).

3.8 Discussion: Conclusion, Related and Future Work

We now discuss related and future work along two dimensions: (1) specification and
verification of the MPMC queue, and (2) and the extension of ReLoC with support
for reasoning about external linearization points.

*For reasons of clarity, the definitions given here are presented without masks and view-shifts;
see [FKB20a] for details.
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Wrt. (1), ours is the first formal specification and verification of the highly-
efficient and practical MPMC queue algorithm used in Meta’s Folly library. Thanks
to our modular approach we also get specifications for its submodules. For example,
our specification for the turn sequencer can also be used to verify other clients
than the SEQ; indeed, in our Coq formalization we have used the turn sequencer to
implement and verify a ticket lock.

Recently a similar bounded queue was considered by Mével and Jourdan [MJ21a].
Their motivation, approach, and challenges are different from ours. They specified the
queue they considered in terms of logically atomic triples, while we prove contextual
refinement. They verify the queue with respect to the weak memory model of
multicore OCaml by using the Cosmo logic [MJP20]] , while we assume sequential
consistency (a simplification compared to the C++ memory model). Their challenges
stem from the complexities of weak memory, but the queue operations they verify
are comparatively simpler than ours and have only fixed linearization points.

Wrt. (2), we emphasize that our extensions to ReLoC are generally applicable
and suitable to support mechanized verification of a wide range of fine-grained
concurrent algorithms with external linearization points. Indeed in our Coq formal-
ization we have applied our methodology to two other examples: a version of the
elimination-backoff stack from [HSY04], and the red flags versus blue flags example
from [Tur+13al.

The most closely related work not already discussed earlier in the paper is
Liang and Feng’s local rely/guarantee-style relational logic [LF13b]], which can be
used to show refinement for fine-grained concurrent algorithms with non-fixed
linearization points, including algorithms with external linearization points. In
contrast to Liang and Feng’s logic, our extended version of ReLoC supports a more
expressive programming language with higher-order functions (we use them to
write out the constructors as closures encapsulating the internal state of the queue).
Recently, a variant of Liang and Feng’s logic has been formalized in Coq by Zou
et. al. [Zou+19], for the purposes of verifying a concurrent file system with external
linearization points. They extend the logic of Liang and Eng with abstract “helping”
mechanism, which allows one thread to carry out linearization points of several
other threads. It would be interesting to obtain the Coq formalization and investigate
a) how a proof of the MPMC queue in that setting would compare with our proof in
ReLoC; b) whether the mechanism of helpers can be implemented and applied in
ReLoC.

Another relational program logic that was used for verifying algorithms with
external linearization points is CaReSL [TDB13]], which also supports a functional
programming language with higher-order functions and higher-order state. As
mentioned, our approach to handling external linearization points is closely inspired
by the “specifications-as-resources” approach of CaReSL present in the model of
ReLoC.

In addition to (relational) program logics, there are many alternative methods
for verifying concurrent data structures with external linearization points, including
generic methods like interval reasoning [DD13; DDH12]|, or data structure specific
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methods like aspect-oriented proofs for concurrent queues [Cha+15]]. We refer an
interested reader to the survey article by Dongol and Derrick [DD15]].

Other alternatives to contextual refinement include logically atomic Hoare
triples [JP11} Jun+15a; RDG14] (which were used in the aforementioned work [MJ21al])
and HOCAP-style specifications [SBP13|], which aim at internalizing the notion
of atomicity. In particular, the Iris notion of logically atomic triples is a popular
correctness criterion that can handle data structures with external linearization
points [Jun+15a]]. A logically atomic triple is a special kind of Hoare triple for a sin-
gle program—unlike ReLoC’s refinement judgment which relates an implementation
to a specification. One strong point of logically atomic triples is that they are easy
to use and build upon inside the Iris logic. On the other hand, they do not yield
as strong results outside the logic as ReLoC’s refinement judgment, which implies
contextual refinement. Recently, logically atomic triples have been shown to imply
linearizability[Bir+21]], but only in a simpler first-order setting.

Contextual refinement is related to another popular correctness for concurrent
algorithms: linearizability [HW90]. While there is an abundance of methods for
verifying or checking linearizability, it has mainly been considered for first-order
languages and with certain restrictions placed on how clients can interact with the
concurrent algorithm To the best of our knowledge, linearizability has not even
been properly defined for a programming language with features that we consider
here (e.g.. higher-order functions, higher-order state, fork-based concurrency).

’In such a setting contextual refinement and linearizability are equivalent [Fil+10b].



Chapter 4

Spirea: A Mechanized
Concurrent Separation Logic for
Weak Persistent Memory

Abstract

Weak persistent memory (a.k.a. non-volatile memory) is an emerging
technology that offers fast byte-addressable durable main memory. A wealth of
algorithms and libraries has been developed to explore this exciting technology.
As noted by others, this has led to a significant verification gap. Towards closing
this gap, we present Spirea, the first concurrent separation logic for verification
of programs under a weak persistent memory model. Spirea is based on the Iris
and Perennial verification frameworks, and by combining features from these
logics with novel techniques it supports high-level modular reasoning about
crash-safe and thread-safe programs and libraries. Spirea is fully mechanized
in the Coq proof assistant and allows for interactive development of proofs
with the Iris Proof Mode. We use Spirea to verify several challenging examples
with modular specifications. We show how our logic can verify thread-safety
and crash-safety of non-blocking durable data structures with null-recovery, in
particular the Treiber stack and the Michael-Scott queue adapted to persistent
memory. This is the first time durable data structures have been verified with
a program logic.

4.1 Introduction

In the traditional storage hierarchy programmers can choose between fast, but
volatile, main memory and non-volatile, but slower, secondary storage. Persistent
memory (a.k.a. non-volatile memory) is an exciting emerging technology that,
uniquely, offers both fast random access at byte granularity and persistence of data
in the absence of power and across system crashes. It thus shakes up the traditional
storage hierarchy with a new abstraction: storage that is suitable both as main
memory and as durable storage of data.

75
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A wealth of algorithms, libraries, and tools have been developed for persistent
memory, exploring the new potential. This includes durable data structures [Cai+21}
Fri+18|], memory allocators [[Sch+15], garbage collectors [|Cai+20], transactions [RCF21;
VTS11], key-value stores [Che+20; Kai+19], and language-level support for persistent
memory [Geo+20]], just to mention a few. An important class of data structures
that is new and unique to persistent memory is durable data-structures with null-
recovery [IMS16]). These reside in persistent memory and are preserved across crashes
with no recovery being needed after a crash to maintain their consistency.

Ensuring correctness when programming for persistent memory is, however,
extremely challenging. Since data stored in persistent memory is expected to be
permanent, programs for persistent memory must be crash-safe. Thus, programmers
must ensure that if the system crashes (which can happen non-deterministically at
any time, e.g.,due to power failure) then, after the crash, the content of the persistent
memory should be in a consistent state from which recovery is possible.

Moreover, due to the volatile caches on contemporary CPUs, writes to persistent
memory are buffered. They occur asynchronously and may reach persistent memory
in a different order than the one in which they were carried out. This persistent
memory order (or persist order) does not coincide with the weak memory order,
the order in which the CPU guarantees that writes by one thread are made visible
to other threads. Hence, a program can be correct for weak memory (by taking
into account the weak memory order), but not correct for persistent memory (by
failing to take the persistent memory order properly into account). To tame this
non-determinism, modern instruction sets such as x86 and ARM offer various flush
and fence instructions, which programmers can insert between writes to enforce a
desired persist order. These instructions are expensive, though, and should only be
used when necessary.

One solution to ensure correctness in the presence of these challenges is, of
course, to formally verify programs for persistent memory using a program logic.
However, as Raad et al. [RLV20]] identified, there is a significant verification gap:
The development of algorithms and libraries for persistent memory is far ahead
of formal verification techniques for persistent memory. As a first step towards
closing this gap two program logics have been developed: Persistent Owicki-Gries
(POG) [RLV20] and Pierogi [Bil+22]. Both are adaptations of the Owicki-Gries proof
system and for reasoning about programs under the machine-level x86-TSO memory
model. However, since these logics are based on Owicki-Gries they only support a
very simple first-order sequential programming language and do not include features
such as separation, (user defined) ghost state, higher-order reasoning, and abstract
specifications. This results in a lack of modularity that is evident, for instance, in
[RLV20]], where to verify an example using a lock, the lock and the client of the lock
are verified together using a global invariant with knowledge about the internals of
both. It is not possible to give the lock an abstract specification, verify it in isolation,
and reuse the specification with multiple clients. In contrast, modern concurrent
separation logics (CSLs), such as Iris [Jun+18al], scale to much richer programming
languages and support the aforementioned features. We thus think that the next
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step to closing the verification gap is to develop a CSL for persistent memory, and
that is exactly what we do in this paper.

4.1.1 Challenges

Prior work has explored the application of CSL to weak memory and to persistency
individually. The RSL and GPS logics has spawned a line of logics for weak (but not
persistent) memory [DV16; Kai+17;TVD14; VN13|]. The Perennial logic, which is
a state-of-the-art CSL for reasoning about crash-safety, and its predecessor Crash
Hoare Logic applies to programs that use durable secondary storage (but without
any weak behaviors) [Cha22; |Cha+19;|Cha+21; (Che+16]]. These logics have been
successful in their respective domains but no CSL has been developed for the weak
persistency found in persistent memory. As persistent memory combines challenging
aspects from both weak memory and persistency a natural approach is to learn
from the above-mentioned logics and try to adapt their techniques into a logic for
persistent memory. As it turns out, there are however serious obstacles to such an
endeavor:

Non-deterministic crashes In a strong persistency model, such as the one con-
sidered for Crash Hoare Logic and Perennial, crashes are deterministic. This means
that if a crash occurs at a given program point the state of the machine after the
crash is uniquely determined by its state before the crash at that program point.
The durable storage is completely unaffected by the crash whereas the content of
volatile memory is entirely lost. At the program logic level this means that some
logical resources are kept unchanged at a crash while others are discarded. Perennial
includes a post-crash modality, (PC), that carries out this transformation. All rules
for their post-crash modality have the form R - (PC) R, which means that the
resource R is preseved during a crash. If a resource P is lost at a crash this is simply
encoded by having no such rule for P.

For persistent memory the persistency model is weak due to the asynchronous
nature of writes and fences. This means that the crash step is non-deterministic.
As such, resources are not merely kept or lost at a crash; instead they are non-
deterministically kept, discarded, or changed. Hence, the straightforward behavior of
Perennial’s post-crash modality is no longer sufficient and its model, which relies on
changing ghost names for lost resources, is not applicable either! We thus introduce
a more sophisticated post-crash modality and prove it sound using a more subtle
model.

Sound invariants It is well-known that Iris-style invariants are unsound for
weak memory. To overcome this, CSLs for weak memory have had to restrict
invariants in various ways. One approach taken by GPS, iGPS and iRC11 is to
associate invariants with specific locations and only allow access to their content
when physically synchronizing with the location. We observe that in a persistent
memory setting even these restricted invariants allows for resource transfer that
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is unsound for persistent memory. In particular, in weak memory if a RMW (read-
modify-write) operation is successful then the overwritten value can never be read
again by another RMW operation. The weak memory invariants rely on this property
for certain types of resource transfer. But, in persistent memory, a write made by
an RMW operation might be lost at a crash, and the overwritten value will then be
observable again after the crash.

Additionally, we want invariants that are strong enough to handle durable data
structures with null-recovery. The obvious way to encode at the logic level that
a data-structure is preserved across crashed is to say that its invariant (inside its
representation predicate) is preserved under the post-crash modality. However, it
is not clear how an Iris invariant can soundly interact with a post-crash modality.
Indeed, in Perennial, which uses Iris invariants, one cannot use the post-crash
modality to establish that an invariant holds after a crash. Instead, Perennial relies
on recovery code to establish new invariants after a crash, but this approach does
not work for null-recovery where there is no recovery code.

A somewhat subtle point is that the issues with reconciling Iris invariants and
crashes also pose challenges regarding modeling of the logic. Prior Iris-based logics
for weak memory use Iris invariants internally to model their more restrictive user-
level invariants. But if invariants can not survive crashes, then they can not be used
in the model either.

Persistent memory instructions Persistent memory models usually involve
some combination of flushes and fences to restrict the persist order when necessary.
These instructions are specific to persistent memory and are not addressed by prior
separation logics. We consider a weak flush instruction that may be reordered with
respect to other instructions up to a fence. As noted by Raad et al. [RLV20] such a
flush instruction is difficult to reason about as its effect does not take place at the
program point of the flush. As for fences we consider both asynchronous fences and
synchronous fences.

4.1.2 Our Contributions

This paper contributes Spirea, the first CSL for weak persistency in general and persis-
tent memory in particular. We use the explicit epoch persistency model by Izraelevitz
et al. [IMSlé]E] This model is a slight generalization of the x86 and the ARM per-
sistency models which can be efficiently implemented on both processors. As the
model is slightly weaker than x86 and ARM, programs that are proven correct for
this model are correct for both x86 and ARM. Similarly, reasoning principles that
apply for this model are more general and are sound also for x86 and ARM. As such,
the ideas in Spirea are generally applicable and can also be used, for instance, in
logics specifically for x86 and ARM. In Section[4.2] we give an intuitive account of

'Not to be confused with the (implicit) epoch persistency model which cannot be efficiently
implemented on x86 or ARM.
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the persistency model as well as the consistency model and explain the verification
challenges in more detail. Izraelevitz et al. [IMS16] define the explicit epoch persis-
tency model in a declarative style, as a number of ordering constraints on abstract
histories. Such a formulation is not well-suited for reasoning in a CSL, so we recast
their model as a view-based small-step operational semantics (see Section [4.7.1) that
can be used with the Perennial and Iris logical frameworks. As our focus in this
paper is squarely on the logic we do not establish a formal correspondence between
Izraelevitz et al.’s formulation and ours but instead leave this to future work.

Our logic improves the state-of-the-art both in terms the programming language
features it supports, the expressivity and power of the logic, and in the scope of the
case studies we have verified. Our programming language Apmem includes many
features that are not supported by the Owicki-Gries based logics, most importantly:
dynamic allocation of references, dynamic forking of threads, functions (including
higher-order recursive functions and closures), and compound data types. As for the
logic, Spirea is a higher-order separation logic and includes all the usual features in
Iris based separation logics (except for those that are unsound in our setting). For
reasoning about crashes Spirea contains features equivalent to those of Perennial.
We cover this background in Section [4.4}

To tackle the above-mentioned challenges, Spirea includes the following key
innovations:

1. A resource changing posts crash modality that can account for the non-deterministic
changes in resources at crashes under weak persistency. Our post-crash modal-
ity supports rules of the form R - (PC) R/, where R’ reflects how R is non-
deterministically affected by the crash. We make this possible by modelling
our post-crash modality using an exchange resource. This can be seen as a
generalization of the model of Perennial’s post-crash modality: the Perennial
model is the special case where the exchange resource is the empty resource.

2. Crash-aware invariants, which, in contrast to Iris-style and GPS-style invari-
ants, are sound under weak persistency. Soundness of Spirea crash-aware
invariants relies on having novel proof rules for transfer of resources in and
out of invariants. Our Spirea invariants are crash-aware, meaning that they
can be preserved under our post-crash modality and thus facilitate resource
transfer between code executing before and after a crash. This is the first time
a separation logic contains invariants that can be used to this end. We devise
a novel model for our invariants that does not rely on Iris invariants.

3. An assortment of features to handle persistent memory instructions: Post-fence
modalities, a post-crash flush modality, and state lower-bounds w.r.t. fences.
These work in tandem to reason about weak flushes and synchronous and
asynchronous fences.

We explain these in depth in Section [4.6] where we give a high level introduction to
Spirea, explain its design, and present several examples.
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veVAL = ()|i € Z|l e Loc| True | False | (v,v)
| inj, v|injyv|rec f(z)=e] ---

ecExpru=uz|v|if ethencelsee| (e,e)| mie|melinj el|injye|ee]| ---

| match e with inj, = e | inj, z = e | fork {e}
| refpe|lye|e:=,e|CASecee|FAAcece for a € {na,
| flush e | fence | fencesync

Figure 4.1: The syntax of Apmem

Spirea and its high-level reasoning rule are modelled on top of a lower-level
logic called BaseSpirea. This logic, in turn, is modelled using an instantiation of the
Perennial program logic and using the Iris base logic. In Section [4.7] we state the
soundness result in terms of the operational semantics. We also give an overview of
the semantic model and the proof of soundness to the extent that space permits. For
the full details regarding the model and the soundness proof we refer the reader to
our mechanization.

Spirea and all our results are fully mechanized in the Coq proof assistant. The
mechanization allows for interactive development of proofs using the Iris proof mode.
The development is available online at https://github.com/logsem/spirea and
as an artifact [VB23b]. We have used the mechanization of our logic to formally
verify a range of examples and case studies. We cover a number of these in Section[4.8|
The case studies demonstrate how our logic is capable of verifying tricky synthetic
examples, that it can give modular and compositional specifications to thread-safe
and crash-safe libraries, and even verify entire durable data structures with null-
recovery. For the latter we have verified crash-safety and thread-safety of both a
durable version of the Treiber stack and the Michael-Scott queue. This is the first
time durable data structures have been verified with a program logic.

In Section[4.9 we discuss related and future work.

4.2 Persistent Memory Verification Challenges

Before we can introduce Spirea we must first understand the kinds of programs that
it aims to verify correctness of and the challenges involved in this. To this end we
introduce our programming language Apmem. Its syntax is seen in Figure We use
highlighted text to indicate the parts of the language that are related to persistent
memory only. Loosely speaking, if we erased those parts we would get a language
for weak, but not persistent, memory.

Apmem 18 a lambda-calculus with standard features (recursive functions, booleans,
products, sums, etc.), fork-based concurrency, references with dynamic allocation,
and operations for weak persistent memory. The expression fork {e} spawns a
new thread that evaluates e in parallel with existing threads. We use the notation
e1 || e2 for the parallel execution of e; and eg, which is derivable from fork. We

at}
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T i=na 37; || if Iy =1

. if !at z=1
if lyy=1 flush z; then
T =, 37, O then
) then fence; fence; e 37)
= assert (o =
Y~ assert (!, x = 37) Y =a 1 Zi=na 1 "
(a) Message passing (MP) (b) Durable MP
ge p g
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flush z; T '=n, 37; || then flush x;
¢ then ¢ then
fence; Y =a 1 fence;
assert (In, z = 37) assert (In, v = 37)
Y =na 1 Zi=pa 1
(c) Flush and fence (d) Optimized durable MP

Figure 4.2: Examples of programs that use weak and persistent memory operations

define assert to be function that is unsafe (gets stuck) if its argument is not True.
The language features a weak persistent memory model. The full formal operational
semantics appears in Section [4.3] In this section we give an intuitive explanation of
the memory model illustrated by the examples in Figure But first we fix some
terminology.

A consistency model specifies the semantics of shared memory by restricting the
weak memory order, the order of memory operations across threads. A concurrent
program that correctly accounts for interleavings and the weak memory order is
thread-safe. A persistency model specifies the semantics of persistent memory by
restricting the persist order, the order in which writes may reach the persistent
memory[PCW14]]. A program using durable storage that correctly accounts for
crashes and the persist order is crash-safe. The mentioned orders are defined using
the program order, the order in which memory operations are issued by the program.

4.2.1 Release-Acquire and Non-Atomic Consistency

We use a highly relaxed consistency model closely resembling the release-acquire
and non-atomic fragment of Cllﬂ The memory operations for allocations (ref,),
writes (:=,), and reads (!,) are annotated with a memory access mode a € {na, at}.
Allocations are considered a form of writes in the memory model. The access modes
na and at are non-atomic and atomic access, respectively.

“The largest deviation from C11 is that we make no attempt to rule out data races on non-atomics
which is undefined behavior in C11. This can be done with a race-detector [Dan+20; Kai+17]—we avoid
that here for simplicity.
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Non-atomic access is to be used when there are no races on data. For instance,
when a thread uses a location exclusively or when synchronization has been es-
tablished through other means, e.g.,through a lock or atomic operations (explained
below). Non-atomic writes (:=y,) performed by one thread give no guarantees on
the order in which other threads may see them. This implies that it would be unsafe
to use a non-atomic write to y in the example in Figure The right thread might
read 1 from y without also reading 37 from z.

To ensure a desired weak memory order across threads, atomic access must
be used. An atomic write (:=,) is called a release-write and an atomic read (!,;) is
called an acquire-read. If an acquire-read reads a value written by a release-write
we say that the acquire-read synchronizes with the release-write. In this case, the
write is ordered before the read in the weak memory order. Furthermore, a release-
write is ordered after all preceding (in program order) memory operations, and an
acquire-read is ordered before all succeeding (in program order) reads and writes.
Together, this means that when a thread, call it ¢;, performs an acquire-read and
synchronizes with a release-write of another thread, say ¢, then ¢; becomes “aware
of” (or acquires) all the writes that t, was aware of at the time of writing. This is
exemplified by the message passing (MP) example in Figure [4.2a] where the use of
atomic operations make the assertion safe. When the sender thread writes 1 to y
it is aware of the write of 37 to x (since it wrote it itself, program order). Hence, if
the receiving thread reads 1 from y it also becomes aware of the write to z, thus the
following read of x is certain to yield 37, and the assert will succeed.

The read-modify-write (RMW) operations CAS (compare-and-set) and FAA
(fetch-and-add) count as both an acquire-read and a release-write at the same time.

4.2.2 Explicit Epoch Persistency

We use the examples in Figures to to explain the memory model we use.
The notation e () e, denotes execution of e with e, configured as recovery codeE]
We use the explicit epoch persistency model by Izraelevitz et al. [IMS16]]. As they
argue this persistency model is a slight generalization of the x86 and ARM machine
level persistency models. The model includes three operations to manage the persist
order: an explicit flush, flush (also called a write-back), an asynchronous fence,
fence, and a synchronous fence, fencesync. In the absence of these instructions,
no guarantees are given on the persist order. For instance, it is not safe to run the
left-hand side of Figure [4.2a] with the recovery code in Figure As there are
no flushes or fences, the two writes might persist in any order: after a crash the
recovery code might see y being 1 and « still being 0, even though, during normal
execution, this would never be observable due to the release-write.

To enforce a certain persist order one must explicitly flush writes and then end
an epoch with a fence. An asynchronous fence ensures that all writes that have been
flushed before the fence persist prior to any writes after the fence. The asynchronous

*Note, that this is not syntax in the programming language.
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fence does not ensure that the flushed writes have actually been persisted; hence,
if a crash happens after the fence, the writes flushed prior to it might still be lost.
But, when a certain persist order has been established, recovery code can perform
a kind of “backwards reasoning”. For instance, in Figure the flush and fence
implies that the write to x persists before the write to y. Hence, the recovery code
can read y, and then, if the read yielded 1, reason backwards through the persist
order and conclude that it is now certain to read 37 from x. This makes the assertion
in Figure safe. A synchronous fence, is stronger, but also potentially slower,
than an asynchronous fence. It additionally blocks execution until all flushed writes
have actually reached persistent memory. This means that had Figure used a
synchronous fence, then the write to z would have been persisted with certainty
after executing the program.

Flushes and fences interact with release-writes and acquires-reads as a way
to “connect” the weak memory order and the persist order. If an acquire-read
synchronizes with a release-write then anything flushed and fenced prior to the
release-write is guaranteed to persist before anything following a fence after the
acquire-read. In the durable MP example in Figure this ensures that the write to
z in the right thread must persist after the write to x in the left thread and hence
that the assertion made at recovery is safe. Note that the fence after the acquire-read
of y is necessary. When performing an acquire-read a thread immediately gains
knowledge of the writes the releasing thread know about. But, only after a fence
does it gain knowledge about flushed and fenced writes known to the releasing
thread. Note also that flushes without fences provide no ordering guarantees with
respect to atomic operations.

The optimized durable MP example in Figure is similar to the durable MP
example except that the left thread does not flush the write to x before sending it
through y. Hence, when the right threads read 1 from y it is still certain to know
about the write to x (as in Figure [4.2a), but it no longer receives knowledge about
the write being flushed. Hence, the right thread must flush x. With this being done
it is still the case that the write to z persists after the write to x. But, it is no longer
the case that the write to x will persist before the write to y. This brings us to
the crucial point regarding this example: reading 1 from y carries with it different
information to a concurrent thread (which gains knowledge that = holds 37) than
it does to recovery code (which gains nothing). In Figure it would also have
been safe for the recovery code to read y instead of z, but here this would not be
safe. At the logic level, this means that the resources associated with the write to y

in Figure must change at a crash, but it need not change in Figure

4.3 Operational Semantics

This section defines the full formal operational semantics of Apmem. The semantics
formalizes the consistency and persistency models described informally in prior
section.
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m € MEVENT ::= Al (¢,v) | Ro(¢,v) | Wo (€, v) | RMW (4, vy, vyy) | RMWegii(€,0) | FL(E) | F | FS

V,S,F,P,B € ViEw £ Loc fin, N o € SToRE £ Loc i™ History
S.F.B).T € THREADVIEW 2 VIEW® h € History 2 N ™ Mgssace
) b bl

(0, P), M € MEMCONF = STORE X VIEW (e, T),t € THREADSTATE = EXPR X THREADVIEW

(v, Sy Fm, Pm) € MESSAGE 2 VAL x VIEW® (M, 1), p € MEMCONF x L1sT(THREADSTATE)

Figure 4.3: Definitions of semantic objects used in the operational semantics

Note: This section and Section [4.5| where included as appendices in Vindum
and Birkedal [VB23c]. As such they are not essential to understand the rest of this
chapter. Readers who wish a quick path to the Spirea logic can skip both sections and
readers who want a deeper understanding are invited to read them. Both sections
are required to understand Chapter [6]

Memory Events

To define how expressions interact with the memory we use two labeled transition
systems (LTSs), one for expressions and one for the memory. This approach neatly
keeps the memory model considerations separate from the rest of the language
semantics. The labels for the LTSs are memory events, defined in Figure[4.3] describing
how expressions can interact with the memory.

4.3.1 Expression LTS

The LTS for expressions has the form e % ¢’; & meaning that the expression e can
step to ¢’ with the label m € MEveNT U {e} while forking the sequence of threads
€. The label € is used for expressions that do not interact with the memory (pure
reductions, etc.). A selection of expression transitions is seen in Figure First is
the step for application (just to show that standard reductions work as expected),
then the one for fork (the only rule where the sequence of forked threads is not
the empty sequence ¢), and then transitions that interact with the memory (i.e.,
where m # €). Note how these transitions make it clear how the memory events
correspond to operations in the language, for instance, the expression ref, v emits
an event for allocation of the form Al, (¢, v), reading a value with !, £ emits an event
for reading R, (¢, v), and so on.

4.3.2 Memory LTS

We now wish to define an LTS for the memory. To this end, we need some semantic
objects, defined in Figure [4.3] which we now explain.
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In a strong sequentially consistent memory threads always read the last write
to a location, and hence the store (i.e., the memory) can be modeled simply as a
finite map from locations to values. In a weak persistent memory model, on the
other hand, threads and recovery code may read out-of-date values. Therefore, the
store is a finite map from locations to histories. Each history contains all writes to
a location as a finite map from timestamps (natural numbers) to messages. Every
message corresponds to a write to the location and contains the written value and
other data explained below. The timestamps correspond to the order of the writes.

Closely related to the definition of the store is the notion of a view: a finite map
from locations to timestamps. Views are used to represent subsets of messages in
the store. For a store o, a view V intuitively represents all messages of the form
a(0)(t) for t < V(¢). We sometimes talk of the messages “in” a view to mean this
set of messages. Views naturally form a semi-lattice where the least element L is
the empty partial function, where V; C Vo £ V¢ € dom(V1). V1 (€) < Va(¢), and
where the least upper bound is given by (V1 LI V2)(£) £ max(Vy(£), Va(¥)).

A memory configuration (MEMCONF) contains the entire state of the memory. It
is a pair of a store and a view: (o, P). We refer to P as the persist view; it represents
the messages in o that are certain to have been persisted.

A thread view is a triple of views: (S, F, B). These views are a thread’s store
view, flush view, and buffer view. The store view S (flush view F, respectively) is
used to encode the weak memory order (persistent memory order). Messages in
S are those that the thread knows of and that future memory operations will be
ordered after. Messages in JF are those that the thread knows have been flushed
and fenced, meaning that will persist before any future memory operations by the
thread. The buffer view B represents the messages that the thread has flushed.

A message is a tuple of the form: (v, Sp,, Fn, Pm). As mentioned, a message
corresponds to a write and v is the value written. For an atomic write S,,, and F,,, is
the writing thread’s store view and flush view at the time of the write. An atomic
read will acquire these views when reading the message. The P, view enforces
the persist order—a write can have persisted only if all messages in P, have also
persisted. In the operational semantics, the persist view of a message is only used in
the reduction rule for a crash, corresponding to the fact that the persist order only
affects crashes. For a message m, we write m.v, m.S, etc. for its components.

The LTS for the memory has the form (o, P); (S, F, B) 2% (o', P'); (S, F', B').
As the outcome of a memory operation depends on the views of the thread making
the operation, the LTS is parameterized both by a memory configuration and by
a thread view: The transition rules appear in Figure to keep the presentation
concise we make use of the notation

0 otherwise

V]a 2V Vo) = {V(e) if ¢ € dom(V)
V] £ L

The | V], notation captures the effect of the access mode in several of the rules. For
instance, the only difference between a write (:=p,) and a release-write (:=4) is in
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which views are stored in the written message. We use 1 simply to be able to write
Vo(¢) even if £ is not certain to be in the domain of V.

We now comment on the transition rules. The rule for allocation (with label
Alg (¢, v)) extends the store with a fresh location that contains a history with a single
message at timestamp 0. In this rule and in the rule for writing the store view and
flush view of the message is L if the access mode is na. This is because non-atomic
operations are not for synchronization between threads and therefore no views
should be exchanged when performing them. In contrast, when the access mode is
at then the thread’s store view and flush view are included in the message. For a
read with access mode at, rule (with label R, (¢, v)) then merges the store view from
the read message into the thread’s store view. This ensures that the acquire-read
actually acquires information from the thread whose write it is reading. The flush
view from the message is only added to the thread’s buffer view. The buffer view is
never transferred between threads, it is only used within a thread to keep account of
information that will be acquired at the next fence. Indeed, the buffer view is moved
into a thread’s flush view by the two fence rules (with labels F and FS).

Due to the condition Sp(¢) < tinrule for reading, a read may non-deterministically
read any message for ¢ with a timestamp greater than the thread’s timestamp in its
store view for /.

Note that the rule for writing ensures that the thread’s flush view F is transferred
irrespectively of access mode; this is to ensure that the persist order is recorded (it is
used when we account for crashes, in Section [4.3.4).

The rules for flushes and fences are rather straightforward. Flushing a location
moves the thread’s timestamp for the location in its store view into its buffer view.
The two rules for fences, move a thread’s buffer view into its flush view. The rule for
the synchronous fence additionally moves the buffer into the memory configuration’s
persist view as well.

4.3.3 Machine Reductions

We define a head reduction —p, for a memory and a thread state (a pair of an
expression and a thread view) by combining the LTSs for the memory and for
expressions. It is given by the two rules seen in Figure The first rule is for
expression steps that interact with the memory and the second for those that do not.

As is standard we use evaluation contexts K to lift the head reduction to a
per-thread reduction —¢ which again is lifted to a threadpool reduction —, that
non-deterministically picks a thread from the threadpool to reduce. They are each
given by a single rule seen in Figure Here K is an evaluation context; the
definition of evaluation contexts for Apmem is entirely standard, capturing a call-by-
value left-to-right evaluation order, and has thus been omitted.
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Expression LTS
(rec f(z) =€) v = e[rec f(z) = e,v/f,x];e fork {e} = ();e
refavM&e !GEMHJ;e E::{IUM)();e flushﬁw)();e
fence ();e fencegync B, ();e CAS ( vy vy M True; e
v # U
CAS { vy vy M False; e
Memory Model LTS
tgdom(o)  h={0 (v,[S]a, [Fla, F)}
(0, P); (S, F, B) 22U (510 s B), P): (S, F, B)
t =S8o(¢) B = B[l t]
(0, P); (S, F,B) 2D (5, P): (S, F, B')
So(0) <t o(O)(t) = (v,8m, Fm,_)
(0, P): (S, F,B) 2 (5 PV (S U S FoBU [Fon)a)

Soll) <t o()=h tédom(h) K =hlt = (v,|S]a, [FlasF)]
(0, P): (S, F,BY YU (510 s 1), PY; (S[E s 1], F, B)

So(f) <t t+1¢ dom(h) ol)="h h(t) = (Um, Sm, Fms_)
S =(SUS)[l—t+1] B =hlt+1— (0,8, FUFn, FUF,)]

(0, P): (S, F,B) 2R oty s 1), PY; (S, FyBU Fon)

So0)<t  t+igdom(h)  o()=h  h(t) = (vm, S, Fans_)
(0, P); (S, F,B) 2Vallo) o Dy (S U Sy, Fy BU Fim)

(0, P): (S, F,BY 5 (o, P): (S, FUB,B)

FS

(0, P); (S, F,B) = (03P UB); (S, FUB,B)

Head Reduction

M; T2 M7 e eler. .. en
M; (e, T) —n M5 (e, T'); (1, T') ... {en, T')

e
e—=eer...ep

M;{e,T) —n M;{,T);le1, T)...{en, T)

Thread-local and threadpool reduction

M; (e, T) =0 M'; (e, T')i T Mit — Mt T
M (Klel, T) = M'; (K[e'), T'); T (M titt,) = (M 1t'ET)

Figure 4.4: Expression and Memory Model LTS transitions
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4.3.4 Accounting for Crashes

The state of the memory after a crash is determined by a crash view C. The crash view
represents all the messages that persisted before the crash. It has to be a consistent
cut in the sense that no message can have persisted without all of the messages in
its persist view also having persisted:

Definition 4.3.1. A viewC is a consistent cut of a store o, written consistent(c,C),
iff for every C(¢) = t there exists a history h such that o(¢) = h andt € dom(h).
Furthermore, for allt' € dom(h) wheret' < t there exists a message m such that

h(t') = m andm.P C C.

With this in hand, we can define the crash step reduction ;. This reduction
goes from memory configurations to memory configurations and describes what
can happen to the memory at a crash. It is generated by a single rule:

Hhems PLCC consistent (o, C)
dom(o’) = dom(C) V¢ € dom(C). o' (¢) = {0~ (a(£)(C(£)).v, L, L, 1)}

(0, P) LN (0, viewToZero(C))

The first two assumptions ensure that C is a consistent cut and that it includes all the
definitely persisted messages in P. The next line serves to constrict the new store o,
created by picking out a message for each recovered location. The new persist view
viewToZero(C) is the view such that viewToZero(C)(¢) = 0 for all ¢ € dom(C) and
which is undefined for all # € dom(C). That is, the crash view but with 0 at every
entry.

Finally, we define a recoverable execution relation =, which expresses what
it means to execute a program together with a recovery program e, that is run
after each crash. The relation has the form e,; p =, p’; s where e, is the recovery
expression, p and p’ are machine configurations, and s € {NotCrashed, Crashed} is
a crash-status indicating whether the execution has been crash free or has crashed
along the way.

REXEC-NORMAL
x|/
P _>tp P

er; p = p'; NoCrash

REXEC-CRASHED
pon (MB) MESM e (M, [(ey, (L, L, 1)) = fss
er; p = p'; Crashed

Note that in contrast to the other relations we have defined above this is a big step
relation. The first rule says that a machine can execute (without crashes) per the
threadpool reduction with the label NoCrash. The second rule says that a machine
may execute normally for some number of steps (the first assumption), then let the
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Htc-AToMIC
atomic(e) P Q.

{Pre{QAQc} - {P}e{QHQ}
HTR-IDEMPOTENCE
{Prte{QHQ,} Qr «(POR {R}e, {Q-H{Qr}
{Peo e {QHQ:}

Figure 4.5: Key rules for quadruples in Perennial

memory take a crash step (the second assumption), and then keep executing with
the memory after the crash and a single thread executing the recovery expression.
Note that at a crash all the running threads # are discarded.

4.4 Background: Crash Reasoning Features In Perennial

Perennial extends Hoare logic with a crash Hoare quadruple of the form { P} e {Q}{Q.} .
Here P and () are standard pre- and postconditions. The fourth component (). is a
crash condition that must hold during every step of execution of e. Since ). holds

at every step, if a crash occurs at some point, then @), will necessarily hold at that
point. Hence, the crash-condition is a property that recovery code can rely on after

a crash.

In addition to standard language independent structural rules (a frame rule, a
bind rule, etc.), the key rule for deriving a crash Hoare quadruple is seen
in Figure The rule states that to prove a crash Hoare quadruple for an atomic
expression e, it suffices to prove that the pre-condition implies (). and an ordinary
Hoare triple for e with (). added to the postcondition. Since e is atomic and can
take only a single step, it suffices to show the crash condition before and after this
single step. Note the use of the standard (non-separating) conjunction A. This makes
it possible to use all the resources one has at hand to show both @ and .. This
is a crucial aspect of crash conditions: they can be established without losing the
resources necessary to show themﬂ The use of A is sound since, when the program
runs, it will either take a normal step of execution (in which case the proof of () is
needed) or crash (in which case the proof of (). is needed). Since both cannot happen
at the same time, it is not necessary to show the two conjuncts for disjoint resources.
The rule is important since it, in combination with the structural rules,
allows us to show a crash Hoare quadruple by showing a normal Hoare triple at each
step. This explains why we show rules for normal Hoare triples later in Section

To show crash-safety Perennial offers recovery Hoare quadruples of the form
{P}e & e, {Q}{Q;} . The intuitive reading is: given that P holds initially, it is

*This is in contrast to normal Iris invariants, where one has to sacrifice ownership of the resources
necessary to show the invariant.
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safe to execute e with the recovery program e,. If e terminates in a value v without
crashing then Q(v) holds. If, on the other hand, one or more crashes occur during
execution (of e and e,) and e, terminates in a value v, then @, (v) holds.

Per the idempotence rule [HTr-IDEMPOTENCE| one can show a recovery Hoare
quadruple for a program e and recovery program e, by showing a crash Hoare
quadruple for e and one for e,.. In both cases the crash condition is ), such that e,
can rely on this resource; not directly though, as the crash itself might change Q.
hence the inclusion of the post-crash modality. Since e, itself maintains the crash
condition ()., any number of crashes during e, are still safe.

In summary, the proof burden for proving crash-safety is to pick a crash condition
and apply [Hrr-1DEmMPOTENCE| Then one verifies two crash Hoare quadruples. The
verification of these is similar to using normal Hoare triples except that the crash
condition must be shown at every stepﬂ

4.5 BaseSpirea — The Low-Level Logic

In this section we present BaseSpirea, a program logic for A\ymem. The logic is built
on top of Iris and Perennial by instantiating the Perennial program logic framework.
Before we proceed, we briefly explain the relationship between Iris and Perennial
and what such an instantiation entails.

4.5.1 Instantiating Perennial

Iris includes both a base logic and a program logic framework. The base logic
contains the fundamental features of Iris, such as the separation logic connectives
and ghost state, but not program verification capabilities. Perennial, in turn, builds a
program logic framework on top of the Iris base logic. Unlike the program logic in
Iris, Perennial’s is able to reason about crashes and to verify crash-safety, through a
combination of powerful features made for this purpose. Here “framework” describes
the fact that one can instantiate the program logic with any suitable programming
language. We instantiate the framework with Apmem, which, by no coincidence, is
one such suitable language. By doing this instantiation one gets the basic building
blocks of a program logic “for free”. These building blocks include the definition
of Hoare triples (and related notions explained in the next section) and language
independent structural rules for working with them. The instantiator (i.e., us) then
defines language specific assertions and proof rules that must be proven sound. This
is done in tandem with a so-called state interpretation that is picked as part of the
instantiation. The state interpretation’s purpose is to link the physical state (i.e., the
state in the operational semantics) with logical ghost state. At this level, our state
interpretation is fairly standard and we do not give the details here—the interested
reader can find them in our Coq mechanization. One noteworthy aspect of our state
interpretation is that it is parameterized over an “extra” resource. In BaseSpirea this

*Showing the crash condition is usually trivial and can be automated with a Coq tactic.
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extra resource is simply true, but when building Spirea on top of BaseSpirea, we
use it to inject additional resources into the state interpretation.

We next describe the most important features of the Perennial program logic
that we inherit (Section [4.5.2); the language specific assertions BaseSpirea adds
(Section[4.5.3); some of the program rules that BaseSpirea includes (Section [4.5.4);
and finally we give the adequacy result of the logic (Section [4.5.5).

4.5.2 The Perennial Program Logic

In this section we explain the most important features from Perennial that are also
present in BaseSpirea. Note that in this subsection we use e to denote expressions
from the point of view of Perennial. When instantiated with Apmem, such an expres-
sion is in fact a thread state (defined in Section[4.3).

In addition to the well-known Hoare triple, Perennial includes a crash Hoare
tripldl| of the form {P} e {Q}{Q.} . Here P and Q are standard pre- and postcondi-
tions and the fourth component Q). is a crash condition that must hold during every
step of execution of e. Since (). holds at every step, if a crash occurs at some point,
then @), will necessarily hold at that point. Hence, the crash-condition is a property
that recovery code can rely on after a crash.

In addition to standard language independent structural rules (a frame rule, a
bind rule, etc.), the key rule for deriving a crash Hoare triple is seen in
Figure

The rule states that to prove a crash Hoare triple for an atomic expression e, it
suffices to prove that the pre-condition implies (). and an ordinary Hoare triple for
e holds with @), added to the postcondition. Since e is atomic and can take only a
single step, it suffices to show the crash condition before and after this single step.
Note the use of the standard (non-separating) conjunction A. This makes it possible
to use all the resources one has at hand to show both ) and ().. This is a crucial
aspect of crash conditions: they can be established without losing the resources
necessary to show them The use of A is sound since when the program runs it will
either take a normal step of execution (in which case the proof of () is needed) or
crash (in which case the proof of Q). is needed). Since both cannot happen at the
same time, it is not necessary to show the two conjuncts for disjoint resources. The
[Hrc-aTomid|rule is important since it, in combination with the structural rules, allows
us to show a crash Hoare triple by showing a normal Hoare triple. This explains
why we show rules for normal Hoare triples later on in this section.

To reason about the combination of a program e and its associated recovery pro-
gram e, Perennial offers a recovery Hoare tripldf| of the form {P} e ¢ e, {Q}{Q} -
The intuitive reading is: given that P holds initially, it is safe to execute e with the

®Really, it is a quadruple, but we stick with the Hoare triple terminology

"This is in contrast to normal Iris invariants, where one has to sacrifice ownership of the resources
necessary to show the invariant.

®Again, we stick with the Hoare triple terminology, even if more than three components are
involved.
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Assertion Description
{—nh Location ¢ points to the history h.
valid(S) View S is valid.

persisted(P)  View P has been persisted.
crashedAt(C) View C was recovered at the last crash.
(PC) P Proposition P holds after a crash.

Figure 4.6: Overview over assertions in BaseSpirea

recovery program e,. If e terminates in a value v without crashing then Q(v) holds.
If, on the other hand, one or more crashes occur during execution (of e and e,.) then,
if e, terminates in a value v, then @, (v) holds. Beware that the @, plays a different
role from the (). used in a crash Hoare triple.

A post-crash modality (PC) internalizes in the logic how resources are affected
by a crash. The assertion (PC) P means that P holds after a crash and a rule of the
form P+ (PC) Q means that if one has P then one has () after a crash.

Since the post-crash modality depends intrinsically on the semantics of the
specific programming language one reasons about, we do not get the post-crash
modality by instantiating Perennial; we have to define it ourselves. The idea of a post-
crash modality, however, is from Perennial. That being said, ours is more complicated
than earlier ones used with Perennial due to the more intricate semantics for crashes
in Apmem (for more details, see the discussion of related work in Section .

Per the idempotence rule [HTrR-IDEMPOTENCE|one can show a recovery Hoare triple
for a program e and recovery program e, by showing a crash Hoare triple for e
and one for e,. In both cases the crash condition is @), such that e, can rely on
this resource; not directly though, as the crash itself might change ()., hence the
inclusion of the post-crash modality. Since e, itself maintains the crash condition
@y, any number of crashes during e, are still safe.

The Perennial program logic contains other features. For instance, crash borrows
that make it possible to transfer and split crash conditions between threads. But
what we have explained thus far suffices for this paper, so we proceed to explain the
assertions specific to BaseSpirea.

4.5.3 Assertions in BaseSpirea

Figure [4.6| provides an overview over the assertions in BaseSpirea.

Since the store in our operational semantics contains not just single values, but
entire histories, the points-to predicate in BaseSpirea ¢ <, h naturally associates a
location with a history h. Except for this, it is similar to the normal separation logic
points-to predicate.

The assertion valid(S) states that a view S is valid. This means that if S(¢) =t
then the history for £ in the physical store actually contains a message with at least
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Htc-aTomic HTR-IDEMPOTENCE

atomic(e) P Q. {P}e{Q}{Q:} Q. + (PCO)R {R} e, {Q. }H{Qr}
{Pre{QNAQc}F{P}e{QHQ} {Pteo e {QHQ:}.
CRASHED-AT-AGREE PERSISTED-SEP
crashedAt(C) * crashedAt(C') - C = C’ persisted Py * persisted Py - persisted(P; Ll Pa)

PC-PERSISTED
persisted(P) - (PC) persisted(viewToZero(P)) * 3C 3 P. crashedAt(C)

Pc-POINTS-TO

( ( h(t)-m*C(f)-t*m.PEC*))
¢ <y h = (PC)3C. crashedAt(C) x | £ & dom(C) V | It,m

Uy {0 (mo, L, 1, 1)}

Figure 4.7: Selected rules for assertions in BaseSpirea

the timestamp ¢. Knowing this is necessary to conclude, for instance, that performing
a read with the store view § is safe.

The assertion persisted(?P) means that the view P is included in the persist view
in the physical state. It does not entail any ownership (in the separation logic sense)
of the physical persist view. Since it only expresses a lower bound and since the
physical persist view only grows during normal execution it is persistentﬂ

The assertion crashedAt(C) means that at the last crash the consistent cut that
the machine crashed at was C. The assertion crashedAt(C) is persistent and has
agreement (CRASHED-AT-AGREE).

We now need to describe how the assertions interact with the post-crash modality.
There are no rules for valid or crashed At. These resources do not imply any non-
trivial resources after a crash, i.e., the assertions valid(S) and crashed At(C) are lost
under the post-crash modality.

For persisted(P) we have the rule It says that given persisted(P),
then after a crash persisted holds for the same view but with zero at every entry.
Furthermore, there exists some view C such that C J P and crashed At(C) holds.
This rule is sound because persisted(P) is a lower bound on the persist view in
the physical state and a crash view has to include the persist view (recall the rule
in the operational semantics).

The rule for the points-to predicate is a bit more involved. After a
crash, we again have crashed At(C) for some C and two distinct cases: the location
was either lost or recovered at the crash. In the first case, the location must not be
present in the crash view, ¢ ¢ dom(C), and we have, of course, lost the points-to
predicate. In the latter case, C(¢) = t for some ¢, the message h(t) was recovered,
and we now have a points-to predicate for the recovered message. Furthermore,
the view P in the message must be included in C. This internalizes the fact that C

°Not to be confused with persistent memory, in Iris a persistent proposition is one that does not
entail exclusive ownership but only represents duplicable knowledge. 0 P means that P always holds
and a proposition P is persistent if P - O P.
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Hrt-ALLOC
{valid(8)} ref, v; (S, F,B) {{; (S, F', B'). 4 = {0 (v,[S]a, | Fla, F)} xS =8« F=F «B=DB}

HT-READ

{

f%hh

valid(S) * \ (5. F.5) v; (S, F' B, 3. So(€) < t* h(t) = (Ui, S, Py _) ¥ U = Uy %
R S =8U|Smla*F =F«B =B U|Pnlq*valid(S') £ <, h

HTt-sTORE

{

f‘—>hh

Hr-FLUSH
{€ <y h}flush ¢; (S, F,B) {w; (8", F',B).8' =S« F' = F « B = B[l > So(t)] x { <, h}

HT-FENCE
{true} fence; (S, F,B) {w; (S', F',B).8' =S*x F = FuBx« B =B}

HT-FENCE-SYNC
{true} fencesync; (S, F, B) {w; (S',. F'.B).8' = S« F' = FUB « B' = B * persisted(3) }

Figure 4.8: Selected rules for Hoare triples in BaseSpirea

must be a consistent cut and hence respect P in the message. This is what makes it
possible to do the kind of “backwards reasoning” for recovery code that we discussed
earlier.

Let us see how the post-crash rules for persisted(P) and ¢ <, h work together
if we have both before a crash. Since crashed At has agreement (CRASHED-AT-AGREE)
the two crash views gained by [Pc-pErsisTED| and [Pc-poiNTs-To| must be equal. Hence,
if one knows that £ € dom(P) then one can rule out the first case in the disjunction

in [Pc-poINTs-T0| and obtain a points-to predicate after the crash.

4.5.4 BaseSpirea Program Logic

BaseSpirea includes proof rules for all programming language constructs of Apmem.
The rules for the memory-related operations are shown in Figure[4.8} we only include
these rules as the proof rules for the remaining part of Apmem are as in standard Iris,
see, e.g.,[Jun+18a] (but, we hasten to point out, we have also proven those standard
rules sound!).

The memory-related rules very closely reflect the underlying operational seman-
tics and thus we do not explain them in great detail, but only make a few general
observations. Since the state of a thread in our operational semantics is described not
only by an expression but also by a thread view, the “program” in our Hoare-triple
is a thread state and not just an expression. All the rules that involve reading and
writing to a location include valid(S) in their precondition and valid(S’) in their
postcondition. The knowledge of validity is necessary to conclude that reads do not
get stuck, as mentioned above.

}

valid(8S) , (5. 7.5B) wi (S, F,B').3t.So(f) < t*xt g dom(h)xw = () S = S[l— t]
Ta e F' = Fx B = Brvalid(S) 5 £ < hft = (v, [ as | Flas F)]

}
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The rules for flushing and fences are very simple. The rule [Hr-rLusH| requires
a points-to predicate only to ensure that the flushed location actually exists in the
store. The only difference between [Hr-rEncE| and [HT-FENCE-sYNC]| is that the later
includes persisted(B) in the postcondition. The rule for a synchronous fence is the
only way to get the persisted(P) assertion.

4.5.5 Soundness

The soundness theorem for BaseSpirea states that a recovery Hoare triple for a
program proven inside the logic implies a safety result about the program with
respect to the operational semantics—independently of the logic. Since this result
is the same in the soundness theorem for both BaseSpirea and Spirea we define it
separately, such that we can reuse it in both theorems.

Definition 4.5.1. For expressions e and e,, memory configuration M, and meta-level
predicates on values ® and ®,, we say that safe(e, e,, M, ®, ®,) holds if, for any
recoverable execution

ers (M, [(e, (L, L, L)]) = (M, ); s

it is the case that: (1) For every thread (e, T) € t, if e is not a value then the thread is not
stuck. (2) For (¢/,T) = (f)l ife' is a value v (i.e., the initial expression ¢ terminated)
then ®(v) holds if s = NotCrashed and ®,.(v) holds if s = Crashed.

With this safety definition we state the soundness theorem.

Theorem 4.5.2 (soundness). Let e, e,, (o, P), ®, and D, be as in Definition If
the following recovery Hoare triple is provable in BaseSpirea

[ald(P) * % segomio) £ 2 00} (6. P) © ler. L. L, 1) @} {,)
then safe(e, e, (o, P), ®, ®,) holds.

Note that the theorem applies to a store and persist view that is not necessarily
empty to begin with. Importantly, this makes it possible to apply it to programs that
assume already existing and persisted locations.

4.6 Spirea

Spirea is a CSL based on the Iris separation logic framework. As such it contains all
the standard connectives from Iris-based separation logics such as the separating
conjunction, ghost state, higher-order quantifiers, etc. For reasoning about programs
it offers Hoare triples, recovery Hoare quadruples, and crash Hoare quadruples. The
latter two support the same rules as they do in Perennial. In this section we explain
the novel aspects of Spirea. Throughout the section we cover the verification of
the two examples from Figure and Figure proof outlines are shown in
Figure and Figure Figure[4.9 provide an overview of the assertions that are
introduced over the course of this section.
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Assertion Description

(obj) P P holds independently of any views.

(NF) P P holds without making any assertions on what is flushed and what is in the buffer.
(NB) P P holds without making any assertions on the buffer.

The location ¢ is associated with the invariant 7.

e The states ¢ have been written to ¢ in the given order and only the states in & are
possible after a crash.

b—, 0 The states & have been written to ¢ in the given order.

Lrpo { is know to be persisted in o by the current thread.

Lrso { is known to be flushed in o by the current thread.

brso ¢ is know to be stored in o by the current thread.

(ifRec), P The proposition P holds if ¢ was persisted before the last crash.

(PC) P P holds after a crash.

(PCF) P P holds after a crash if the writes flushed by the current thread reaches persistent

crashedIn(¢, o)

memory before the crash.

At the last crash the location was recovered in the state o before the crash.

(PF) P
(PFs) P

P holds after the next asynchronous fence.

P holds after the next synchronous fence.

Figure 4.9: Overview over assertions in Spirea

MOD-MONO
MOD-SEP PrFQ MOD-INTRO
(M) P+ (M) Q = (M)(P + Q) (M) P = (M) Q P (M) P
MOD-IDEMP MOD-ELIM
(M) (M) P 4 (M) P (MyPHP

Knowledge vs. resources

Figure 4.10: General rules for modalities

In Iris a persistent proposition is one that does not

entail ownership but only represents duplicable knowledge. 0 P means that P
always holds, and a proposition P is persistent if P - O P. To avoid confusion with
the different notions of "persistent” we use the word "knowledge" to mean persistent
propositions. For example, n = 37 is knowledge and ¢ — 37 is not.

Conventions for modalities

As we will see, Spirea contains a healthy number of

modalities. In order to avoid having to introduce a plethora of symbols, we denote
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LB-KNOWLEDGE

L € {p,f,s} LB-PERSISTENT-FLUSH-STORE
o0l 0 bpoblzro-lso
OBJ-NOFLUSH-NOBUFFER MAPSTO-STORE-LB
(obj) P+ (NF) P - (NB) P l—,0doFlZs0
MAPSTO-LB-PERS MAPSTO-NA-STORE-LB
O'QZUl f?\:p 092 f‘—)na 0'10_" 5?\:5 01 f‘—)na 50‘2
E <_>na 0_: g1 E ()]
POST-FENCE-NO-FLUSH PFS-PF REC-IN-IF-REC
(PF)(NF) P+ P (PF) P+ (PFs) P crashedIn(¢, o) * (ifRec), P - P

Rules for the post-crash modality

PC-NA-MAPSTO

l =, 01020, F (PC) (ifRec), 3t < n.l —, ¥(o1)Y(02) - - 1(0;) * crashedIn(, o)

PC-AT-MAPSTO

{ —, o (PC) (ifRec),Jo,. £ —, 1(0,) * crashedIn(, o)

PC-INVARIANT PC-PCF

- (PC) (ifRec), [ ¢ 7| (PC) P+ (PCF) P

PC-PERSIST-LB

0 7p o= (PC)L Z, Y(0) x Jo, I 0. crashedIn(/, o)

PCF-FLUSH-LB

¢ 7o (PCF) ¢z, ¢(0) x 3o, 3 0. crashedIn(¢, o)

REC-IN-AGREE
crashedIn(¢, o) * crashedIn(¢, 0’) - 0 = o’

Figure 4.11: Selected rules for assertions and modalities in the logic

modalities (except already well-known ones) as (M) where M is a mnemonic for
the modality. All of our modalities satisfy basic structural rules such as

and [mop-mono| seen in Figure Additionally, some modalities are monadic (they
satisfy [mop-INTRd| etc.) or comonadic (they satisfy [mop-Liv] etc.).

Crash-Aware Invariants As mentioned, one of the key innovations in Spirea is
crash-aware invariants (or just invariants for short when it is clear from the context
that we are not talking about Iris invariants). We start things off with the definition.
The definition uses concepts in Spirea that we have yet to see, but these can be
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Hr-FLUSH HT-FENCE-SYNC

{¢ 7 o} flush @{(PF>(€ Zf o) x (PFs)(£ zp U)} {{PFs) P} fencesync { P}

HT-FENCE Hr-NA-ALLOC

{(PF) P} fence { P} {¢(o,v)} refn, U{f.*f “na O}

Ht-AT-ALLOC
{d(o,v)} refy v {E. k0 U}
HT-NA-READ
{ *l — ., 00 *
({obj) Yv. é(a,v) = Q(v) * ¢(0,v))

HT-NA-WRITE

{ * 0 . Go* dlop,v) o C Jt} 0 =pa vt {l —,, Toor}
HT-AT-READ
* 0 <>, O %
{ (obj) Vo, 2 0, vp. g0, vr) ~* Q(or, vy) * ¢(0r,vr)}
lat ¢
{v.3o, D 0.l —, 0 % (PF) Q(o,v)}

} hal{w. L — , doxQ(w)}

HT-AT-WRITE
7]l =y 0% dlog,vp) % 0 oy
Vo, J J,U,UC.¢(U, U) - ¢(Ut,vt) —k ¢(Uc,vc) —+ 0. L oy L o,
0 =a vy

{E at Jt}

Figure 4.12: Selected program rules for memory operations
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]« y mymp %
T =, [L] %y <=, L *tokg

N {y <, L *toky}

(e

Y Tt then
T =na 37; Yo |k

at

{x.fn? [J—vT]} {CC (_>na [J—vT]}
f 'c_a: T} assert !, x =37

Y {true}

{true}

Figure 4.13: Proof outline for the message passing example.

‘x‘”z‘*‘y‘ﬂy,ﬁf‘*
T pa [L] %y =0 [L]

Yy ?JP Uy * Yy (_>na [Uy]

dog,0y.

‘ﬂ”ﬂﬂ‘*‘y‘ﬂyﬁ‘*

T O ¥ T, [04] *

T =pa 37; " S o]
*

{z <, [L,T]*z = T} Yop Ty *Y na 10y

na ’ ~ if !aty =1
flush z; O b

t
{{PF)a 2 T} - .
fence; toy =T jlix ~ T
(2 T ey (1) b [T
. assert !, x = 37
Y =na
T

(Y e (LT} {True}

Figure 4.14: Proof outline for the asynchronous fence example



CHAPTER 4. SPIREA 100

ignored for now. We will refer back to, and provide explanations of, the definition
throughout the section.

Definition 4.6.1. A crash-aware invariant 7 consists of: a set of states X, a preorder
C on %, a write assertion ¢ : X x VAL — dProp (dProp is the type of propositions in
Spirea), and a state-change function 1) : ¥ — X that is monotone w.r.t. C. The data
must satisfy the following two conditions:

(1) Vo € ¥,v € VaL. ¢(o,v) = (NB) ¢(o,v)
(2) Vo € ¥,v €VaL. ¢(o,v) - (PCF) ¢(¢p(0),v).

For an invariant 7 we refer to its components, say ¢, with 7.¢, but more often
we just write ¢ when it is clear from context which invariant the component is from.

In the logic every location /¢ is associated with a specific invariant 7 throughout
its lifetime. This invariant is chosen dynamically when the location is allocated by
using the rules[Hr-Na-aLLod and [Ht-aT-aLLod| that appear in Figure[4.12] In these rules
the invariant assertion M appears in the postcondition. It denotes the knowledge
that ¢ is associated with 7. On the first line of the proof outlines (Figure and
Figure we see invariant assertions for both x and y. For such preexisting
locations invariants can be picked at the beginning of the proof (we will see the
details in Section [4.7.2). The invariant assertions hold throughout the proofs, but to
avoid clutter in the outlines we do not repeat unchanged resources.

Invariant States Consider a thread reading y in parallel with the sending thread
in Figure Such a thread can observe the initial value of 0, the final value of
1, and once it sees the latter it never sees the former again. We can represent the
situation with a state transition system (STS): y can be in one of the two states L and
T (corresponding to 0 and 1 respectively) and it can transition from | to T—we say
that T is a greater state and write L T T. A key insight going back to GPS is that
the above can be put to good use in a logic by letting each location be governed by an
STS as part of its invariant. This is the purpose of 3 and C in Definition [4.6.1] they
represent an STS that the location must evolve through. In the examples, we use the
described STS with two states for « and y as both locations are written exactly once.
When writing to a location a state ¢ € ¥ must be picked such that the states grow
monotonically with each write. For a single location the memory model ensures all
threads observe writes to it in the same order, and the invariant rules ensure that
this order corresponds to an increasing order of states. Furthermore, while the weak
memory order and the persist order do not agree in general they do coincide for a
single location. We hence observe that we can soundly adopt the use of STSs for
persistent memory such that they represent both the weak memory order (as in GPS)
as well as the persist order.

Write Assertions A release-write can transfer resources from one thread to
another, as in Figure where the write to y carries with it the right to access
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x. The write assertion in invariants describe such resources. A write assertion,
¢ : X xVaL — dProp, is parameterized over the invariant’s states and values. The
idea is that for every write to the location governed by the invariant, say with value
v and state o, the assertion ¢ (o, v) holds.

As a simple example, in both Figure and Figure [4.14 we pick the following
write assertion for x:

be(o,0) 2 (0 =Lxv=0)V(0c=Txv=37). (4.1)

The write assertion gives meaning to the states by establishing a correspondence
between them and specific values. Having the state determine the value in this way
is a common pattern. Since x is not used for resource transfer this suffices for its
write assertion. When we verify the message passing example below we see an
example where resource transfer is needed.

Points-To Predicates Points-to predicates in Spirea have the form ¢ <, &. Here
d is a sequence of states that has been written to E When a is na (respectively at)
we say that the points-to predicate is non-atomic (atomic) and the location can then
only be accessed using the na (at) access mode. On the first line in Figure [4.13| we
use a non-atomic points-to predicate for x and an atomic one for y.

The non-atomic points-to predicate entails exclusive ownership over ¢ and
supports fractional permissions, denoted ¢ — %, & for a fraction ¢ € (0;1]. (As
usual, we often omit the fraction ¢ if it is 1.) Hence, in Figure we need to
transfer ownership over the points-to predicate for x from the left thread to the right
thread. The sequence & contains (at least) all writes that can ever be read again, both
before and after a crash. It may be surprising that we use a sequence of states for
non-atomics as prior logics for weak memory have been able to establish “normal”
points-to predicates for non-atomics that associate a location with a single value,
thereby completely hiding the weak semantics. However, this is not possible in the
persistent setting, where the asynchronicity of writes and the fact that crashes are
ever-present (in contrast to data-races that can be avoided) means that at least some
old states must be remembered. For instance, in Figure at the end of executing
the right thread we have the resource * <, [L, T|. This preserves the precise
information that after a crash x can have the value 0 or 37.

The atomic points-to predicate does not entail ownership and is knowledge.
Hence, several threads can access atomic locations in parallel. This is needed for y
in Figure [4.13| where both threads own y <, L initially. Since several threads can
write to an atomic location without any synchronization the sequence of states & is
only partial. Other threads may have performed writes that the current thread is
not aware of and that are thus not in &. Hence, for the atomic points-to predicate
states can freely be dropped and, in practice, it often suffices to remember only the

"By convention, we name sequences with arrows & and use juxtaposition for concatenation. For
instance, 0o is a sequence starting with & and ending with o. For a concrete sequence we sometimes
use list notation, as in [01, 02, 03].
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latest write. Therefore, and as the rules that take advantage of the entire sequence of
states in the atomic case are fairly involved, in the remainder of the paper we only
use the atomic points-to predicate with a single state and present specialized proof
rules for this simpler case.

Message Passing Example The message passing example contains reads and
writes of all kinds. This makes it a great example to explain the read and write rules
in Spirea and to see how invariants facilitate resource transfer between threads. We
start with the write assertion for y:

Gy.mp(L,v) = v = 0xtokg
¢y,f'1p(—|—7”) £ v=1x ('CE L>na [J—v T] \ tOkl)

The equalities on v should be clear. The two tokens, tokg and tok, are exclusive:
Only one of each exist and hence tok,, * tok, is a contradiction (i.e., it implies false).
This is a standard construction using Iris ghost state. The purpose of these tokens
and the disjunction is best explained in the proof.

Notice how we split the initial resources from the first to the second line in
Figure The left thread gets the non-atomic points-to predicate for z and the
right thread gets the token tok;. The rest is knowledge, so both threads get a copy.
We now cover the two writes and the two reads.

Non-atomic write (x :=p, 37). The rule states that to write v to a
non-atomic location one must pick a target state ;. We choose T. The precondition
requires an invariant assertion, a points-to predicate, that the write assertion holds,
and that the new state preserves the order of the states. All of these are trivial: we
have an invariant assertion, a points-to predicate ending in the state 1, ¢, (T,37)
is immediate from the definition in Equation (4.1), and L T T per definition. In
the postcondition we receive an updated points-to predicate with the newly written
state appended at the end. Non-atomic writes are usually this trivial, as precise
information about them is known.

Atomic write (y =4 1). The first line of the precondition of is
similar to what we just saw for non-atomics. We pick the state T for the write and
show the write assertion by choosing the left side of the disjunction and using our
points-predicate for x. That is, we transfer ownership over x into the invariant. The
conjunct on the second line of the precondition of serves to maintain
the monotone order of writes. Since atomic locations can be shared, we need to
account for potential racy writes to the location. The universally quantified o,
represents such a write and the obligation is to show that it and the written state
oy can transition between each other, 0. C ¢, and o; C o.. This ensures that they
are equivalent w.r.t. the preorder and that the order of the states is preserved no
matter which of the two racy writes end up first in the memory order. To show
this obligation the writer can assume the assertion of both the original state o, the
concurrent state 0., and the written state o;. If we look at the whole program we are
verifying it is clear that there are no concurrent writes to y. But, as we are verifying
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the left thread modularly in isolation, we must be able to draw this conclusion based
solely on the invariant. To this end, we assume some concurrent write o, and must
show o, C T C o,. If 0. = T the conclusion is trivial. If the 0. = _L the conclusion
is impossible. Fortunately, in this case we have the invariant for L twice, hence
we have the token tokg twice, which is a contradiction. Intuitively, the token tokg
represents the right to write L to z, and since only one token exists, this state can
only ever be written once.

Atomic read (!¢ y). Now in the right thread we, apply [Hr-at-rReaD] At the present
time we can ignore the (obj) and (PF) in the rule. We have the invariant and the
points-to predicate required in the precondition. The last conjunct lets us open the
invariant, access its content, and potentially transfer resources in and out of the
invariant. The resource () represents the resources that we want to transfer out of
the invariant. We use

Q(L,v)2v=0 QT v)2v=1%xx < [L,T]

Hence, if we read 1 we transfer the points-to predicate for x out. We need to show
the wand in For some read state o,- and value v, the reader receives the
invariant ¢(oy, v,.) (the antecedent of the wand). We now have access to the content
of the invariant, but, since the invariant also appears in the consequent the access
is temporary—we say that we have to close the invariant. If o, = L then Q(L,v,)
is plain knowledge and showing it and the invariant is trivial. If 6, = T then we
use z <, [L, T] to show Q(T,v,). However, now we can not use this points-to
predicate to close the invariant. Fortunately, the invariant contains a disjunction
and we can show the right disjunct using the tok; that the right thread owns. That
is, we transfer tok; in to the invariant in order to transfer x <, [L, T| out of
the invariant. This sort of reasoning is well-known to readers familiar with Iris
invariants, but it is in fact significantly stronger than the read rule in GPS and iGPS.
In these logics, a read can only transfer knowledge out of the invariant—transferring
ownership over resources is not possible! Returning to the proof, having shown the
preconditions for the read, we now get () in the postcondition. The case where we
read 0 is trivial, so we consider the case where we read 1 and enter the branch. In
this case we have the points-to predicate for z after the read, as shown in the proof
outline. All that remains is to show that the read of z yields 37.

Non-atomic read (!, ). We apply [Hr-na-rREAD| which is much like the read rule for
atomics, which we just went through. The notable difference is that for a non-atomic
is it certain that the last state in the points-to predicate (o in the rule) is read. Hence,
the rule does not quantify over some read state. When applying the rule we pick
Q(v) £ v = 37, which is easy to show when opening the invariant, and which gives
us what we need.

RMW Operations We have now seen the rules for reading and writing. Spirea
also contains rules for the RMW operations CAS and FAA. We do not include these
rules for space reasons and since they are rather complex. Since RMW operations
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are simultaneously both a read and a write, our rules for these essentially combine
the read and the write rule. The rules require that the write assertion is shown for
the read value (like and the written value (like [Hr-ar-writg). This is
in contrast to other CSLs for weak memory, where the equivalent notion to our
write assertion would not have to be shown for the read value. This makes resource
transfer through RMW operations more restricted, but ensures that invariants are
sound. In Section we show how to combine Spirea with BaseSpirea for examples
where the CAS rule is not strong enough, in Section we see an example where
the CAS rule is sufficient, and we discuss the limitation further in Section 4.9

Flushes and Fences To verify programs using flushes and fences we need asser-
tions that capture the knowledge gained by these operations. Consider the pre-crash
code in Figure Just after writing to z the thread merely knows that the write
with state T exists (which implies that a successive read reads this or a more recent
state). Knowledge of this form is captured by the store lower bound assertion ¢ 7~ 0.
The program then flushes x and carries out an asynchronous fence. After this the
thread knows that the write will persist before any succeeding writes. This form of
knowledge is represented by the flush lower bound ¢ > 0. Suppose the program had
instead carried out a synchronous fence. The thread would then know that the write
had been saved to persistent memory. The persist lower bound { 7, o represents
this knowledge.

These assertions are lower bounds, in the sense that ¢ 7-; o implies knowledge
of a write in at least state ¢ but not that this is necessarily the most recent state.
This, together with the fact that states grow monotonically, makes the assertions
knowledge (LB-knowLEDGE). The three lower bound relations are ordered as shown
in [LB-PERSISTENT-FLUSH-STORE| since a state is written before it is flushed, and since a
synchronous fence is strictly stronger than an asynchronous fence.

Following the above, the effect of flushing a location ¢ and a fence is then that the
most recent write o known to the flushing thread advances from ¢ 75 o to ¢ 7Z¢ o
(in the case of an asynchronous fence) or to £ 7, ¢ (in the case of a synchronous).
The rules for flush and fence should achieve this while taking the following three
things into account: (1) flush and fence are two separate operations and the fence
may not necessarily immediately follow the flush. (2) A fence can apply to arbitrarily
many preceding flushes. (3) A fence is not only used in combination with a flush. As
in Figure it is also used in combination with an acquire-read to acquire persist
information from the release-write. We want our program rules to support all these
usage patterns. To this end Spirea includes two fence modalities: (PF) and (PFs).
The assertions (PF) P and (PFs) P mean that P holds after the next asynchronous
fence and synchronous fence, respectively.

In Figure [4.14| we apply [Hr-rLusH] at the flush operation. The precondition takes
a store lower bound that we can extract from x <, [L, T| using MaPsTO-STORE-LB|
The postcondition contains both a flush lower bound under (PF) and a persist lower
bound under (PFs) such that the flush can later be matched with both types of
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fences. In our case we only need the flush lower bound. At fence we use
This rule (and [Hr-FENCE-sYNC) exactly matches the intuition of the fence modalities.
If P holds under a fence modality, then executing a fence eliminates the modality.
In our case this means that we have the flush lower bound after the fence. Note, that
since the fence modalities are modalities and have a separation rule (as MOD=SED) the
result from several flushes can be combined and extracted with a single fence. In the
rule the extracted resource () is under a fence modality which enforces
that a fence be used when necessary. As such, using modalities for fences neatly
achieves the requirements stated above.

To conclude the proof of the pre-crash program in Figure we define the
write assertion for y

Gy pov)E(c=Lxv=0)V(c=T*rv=1xz 7 T). (4.2)

The assertion contains a flush lower bound for  when y has the state T. To prove
this at the write to y we use the flush lower bound gained from the flush and the
fence. In the next section we see how this is used to verify the recovery code.

Non-Deterministic Post-Crash Modality To verify the entire flush and fence
example, including the recovery code, we apply [HTR-IDEMPOTENCE| Where we must
pick a crash condition Q.. The R in the rule is the precondition for the recovery code
in Figure As a crash condition we pick (PC) R. Using the post-crash modality
directly in the crash condition like this is common in Spirea as it turns out to be the
most convenient approach in practice. Proving the wand for R in|HTR-IDEMPOTENCE|
becomes trivial, and the proof effort is concentrated on showing the crash condition
at every step. In order to do this, we need to understand how our post-crash modality
works. The rules for it appear in the lower half of Figure

Consider how an invariant should change at a crash. As we have mentioned,
our invariants are crash-aware, and we want them to survive crashes. At the same
time our programming language supports allocation, and since allocations might not
persist before a crash, locations can be entirely lost at crashes. If a location is not lost
after a crash, we say that it was recovered after the crash, and only in this case would
it make sense still to have an invariant assertion for it. Such a situation is common,
and we capture it by an if-recovered modality: the assertion (ifRec), P mean that if
the location ¢ was recovered at the last crash, then P (which would typically mention
?) holds. The rule is now clear: it preserves invariants for locations as
long as they are recovered.

The if-recovered modality captures some of the non-determinism at a crash.
Additional non-determinism is present in the rule for non-atomic
points-to predicates. Here the non-determinism is represented by the existential
quantifier. The rule states that, for some 4, only the first ¢ states of the points-to
predicate exist after the crash (ignore the %) in the rule for now, it is explained later
in the section). For state o;, the rule contains the assertion crashedIn(?, o;). The
meaning of this assertion is that o; is the most recent recovered state for ¢, which is
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exactly how it is used in the rule. Only one such state exists so two such assertion

must agree on the state The crashedIn(¢, 0;) assertion also implies

that ¢ was in fact recovered and it can thus be used to eliminate the if-recovered

modality as seen in

The only way to know with certainty that a location will be recovered is through
a persistent lower bound ¢ 7, 0. Per a persistent lower bound is
preserved across a crash (again, ignore 1)) and the most recent recovered state o, has
to be at least o. In contrast, a store lower bound clearly offers no knowledge after a
crash as it only deals with the weak memory order. But what about a flush lower
bound? A flush lower bound (and the flush and fence it represents) provides no
knowledge of the state of the persistent memory, and as such it too has no meaningful
interaction with the post-crash modality. Its effect is more subtle and only restricts
the order of persists, as in the flush and fence example where the write to x persists
before the write to y. To tease out this effect in the logic we introduce a post-crash-
flush modality: (PCF) P means that P holds after a crash if we are in the fortunate
scenario where everything flushed and fenced actually reached persistent memory
before the crash. In this case, a flush lower bound is just as good as a persist lower
bound, and [PCF-rLusH-LB|results in the same resources under the post-crash-flush
modality as we saw in The post-crash-flush modality is weaker than
the post-crash modality so the rules for the post-crash modality also applies
to it.

The single place where we use the post-crash-flush modality is in the second
condition for write assertions in the definition of invariants (Definition [4.6.1). This
condition is necessary to make it possible to transfer invariants across a crash, i.e., it
is used to prove soundness of During this proof the write assertion
¢ must be established for the recovered state o. Since o was recovered, it must
have persisted before the crash, and thus anything flushed and fenced prior to o
(that ¢ might know about) is also guaranteed to have persisted. As such, using the
post-crash-flush modality in the condition is sufficiently strong, and allows us to
use to show that ¢ holds for the recovered state. We note that, in
our example, it is easy to show (using that the second condition in
Definition does indeed hold for ¢, g.

By using the rules for the post-crash modality it is now quite trivial to show the
crash condition at every program point in the pre-crash code. And with the resources
after the crash established, proving the recovery code is also straightforward. If
reading 1 from y the recovery code learns that o, = T and acquires the resource
x 7Z¢ T from the invariant. The flush lower bound can be weakened to z 7Zs T per
ILB-PERSISTENT-FLUSH-STORE} and combined with « <, [0,] the rule[mapsTo-NA-sTORE{
implies that T C ¢, which in turn means that o, = T. With that established
reading x is sure to result in 37 just as what we saw in the message passing example.

Subjectivity We now take a step back and consider an issue that we have so far
swept under the rug. Propositions in Spirea can be subjective. That is, describe facts
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that are true from one thread’s perspective, but that are not necessarily true from the
point of view of other threads. For instance, after the left thread in Figure has
flushed z it knows (PF) x 7Z¢ T. But, as a flush by one thread provides no orderings
across threads, it would be unsound to transfer this resource to another thread. We
thus need to make certain restrictions on resource transfer. We accomplish this with
three comonadic modalities. The no-buffer modality, (NB) P, means that P does not
contain any of the post-fence modalitiesE-I The first condition in Definition
uses this modality to ensures that the described unsound transfer is not possible.
Write assertions that invole (PF) or (PFs) do not pass this requirement. The no-
flush modality, (NF) P, adds the requirement that P does not contain knowledge
of flushes ¢ 7 0. Assertions of the form (NF) P are of interest as they can safely
be extracted from the post-fence modality per [posT-FEnCE-NO-FLUsH] This is what
allowed us to ignore the (PF) modality when we applied [Hr-at-rEAD|in Figure
as the ) we picked did not use flush lower bounds. Finally, the objectively modality,
(obj) P, means that P holds at all points of view of the memory and thus that it is
always sound to transfer P between threads. Examples are ¢ 2, o and . One
use of this modality is in where it ensures that the reading thread can

not transfer subjective resources to other reading threads.

State-Change Function The final component of invariants that we still have not
seen is state-change functions. To understand the need for these, consider how we
would verify the optimized message passing example in Figure Similar to the
verification in Figure the write to z need to carry with it the knowledge x >Z¢ T.
In order for the left thread to have this knowledge it must acquire z s T when
reading y. As such, the write assertion for y must have the form ¢, (T,v) £ v =
1% x Zs T. However, as there are no fences between the writes to x and v, if the
recovery code were to read y it would be unsound for it to gain the knowledge = 7—5 T.
In other words, the write to y serves to transfer a resource to concurrently running
threads that should not be available to recovery code. To capture this, a monotone
state-change function v can change the state of a write after a crash. The idea is that
if a write corresponds to the state o before a crash, it then corresponds to ¢ (o) after
the crash. This is evident by looking at the crash related rules in Figure [4.11| where
states under the post-crash modality always have i applied to them. In examples
where the above issue does not arise, the state-change function can simply be the
identity function, and then the /s can be ignored as we have done so far.

In order to verify the optimized message passing example we can extend the set
of states for y with an additional state o, that is below the two other states. The
state-change function transitions every write into this state at a crash: ¢(0) £ ..
The write assertion for this state is simply ¢, (0pc, v) £ v = 0V v = 1. This ensures
that if the recovery code were to read y it would gain no information whatsoever
while still allowing for the desired resource transfer to work.

""The name refers to the fact that flushes use a buffer in the operational semantics.
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Summary We have now completed our tour of Spirea. We hope it has become clear
that it supports thread-local modular reasoning by extending ideas from separation
logic, in particular ownership and resource transfer, with a range of modalities,
which allow us to capture the subtle conditions under which resource transfer is
sound.

4.7 Soundness

In this section we present an overview over the operational semantics of Apmem, state
the soundness theorem of Spirea, and give an overview of the model, including some
of the details. Readers who are more interested in seeing Spirea applied to examples
can proceed to our case studies in Section

4.7.1 Operational Semantics

For readers that skipped Section [4.3| we mention a few details of the operational
semantics that are necessary to understand in order to explain the soundness theorem.
The semantics of A\pmem is a small-step interleaving operational semantics. Like prior
such semantics for weak memory, it is based on views. For instance, Bila et al. created
a view-based operational semantics for the x86 and ARM persistency models [Bil+22].

The small-step semantics is lifted to a big-step recoverable execution relation of the
forme,; p =, p'; s. Here, e, is the recovery expression to execute after a crash, p and
p’ are machine configurations, and s € {NotCrashed, Crashed} is a crash-status. A
machine configuration contains the state of entire machine, in particular the memory
and all threads. The meaning of the relation is then: a machine in state p can execute
to state p’ with zero or more crashes along the way where e, is executed after every
crash. The crash-status indicates whether the execution has been crash free or not.
If s = NotCrashed the execution was crash free and otherwise if s = Crashed then
one or more crashed occurred. As we see below the soundness theorem is stated in
terms of the recoverable execution relation.

4.7.2 Soundness

The soundness theorem uses the same safety definition, Definition [4.5.1] that we
used for BaseSpirea.

Theorem 4.7.1 (soundness). Given expressions e and e,, meta-level predicates on
values ® and ®,., a finite set of location L, and for each { € L: an access mode ay, an
invariant my, a state oy € m.¢ (i.e., an element of the state of the invariant my). Let R

be the resource
* *Eijp op* L —,, 00

tedom(h)
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If R — K pegom(n) Te-@(0¢, ve) and the recovery Hoare triple {R} e 5 e, {®}{®,}
are provable in Spirea then safe(e, e,., (h, P), ®, ®,.) holds where h(¢) = (vg, L, L, 1)
and where P({) = 0 forall¢ € L.

This theorem applies to a memory that is not necessarily empty to begin with.
When applying the soundness theorem one then gets to pick, for each location, its
access mode, invariant, initial state, etc. The resource R then contains the resources
for all locations. It must then be shown that the invariants hold for the initial states,
and to do this one can use R. This is such that the initial invariants can use resources
(persistent lower bounds, points-to predicates, etc.) for other locations.

4.7.3 Model

We give a brief overview of the model of Spirea and highlight some of the underlying
key ideas.

Overall Structure Spirea is modeled atop a lower-level logic that we call BaseSpirea.
BaseSpirea is constructed as an instantiation of Perennial’s program logic framework

based on the Iris base logic. This framework gives BaseSpirea basic definitions of
the three Hoare triples/quadruples. Based on these we define various assertions to

represent the physical state, define a post-crash modality, and prove program rules.
However, these program proof rules directly expose the intricacies of the operational

semantics, such as views, timestamps, and histories, and thus, while perfectly capable

of verifying programs, BaseSpirea is quite tedious to use. We explain BaseSpirea in

more detail in Section[4.5] To provide the more abstract reasoning rules of Spirea, we

use BaseSpirea to model Spirea. It is at this level that we add crash-aware invariants,
the facilities for handling persistent memory instructions without explicit mention

of views, and a post-crash modality that works for the higher-level assertions.

Crash-Aware Invariants As mentioned in the introduction, a key challenge w.r.t.
the model of Spirea’s crash-aware invariants is that it is not clear how Iris invariants
can be reconciled with crashes. We therefore take a different approach to invariants
than other Iris-based logics for weak memory in that we do not model our crash-
aware invariants using Iris invariants. Instead our model includes the resources for
invariants inside the state interpretation. The state interpretation is a resource that is
threaded through Hoare triples/quadruples in the program logic. With this approach
the content of invariants is only available in the context of a Hoare triple/quadruple
(as opposed to Iris invariants that can be accessed independently of a program).
However, this is the case already in prior logics for weak memory, as accessing
invariants in a weak memory model needs physical synchronization. The benefit of
our approach is that when a crash occurs (more precisely, when proving soundness
of HTr-IDEMPOTENCE), the resources belonging to all invariants are found inside the
state interpretation, and can then be systematically updated to account for the crash.
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Post-Crash Modality We explain our post-crash modality with a simplified sketch
of its model that highlights the key ideas.

[[(PC> P]] S )\T, ?old- v;);neuw R(’?olm :Y’new) —k R(’?oldy inew)*[[P]]«J-, J_, J—>; :);new)

The semantic domain of propositions in Spirea is monotone predicates over thread
views and a record of ghost names (denoted 7). This explains why the model of the
modality is a function taking two such arguments. Since resources are changed by a
crash, new ghost resources along with new ghost names are introduced after a crash.
The universal quantifier is over any such new record of new ghost names. However,
the new resources are, to some extent, related to the old resources. The relationship
is represented by the exchange resource R, which makes it possible to exchange old
resources (valid before the crash) into new resources (valid after the crash). This
works through rules of the form P * R(¥o1d, Ynew) = Prew * R(Yoids Ynew ). Here
P,j4 could be a points-to predicate before the crash and P,., would then be an
updated points-to predicate corresponding to the physical state after the crash. When
proving soundness of a rule such as[PC-Na-MapsTO| we then use the exchange resource
to acquire the updated points-to predicate. Note that as R appears in the conclusion,
it can perform these exchanges without being consumed itself. This is necessary to
prove rules such as|mop-sep|for the post-crash modality. The definition of R is rather
extensive as it must allow for resource exchanges for all the various resources used
in the model. Establishing R is done in the soundness proof of [HTR-IDEMPOTENCE|
This rule is given an assumption involving a post-crash modality, and to extract the
resource under it, R must be procured.

4.8 Case Studies

In order to demonstrate the usefulness of our logic we have used it to verify several
case studies.

4.8.1 Durable Message Passing

We have seen how to verify the message passing example Figure and the asyn-
chronous fence example in Figure We now show how to verify the durable
message passing example from Figure We include recovery code, the safety of
which depends on the property that the example satisfies. The recovery code is seen
in the proof outline in Figure

For all locations we pick the set of abstract states {0, 1} and we choose the 1) in
the invariant to be the identify function. The invariants are:

lI>

¢z (n,v)
by(n,v)
¢z(n,v)

n=uv
n=v=0x%xtok)V(n=v=1%z 1)
n=v=0))V(n=v=1xx2¢l)

[I>

(
(

(1>
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{:B<—>na [0]*y<—>at0*z<—>na0*:c§p0*z,§p0}

s Oxz<=__0
(o 0]y rg0p || 0% O
— 1 if lyy=1
{ﬂb'-—na EO 0 then
— )
f‘;”ush”;_ (. 0% (PF)z ¢ 1}
’ fence;
< 0,1 % (PF)z = 1 ’
E_chen'a [ ] < >:L‘ ~ } {Z ha 0z if 1}
’ =pa 1
{LE “na [Ov 1] * T r>\:f 1} i
{True}
Y ‘=at 1
(s 0 1ky 1b ||
x 1] * a
na 4 t {True} () {True}

{r =, nxz<,,m}
if laz=1
then
{r sy ynxz—, 1xxel}
{r =y 1xz—,, 1}
assert |, x =1
{True}

else

{True} () {True}

Figure 4.15: Proof outline for the durable message passing example. The code for
normal execution is at the top and the recovery code at the bottom.

Here “tok" is an exclusive token implemented using standard Iris ghost state. By
exclusive we mean that “tok * tok” is a contradiction. We choose the following crash
condition:

(PC)In,m.x Zpnxx =, n*xzZpm*z =, m

The crash condition does not mention y as the recovery code does not use y. The
crash condition is easy to show at every step. Since the example involves two threads
we need to mention that, using features derived from Perennial, it is possible to split
a crash condition between threads where each thread is responsible for maintaining
its part. This means that we can use standard concurrent-separation-logic-style
thread-local reasoning and prove each of the two threads separately.
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The key idea of the proof that we want to highlight is at the write y :=,; 1 in the
left thread. Here we use[Hr-aT-wriTE| where o is 0 and oy is 1. Showing the invariant
is trivial, the tricky part is the last conjunct in the precondition of
namely that the written state fits in the ordered history of states. To do this we
assume some o, that is either 0 or 1 (here we crucially use that the abstract state
contains only 0 and 1). The latter case is trivial, so suppose o, = 0. In the first case
we have the invariant for 0 twice. Since ¢(0, v) contains an exclusive token this is a
contradiction. The use of the exclusive token for the state 0 in ¢, ensures that the
abstract history can only contain 0 once. Hence, when writing the state 1 we can
rule out the case where another thread writes 0 that ends up succeeding our write of
1 (which would violate the order of the abstract history). Notice how the argument
is modular, we do not assume any knowledge of any other threads, only that the
invariant is respected.

We remark that Bila et al. [Bil+22] verified a variant of the durable message
passing example where the flush and fence for z is moved from the left to the right
thread as in Figure We have verified this variant as well in Coq and in this
example the 1) function in the invariant for y is not the identity function as previously
mentioned. Since the message is sent before anything is flushed the information in
the message is lost at a crash, and hence the state needs to change at a crash. For the
full details of this example see our Coq mechanization.

4.8.2 Read-Optimized Reference

To show how Spirea supports modular specifications, we give in Figure a
specification of a library implementing what we call read-optimized references. This
module implements an interface that appears to clients as a single reference that
can be read and writen. The implementation however optimizes the performance
of reads. It does this by storing the content of the reference redundantly both in a
“volatile” location (one can imagine it being stored in faster volatile memory) and
in a persistent location (in the slightly slower persistent memory). When a client
writes to the read-optimized reference the value it is saved to both locations, but
when reading only the volatile reference is consulted for improved performance.
In the specification, an abstract (existentially quantified) predicate isRR(vr, v) is
used to abstract over (hide from clients) the concrete data representation used by the
library implementation; intuitively, it means that the value vr is a read optimized
value with value v. After a crash, the volatile location might be lost and hence the
reference needs to be recovered before it can be used after a crash. The abstract
predicate recRR(vr, v) intuitively means that vr needs recovery. Just like in the
verification of the flush and fence example we choose a crash condition that directly
contains the post-crash modality. This simplifies the specification, in particular,
in the crash condition for write. During the execution of write, after updating
the volatile location but before updating the persistent location, the read-optimized
reference is in an inconsistent state where it satisfies neither isRR for the old value
nor the new value. Instead of trying to express this intermediate state we give the
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init £ Av. read £ )\vr. Iha (2 vr) recover £ Avr.
let per = ref,, vin write £ Avr,v. let per = 711 vrin
flush per; fencegync; (71 V) =na V; let vol = ref,,, (1. per) in
let vol = ref,, vin flush (71 vr); fencegync; (per, vol)
(per, vol) (mg vr) ==pa v

{true} init v {vr.isRR(vr,v)}{true}
{isRR(vr,v)} read vr {w.v = w * isRR(vr, v) }{(PC) recRR(vr, v)}
{isRR(vr, v)} write vr w {u.isRR(vr, w) }{(PC) Ju € {v, w}. recRR(vr, u)}
{recRR(vr,v)} recover vr {vr'.isRR(vr’,v) }{{(PC) recRR(vr, v)}

isRR(vr, v) F (PC) recRR(vr, v)

Figure 4.16: Implementation and specification of the read-optimized reference

client what they actually need: the information that after a crash the read-optimized
reference is recoverable in either the old or the new state.
Our Coq mechanization contains the full proof of the specification.

4.8.3 Atomic Persists

Raad et al. [RLV20] used the POG logic to verify an example where one thread writes
to two locations, flushes and fences the writes, and transfers the information to a
second thread through a spin lock. They call this example the atomic persists example.
The program implemented in Apmem can be seen in the proof outline in Figure m
The two threads use a shared lock that they both attempt to acquire. When the left
thread acquires the lock it writes true to the locations x and y. It then flushes both
locations and carries out a fence before it releases the lock. When the right thread
acquires the lock it reads x and if it reads true it writes true to z.

Due to the limitations of the CAS rule in Spirea we can not verify the spin lock
in Spirea. Instead, we verify the spin lock in BaseSpirea but give it a specification
inside Spirea. We give the lock a crash-aware lock specification, similar to the one
found in Perennial [Cha22, Chapter 3]. With the lock verified in BaseSpirea we can
then verify the rest of the example purely in Spirea. This demonstrates both how to
use BaseSpirea in combination with Spirea and modularity. In the proof given by
Raad et al. [RLV20] the lock and the clients are verified together using one global
invariant that contains knowledge about the locations used both internally in the
lock and in the two clients. Hence, if the lock implementation is changed, the entire
proof is affected. In our proof the lock is given a modular specification and a change
in the lock implementation will only affect this proof and not the verification of the
clients.
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{isLock(Ik, Py Peji) * 2,

{True}
acquire lk
x Zp Falsex x e bxx =, 6+ [b] *
{y Zp Falsexy e bxy =, &+ (0] }
X =pa true;
{x —,, 0+ [b,true]}
Y ‘=na true;
{y =, 0+ [b, true]}
flush z;
{(PF) x ¢ true}
flush y;
{(PF)(z Zf true x y ¢ true)}
fence;
{x ¢ true x y 7~ true}
release lk
{True}
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[False] * z =, False}

{z <=, [False|}
acquire lk
{:p Zp False xx e bxx — 7+ [b] *
y Zp False xy 7 bxy —, 7+ [0]
if !, x = true
then
{b = true}
T Zftrue x x <, 7+ [true] x
{y Zftrue xy < . & ++ [true] }
Z i =na 1
{True}
else ()
{True}
release lk
{True}

T Zp by xx =, FH [by]*
yzp by*y<_>na6!_H_ [by]
2 7p by xz =, 0+ [b]

if 1., 2 = true

then

{z 7f true x y ¢ true}

Y —na 0+ [true]

{x na O H [true]*}

assert !, x = true

assert !, y = true

{True}

else

{True} () {True}

Figure 4.17: Proof outline for the atomic persists example. At the top is the pre-crash

code and below the recovery code

}
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We now explain the proof of the atomic persist example in more detail. The
proof also appears in our Coq mechanization. The property that we want to show is
that the write to z must be ordered after the two writes to x and y. In other words if
the right thread reads true from z it must also be the case that it would read true
from y if it where to do so. So, due to the use of the lock the two separate writes
performed by the left thread appear as one atomic write to the right thread, i.e., the
right thread either sees none of the writes or all of the writes.

For the locations = and y we use a simple invariant with an abstract state of
booleans {true, False} and ¢;(c,b) £ o = b as the invariant.

To verify the example we prove a crash-aware lock specification for a (volatile)
lock using BaseSpirea. The specification that we show for the lock is identical to
the crash-aware lock specification proposed by Chajed [[Cha22, Chapter 3] (note
that while the specification is the same our proof is different as it has to account for
weak persistent memory whereas Perennial’s lock assumes sequentially consistent
memory). Since our specification is identical to their we do not repeat it here. The
key point that is relevant to our present goal is that the assertion for the lock has
the form isLock(v, P, P,) and means that the lock protects both a resource P, as the
standard CSL lock specification, and a crash-resource P,, which essentially is a crash
condition that the lock guarantees to preserve.

We want the lock to own the points-to predicates for « and y. Furthermore, the
resource should state that  and y have the same last state and that that state has
been flushed. Finally, they should be persisted in at least the initial state.

Pk 235, b.x Zp Falsex x e bxx =, & +H [b]*
y 7p Falsexy e bxy =, &+ (D]
For the lock’s crash-resource we only need that the locations have been persisted in
some state and then the points-to predicates ending in that state.
Pc,lock £ <PC> 30_"33, 0_:ya bya bx
z f>\:P bl" *T na o+ [bz]*
Y Zp by xy =, 0+ [by]

For the location z we use the abstract state of booleans and the invariant:

¢.(False,v) £ v = False

b.(true, v) = v = true * x 2 true * y = true
The key aspect here is that when z has the value true then the invariant contains
the fact that x and y has been flushed in the state true.

In addition to the crash resource for the lock we also need a crash condition that
ensures that z is available after a crash:

P, 2 (PC)33,b.2 Zp bx z <>, &+ [b]
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makeStack = )\ .
let node = ref,, nil in
flush node;
fence;

ref,; node
sync £ AtoHead.
flush toHead;
fencesync;
nil £ inj, ()

cons v toNext = inj,, (v, toNext)
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pop = rec loop toHead =
let head = !,; toHead in
fence;
match !, head with
inj, _ = inj; ()
inj, pair =
let next = !,,(7 pair) in
if CAS toHead head next
then inj, (7 pair)

else loop toHead

push £ \toHead, val.

let toNext = refp,, () in

let newNode =
ref,, (cons val toNext) in

flush newNode;

(recloop () =
let head = !,; toHead in
toNext :=,, head;
flush toNext; fence;
if CAS toHead head newNode
then () else loop ()) ()

Figure 4.18: Implementation of the durable Treiber stack

The entire crash condition for the two threads is then: P, j,ct, * Fr.. When the lock
is acquired threads are required to maintain P, ;,.; and the P, part we let the right
thread maintain.

With this setup in place the proof outline appears in Figure Note that to
keep the outline simple we do not repeat resources that are unchanged in between
lines in the program.

4.8.4 Durable Data-Structures With Null-Recovery

Concurrent non-blocking data structures have the property that they can be made
durable and crash-safe by appropriately inserting flushes and fences [Fri+20; IMS16].
They furthermore enjoy null-recovery. As mentioned, this is the property that no
recovery code is needed after a crash to restore the consistency of the data structure.
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{true} makeStack () {/.isStack(¢, )}  {isStack(¥, @) *x ¢p(w)} push £ w {true}
{isStack(¢, ¢)} pop £ {v.v =inj; () VIz.v = inj, x x ¢(z)}
{isStack(?, )} sync £ {synced(¢)} isStack(¢, ¢) — (PCF) isStack(, ¢)

isStack (¥, ¢) x synced(¢) — (PC) isStack(¥, ¢)

Figure 4.19: Specification of the durable Treiber stack

Data structures with this property are by construction always in a consistent state—
even after a crash. This makes them particularly well suited in a persistent setting
and easier to use as clients of such data structures do not need to carry out recovery
procedures (in contrast to, for instance, the read optimized reference). One would
therefore hope to be able to derive similarly easy to use CSL specifications for such
data structures. In this section we show how this is the possible in Spirea and
explain how to specify and verify safety (including thread-safety and crash-safety)
of non-blocking data structures with null-recovery. In our Coq mechanization we
have verified durable implementations of both the Treiber stack and the Michael-
Scott queue. These case studies show that our crash-aware invariants are sufficiently
expressive to capture representation predicates for durable concurrent data structures
and capable of handling null-recovery.

For space reasons we cover only the Treiber stack in this section. We focus on the
resulting specification and sketch the proof. The full verification of both examples
appears in our mechanization.

Implementation

The Treiber stack consists of a pointer to a linked list where, for thread-safety, the
pointer is updated with CAS. The implementation of the stack appears in Figure
We use pointers to sums to represent nodes in the linked list: inj; () represents a
nil-node and inj, (v, £) represents a cons-node with value v and with ¢ pointing to
the succeeding node. In order to make the stack crash-safe we have inserted flushes
and fences appropriately.

Our implementation is buffered durable linearizable, which means that it never
waits (with fencesync) for an operation to reach persistent memory, but only ensures
(with fence) that operations persist in the order in which they linearize. This
improves performance but means that at a crash some returned operations might
be lost. As is common for such data structures we include a sync operation that
explicitly makes sure that the stack is persisted by using fencegync.
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Specification

The specification (in Figure enforces that a predicate ¢ : VAL — dProp holds
for each item in the stack. The specifications make use of an abstract (existentially
quantified) representation predicate isStack, which is persistent, in the Iris sense,
and hence duplicable, so that several threads can access the stack concurrently. Since
isStack is persistent it does not need to appear in crash-conditions and hence we can
use normal Hoare triples instead of crash Hoare triples. As such, the non-highlighted
part forms a completely typical per-item CSL specification for a concurrent stack.
This is exactly what we want, as it implies that a client can use the durable stack as
they would a normal stack. Note that our specification does not imply linearizability
or the LIFO property of the stack, but it does imply thread-safety and crash-safety.

The three highlighted rules are specific for persistent memory. The first of these
shows that by running sync ¢ one gets the resource synced(¢) which is evidence
that the stack has been persisted. The two last rules concern the interaction between
isStack and the post-crash modalities. The first rule states that if £ is a stack before
a crash then after a crash it is still a stack, but only under the (PCF) modality since
the stack is buffered. The second rule applies if the stack is certain to have been
persisted, as witnessed by synced; in this case the stack is preserved under the (PC)
modality.

The last two rules capture not only crash-safety but also the null-recovery
property of the stack. They imply that with no recovery code needed, the isStack
representation predicate can be reclaimed after a crash, and thus that a client can
safely keep using the stack after a crash.

For the specification to be sound in our weak persistent memory setting, the
per-item predicate ¢ must satisfy that for all v € VAL it is the case that (1) ¢(v) F
(NB) ¢(v), (2) p(v) E (PCF) ¢(v),and (3) ¢(v) F O ¢(v). The first two requirements
are necessary to make ¢ safe to transfer between threads and across crashes. The
third requirement expresses that ¢» must be persistent (in the Iris sense). This is
required for a subtle reason: Since the stack is buffered, operations might return
before they persist. Therefore, a value v can be popped from the stack (at which
point the client is given ¢(v)), and then a crash can happen before the changes by
the pop persist. Then, after the crash, v is still present in the stack, and thus it can
be popped again (at which point the client is given ¢(v) once more). In summary,
due to crashes, the same value can be popped several times and hence the resource
must be duplicable, i.e., persistent. This requirement holds, for instance, for simple
properties such as v being an even number and for assertions about atomic locations.
Had the implementation been non-buffered, i.e., implemented using the synchronous
fence, then this requirement could be removed.

Proof (sketch)

The proof proceeds by defining the predicates synced and isStack and then verifying
that the specifications hold. The definition of synced expresses that ¢ has been
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Figure 4.20: Invariants and definitions used in the proof of durable concurrent stack

persisted. For isStack we use three invariants. In all three the 1 function is the
identity function. Two of the invariants use the abstract state set 1 = {x}. Elements
of this abstract state carry no information, but lower bounds are still meaningful,
e.g.,l 7—¢ » means that location ¢ has certainly been flushed.

For a node the pointer to the sum never changes. For these locations we use
the constant invariant. Given a value v the constant invariant 7.5 (v) has the
abstract state 1 and the invariant ¢const(_, v') £ y = v'. We use the notation
for [ meonr )]

The pointer from a cons-node to its successor potentially changes many times
in push if the CAS in push fails. For this location we use the invariant 7y, negz. Its
abstract state is N X VAL ordered by the natural numbers in the first component. The
invariant is @soNezt = A(n,v), v v =

For the stack itself (the pointer to the head of the linked list) we use the invariant
Tstack (¢). Its abstract state is 1 and the invariant ¢4k (¢) appears in Figure [4.20]
It states that there exists a logic-level list xs, all of whose elements satisfy ¢, and it
uses isNode to recursively express that the structure of the linked list corresponds
to zs.

With these definitions and invariants in place the proof that the code satisfies
the specification is fairly straightforward; see our Coq mechanization for the details.

We finally remark that a similar (non-persistent, non-weak memory) concurrent
stack can be verified in standard Iris [BB20]]. The Iris proof uses an Iris invariant to
define the isStack representation predicate.

4.9 Related and Future Work

We now discuss aspects of related work that have not already been treated in the
paper.

Logics for Persistent Memory To our knowledge, there are only two prior pro-
gram logics for persistent memory, namely Persistent Owicky-Gries (POG) [RLV20]
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and Pierogi [Bil+22]]. Both POG and Pierogi focus on the persistent memory model of
the x86 architecture [RLV20], which is stronger, both in terms of weak and persistent
memory, than our memory model, which does not include details specific for any
one architecture; instead it is a slight generalization of the persistent memory models
in x86 and ARM. The programming languages covered by POG and Pierogi are much
simpler than ours, Apmem; the languages in op. cit. support only a static number of
threads running sequential commands, and a static number of memory locations.
In contrast, Apmem includes more high-level features such as higher-order functions
and dynamic allocation of threads and locations.

Both POG and Pierogi are Owicki-Gries-style program logics. POG makes use
of rely-guarantee style reasoning to support composition of threads that do not
interfere, whereas Pierogi does not support thread-local reasoning. In contrast,
Spirea is a separation logic and hence it supports frame rules and thread-local
reasoning. Moreover, since Spirea is built on top of Iris, it includes advanced features
such as user-defineable ghost state and higher-order quantification, which are not
present in POG or Pierogi but which are important for modular specification and
verification of libraries, such as the stack case study we considered in Sectionm
From Perennial we gain the ability to reason about durable resources in a convenient
fashion using normal separation logic ownership.

In contrast to POG but similarly to Pierogi, our Spirea logic is mechanized in a
proof assistant. Pierogi has been mechanized in Isabelle/HOL and its authors report
that the Sledgehammer tool can be used to search automatically for program proof
rules to apply. In contrast, we make use of the Iris Proof Mode [KTB17c|] to support
interactive development of program proofs in the Coq style, which works well for
our higher-order logic and larger examples.

Similarly to Pierogi, Spirea supports reasoning directly about optimized flushes
(write-backs) (flush) and the use of fences. In contrast, POG only supports reasoning
about a stronger operation that combines the write back and the fence. To handle
other programs they instead offer a translation that in some cases can translate
a program with the weaker, and more tricky to reason about, instructions into
equivalent programs. This translation only works for programs that use these
instructions in a certain pattern, and programs that do not adhere to this pattern can
not be reasoned about using their logic. Since we handle these operations directly
we can verify such programs.

Finally, POG and Pierogi have, to the best of our knowledge, only been applied
to reason about very small programs consisting of only a few lines, whereas we
have used Spirea to verify larger programs, in particular entire data structures.
Additionally we have shown how to give such data structures modular specifications
as extensions of traditional CSL specifications.

Separation Logic for Weak Memory GPS [TVD14] is a program logic for the
release-acquire and non-atomic fragment of the C11 weak memory model. The
logic introduced protocols to reason about atomic location, the inspiration for our
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crash-aware invariants. GPS does not use protocols for non-atomic locations, but
instead a standard points-to predicate. As mentioned, this approach is not sufficient
in a persistent setting. The CAS rule in GPS does not require that (what we call)
the invariant for the read value is preserved. When reading v; and simultaneously
writing vo with a CAS, the CAS rules in GPS allows one to use the invariant for v; to
show the invariant for vy and keep any additional resources without reestablishing
the invariant for v;. This is sound because the C11 semantics ensures that no CAS
operation will ever read v; again. While this is also the case in our semantics, after
a crash, the write for v; might have been persisted while the write for v2 has not
been persisted. Then another CAS operation might read v; again. Hence, in the
presence of crashes the GPS CAS rule is unsound. Our rule for CAS requires that
the invariant still holds for the read value, ensuring that the invariant always holds
for all writes. This is sound even with crashes but is significantly more limiting than
the GPS CAS rule. Essentially, the GPS CAS rule is sound for transferring resources
between concurrently running CAS-operations, but not across crashes. Our CAS
rule is sound for transferring resources across crashes, but only in a limited way
between concurrent CAS’es. Creating a CSL rule that is simultaneously sound for
both is very challenging and something that we would like to explore in future work.
The CAS rule in BaseSpirea does not suffer from this limitation, and as demonstrated
in Section it can be used together with Spirea for cases where a stronger CAS
rule would otherwise be needed.

The read rule for atomic locations in GPS does not make it possible to transfer
exclusive resources out of the invariant for the value read. Our read rule makes it
possible to extract exclusive resources as long as the invariant still holds (for instance
by transferring other resources into the invariant). We make use of this capability
to verify the message passing examples. In GPS an additional feature, escrows, is
needed to verify the message passing examples.

Our use of modalities to reason about fences is inspired by Fenced Separation
Logic (FSL), a program logic that supports reasoning about the release and acquire
memory fences in the C11 memory model [DV16]. FSL includes two fence modalities
to describe resources that have been prepared for release or acquire by a release or
acquire fence. The release and acquire fences in C11 serve a different purpose than
those in Apmem and the modalities in FLS are correspondingly different as well.

Recently, in the context of weak memory we have seen logics that support
specifications that go beyond safety. Compass [Dan+22]] and Cosmos [M]J21b] are
both capable of showing stronger correctness results by using logically atomic triples
as specifications. In contrast, our specification for the durable stack only implies
safety. We think it would be interesting to investigate how ideas from these logics
apply in our setting and we believe that a stronger CAS rule (per the discussion
above) is necessary to achieve this.

Separation Logics for Durable Storage Crash Hoare Logic [Che+16|] and the
more advanced Perennial [Cha22} Cha+19;|Cha+21] are separation logics capable
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of verifying crash-safety. In contrast to our work, Crash Hoare Logic and prior
work using Perennial has only considered sequentially consistent memory and
synchronously persisting writes without any weak behavior. When writes persist
synchronously/atomically the content of durable storage is always in a single certain
state. Therefore, rules for the post-crash modality include no non-determinism and
are simpler “either/or” rules where some (volatile) resources are entirely lost at a
crash and other (non-volatile) resources are preserved unchanged after a crash. In our
setting, since the crash step is non-deterministic, the rules for the post-crash modality
are significantly more involved. Consider for instance a rule such as
which illustrates that the post-crash modality both introduces non-determinism (the
quantified 7), potentially takes resources away (represented both by (ifRec) and the
lost states), and potentially adds new resources (the crashedIn(/, o;)).

Persistency Models While our focus in this paper is on the logic, we remark on
related work on persistency models. As mentioned, persistency models of the x86 and
ARM architecture have been formalized [KL21; Raa+20; RWV19]. In parallel with our
work, new variants of these that, like our semantics, are based on views have been
presented [Cho+21]]. It would be interesting to formally verify a correspondence
between the explicit epoch persistency model and the x86 and ARM persistency
models. We believe that our operational semantics could be used for this purpose. It
would also be worthwhile to show an equivalence between our operational model
and a model in a declarative or axiomatic style.



Chapter 5

The Nextgen Modality: A
Modality for
Non-Frame-Preserving Updates
in Separation Logic

Abstract

Separation logic is about resources and the way in which resources can
soundly change and be updated is fundamental. The way in which resources
can change has typically been restricted to certain local or frame-preserving up-
dates. However, recently we have seen separation logics where the restriction
to frame-preserving updates seems to be a hindrance towards achieving the
ideal program reasoning rules. In this paper we propose a novel nextgen modal-
ity that enables reasoning across generations where each generational change
can update resources in ways that are non-local and non-frame-preserving.
We implement the idea as an extension to the Iris base logic, which enriches
Iris with an entirely new capability: the ability to make non-frame-preserving
updates to ghost state. We show that two existing Iris modalities are special
cases of the nextgen modality and our “extension” can thus also be seen as a
generalization and simplification of the Iris base logic. To explore and demon-
strate the utility of the nextgen modality we use it to construct a separation
logic for a programming language with stack allocation and with a return
operation that clears entire stack frames. The nextgen modality is used to great
effect in the reasoning rule for return, where a modular and practical reasoning
rule is otherwise out of reach. This is the first separation logic for a high-level
programming language with stack allocation. We sketch ideas for future work
in other domains where we think the nextgen modality can be useful.

123
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5.1 Introduction

Separation logic is a logic for reasoning about ownership over resources. A crucial
aspect of separation logic is the ability to perform what we call updates to resources
that are frame-preserving. As a quintessential example of a frame-preserving update,
consider the separation logic proof rule for assignment to a reference:

{{ = v}l w{l— w}.

Here, the difference between the points-to assertion in the pre- and postcondition
means that the heap resource is updated. The update is sound because the points-to
assertion implies exclusive ownership over the location £. This ensures that changing
this part of the heap resource is guaranteed to not interfere with any other assertions.
Any other assertion, or frame P, that might exist and that is valid in combination
with ¢ <— v (meaning that P % ¢ — v is not false) is also valid in combination with
¢ — w. This “locality” of the update is required in order for the assignment rule to
combine soundly with the frame rule for Hoare triples. If we combine the two rules
we get

{{ = v}l w{l— w}
{{ —svx P}l w{l— w=x* P}

which is only sound due to the property just described.

In the separation logic Iris [Jun+18a; [Jun+15b]], which we use as our vehicle
in this paper, updates to resources that satisfy this property of being sound in
combination with the frame rule are called frame-preserving updates. Such updates
are local in the sense that the changes they allow one to perform are closely related
to the resources and knowledge one owns locally. This makes them well-suited for
reasoning about programming language features that make similarly local changes to
the physical state. For instance, writing to a reference, as above, which effects a small
and precisely delineated fragment of the physical state. Iris limits resource updates
to those that are frame-preserving in this way. But updates that preserve the frame
in this manner are not a natural fit for program execution steps that are less localized
and that make sweeping changes to larger parts of the physical state. Examples of
such non-local execution steps that can not easily be expressed as frame-preserving
updates include:

Crashes in a setting with durable storage If one wishes to verify crash-safety
in a setting with durable storage, how the state of a machine changes at a
crash can be represented as a crash-step in the operational semantics. At such
a step many locations might be lost. For instance, all locations residing in
volatile memory are lost. This makes the crash step non-local. Recently, we
have seen several separation logics for reasoning about crashes and durable
storage [Cha+17;|Cha+19;|Cha+21;[VB23a]. They have all had to work around
the absence of non-frame-preserving updates.
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Garbage collection step In a language with garbage collection, for which the
operational semantics explicitly models the action of the garbage collector,
a step corresponding to garbage collection would reclaim a potentially large
number of locations in memory. If one wishes to reason about the garbage
collection step, without having gathered all the resources for all the locations
that the garbage collector might need to collect, then the update to the logical
resources is not frame-preserving. Indeed, in recent work on separation logics
in the presence of garbage collection, this has been worked around by having
the logics maintain a global account of all the resources that could be reclaimed
by the garbage collector, for instance in the form of an explicit correspondence
between physical addresses and logical addresses [Gué+23;|MP22; [MCP23]|

Returning from a function in language with stack allocation In a language
with a stack and values allocated on the stack, returning from a function
invalidates the locations in the entire stack frame corresponding to the func-
tion call. This example is explained in greater detail later, as we use it as a
case-study in this paper.

One can also imagine cases where the desire to make non-frame-preserving updates
arises without stemming from the operational semantics:

Temporary read-only permissions One might wish to, at the level of the logic,
make a location read-only temporarily in order to obtain a freely shareable
read-only points-to predicate. At some determined point these read-only
points-to predicates should disappear and the original read-write points-to
predicate should be reoptained. A separation logic with this capability was
constructed in [[CP17]. Their separation logic was not based on Iris, and the
changes to resources that they use are not frame-preserving. The read-only
points-to predicate is, naturally, incompatible with the read-write points-to
predicate, and since the read-only points-to predicate is freely shareable it
might always be contained in some frame, and hence an update that restores
the read-write points-to predicate is not frame-preserving. This means that it
is not clear how to support Charguéraud and Pottier’s reasoning in Iris.

Time based resource revocation In distributed systems a notion of time is often
used to control revocation of resources. For instance, acquiring a distributed
lock might only grant the lock under a certain timeout expressed in terms of
wall-clock time. Once this duration of time has passed, the right to use the lock
is revoked and the lock should re-obtain the right to release to another peer.
However, the lock cannot simply update its internal resources to obtain this
right as that would not preserve the frame of the peer whose time expired. The
recent Iris based separation logic Grove [[Sha+23] allows for reasoning about
time in a distributed setting using novel time-bounded invariants. Perhaps a
mechanism that allows non-frame-preserving updates, justified by changes in
time, can also be applied to tackle some of the problems in this space.
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We hasten to emphasize that for the above examples it is of course not the case that
creating a logic for a particular language or verifying programs with a particular char-
acteristic is impossible without the ability to make non-frame-preserving updates.
By using sophisticated resources, advanced invariants, or straight-up workarounds,
it is often possible to do without the ability to make non-frame-preserving updates.
Rather, it is the case that certain specific desirable program rules and verification ap-
proaches are not possible since they can not be encoded as frame-preserving updates.
One good example of this is the previously mentioned work by Charguéraud and
Pottier on temporary read-only permissions. It is not that their approach makes it
possible to verify entirely new classes of programs as temporary read-only points-to
predicates can also be achieved with the bookkeeping overhead of fractional permis-
sions. Rather, the benefit of their approach is that it is simple and elegant, and to
achieve the particular rules in their program logic, non-frame-preserving updates
are necessary.

In this paper we present a novel modality that facilitates making changes to
resources in ways that are not frame-preserving. The modality is called the nextgen
modality, since it supports reasoning about what happens “in the next generation,”
after a non-frame-preserving update. The modality makes it possible to change
resources as described by any (well-behaved) transformation function chosen by
the user of the logic. We develop the modality as an extension to Iris. Usually, new
features for Iris are developed within the logic. But since Iris, at the fundamental
level of its base logic provides no means for expressing the kind of non-local updates
that we are interested in, we have to extend the base logic itself. We remark that the
Iris base logic has been relatively stable since 2017 [Kre+17b; Tim+18]] (except for
experiments with transfinite versions of Iris [Spi+21]]) and find it noteworthy that
this is one of the instances where the base logic needs changing.

Of course, we can not in a single paper develop entire program logics for all the
motivating examples above. Instead, we choose to focus on one of them, namely, as
mentioned, a program logic for a language with stack-allocated values. This case
study demonstrates both how to use our nextgen modality and is a contribution in
its own right. In the program logic, we use the nextgen modality to account for the
way in which returns invalidate the call-stack frame. The result is the first separation
logic that supports reasoning about a high-level language with stack allocation
and where, in the operational semantics, returning from a function invalidates the
call-stack frame of the returning function.

Our focus on one case-study naturally means that we do cannot conclude with
certainty whether the nextgen modality, in some form, can or cannot be of benefit in
all the examples mentioned above. But we are quite certain that at least some other
examples than the stack allocation example can benefit from the nextgen modality;
see the discussion in the future work section.

In short, the contributions of the paper are as follows:

« We extend the Iris base logic with a new modality, the nextgen modality.
This modality makes it possible to make non-frame-preserving changes to
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Figure 5.1: A few of the Iris rules related to ghost state.

resources in Iris which was previously not possible. We have extended the Iris
implementation in Coq to include the new modality and also adapted the Iris
Proof Mode [KTB17c] to include support for the nextgen modality.

+ We develop a program logic for a language STackLANG. In this language
the physical state contains a call-stack and values can be allocated on the
stack. Returning from a function clears the call-stack from the returning
function from the physical state. By using the nextgen modality in the proof
rule for returns we arrive at a proof rule that is simple and easy to use. We
have formalized the new program logic and examples using it in Coq in our
extended version of the Iris implementation.

The rest of the paper proceeds as follows. In Section[5.2|we give the necessary Iris
background to explain our contributions, and we describe the most closely related
work. Section [5.3]introduces the basic nextgen modality, its rules in the logic, and
its model. Section[5.4 describes the operational semantics of STACKLANG and the
program logic we construct for it. In Section 5.5 we compare against related work
not covered earlier in the paper and discuss future work.

The Coq development accompanying this chapter is available online on GitHub:
https://github.com/logsem/iris-nextgen.

5.2 Background and Related Work

We first cover a bit of Iris background and the most closely related work. The
background material includes some aspects of Iris that are perhaps not part of the
typical Iris user’s repertoire of Iris features, but that, nevertheless, are important
in order to explain our contributions and situate them in comparison to the related
work.
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5.2.1 Iris Background

A central feature in Iris is its support for user-defined ghost state. Users of the logic
can define and choose their own resource algebras (RAs) to capture the behavior of
their desired ghost state. With much flexibility one can mix and match RAs and
use many of them in the logic. For any RA A and element a € A, the proposition
[a: }'y asserts ownership over a at some ghost location distinguished by a ghost name
~v € GNAME. We do not recall the full definition of what an RA is, but it includes an
associative and commutative monoidal operation, which gives meaning to separating
conjunction and ownership, cf. the bi-entailment in Figure As not
all combinations are meaningful, a validity predicate V : A — Prop identifies
the valid elements. The logic maintains the property that only valid elements can
be owned, cf. A partial function called the core | — | extracts from
elements their duplicable part. That is, for every a € A, its core |a| is the duplicable
part of a, meaning in particular that |a| = |a| - |a|. The persistently modality OJ
removes all non-duplicable resources by applying the core operation to all resources,
cf. lguost-PERSISTENTLYl Elements of an RA are ordered w.r.t. an extension order:
a < b2 3c.a-c=0b Aresource a can be updated to another resource b via a
frame-preserving update denoted a ~~ b and defined as:

a~bEVeVia-c)=V(b-c)

This definition matches the intuition we gave in the introduction: a resource can
be updated as long as it remains valid in combination with any frame with which
it was also valid before. Frame-preserving updates are internalized into the logic
through the update modality E and the rule

Both the ability to use several RAs and the ghost ownership assertion [cg le are
not present in the Iris base logic, but is provided by constructions that are defined
within the base logic. Instead, the Iris base logic is parameterized over just a single
“global” RA M and thus, a user of the base logic can in fact pick only a single RA to
instantiate the logic with. In the base logic, the assertion Own (a), where a € M,
denotes ownership over elements of the single resource RA M.

We now recall the constructions that make it possible to use several RAs and
named ghost ownership assertions on top of the base logic. First, one chooses a
sequence of all the RAs that are to be used in the logic: M, ..., M,, where n is
the number of RAs. Then, the single global resource algebra M is chosen to be a
“resource algebra of resource algebras” in the following way:

M4 HGNAME LLNg/8 (5.1)

i€l
This construction has two levels. The first level is a product indexed by the number
of RAs I = {1,...,n}. This is such that multiple different RAs can be used. The

next level is a finite map over ghost names. This is such that multiple independent
instances of the same RA can be used. The set M is itself an RA whose operation
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simply combines the two layers point-wise. The familiar ghost ownership proposition
is now defined in terms of the basic ownership Own assertion:

We emphasize that the full path to a ghost location consists of both an index ¢ € I
and a ghost name ~y. The notation for ownership at ghost locations, however, usually
leaves out the 7 as it can be inferred from the type of the element at the location.

For modularity, proofs carried out in Iris do not specify exactly what the sequence
of available RAs should be. Instead, they require that M has the form above, and that
indices exist in the sequence of RAs that contain the RAs necessary for the given
proof. For instance, if a proof requires an RA A then the proof will simply assume
that there exists an ¢ € I such that M; = A. A proof with such a requirement can
modularly be combined with other proofs making similar constraints. Only to obtain
a closed “final” proof does one need to fully determine M, and at this point one can
do so while ensuring that it contains all the RAs required by sub-proofs.

A program logic constructed inside of Iris usually relies on certain global ghost
names for ghost locations that contain ghost state used by the program logic itself.
We use 7 to refer to such a collection of global ghost names. For instance, an Iris
based program logic for a programming language with a heap keeps ghost state
for the heap at a global ghost name. In other words, there would be a ghost name
inside 7 specifically for the heap ghost state which we could write as 7.heap. Since
points-to assertions are modeled using this ghost state they make use of the global
ghost name. Global ghost names are usually left implicit both on paper and in Cogq,
but we could write a points-to assertion like this

Y L>'7.heap v

to make explicit the ghost name it makes use of. That is, points-to assertions are
in fact parameterized over the global ghost name that they use. Similarly, as the
concrete values of the global ghost names do not matter, proofs and the program
logic itself are parameterized over the collection of the global ghost names. When
proofs are carried out in Coq the global ghost names are assumed as an implicit

context parameter. On paper one should imagine that there is an implicit “V7.” in
the beginning of proofs, making the names 7 always “in scope”.

5.2.2 Perennial’s Post-Crash Modality

The work most closely related to ours is the post-crash modality by Tej Chajed and
Joseph Tassarotti [CTc22][T| They developed the modality specifically for reasoning
about crashes in the Perennial program logic [Cha22; Cha+21], but the idea behind

'While crucial to the workings of Perennial, the post-crash modality is unfortunately not described
in any of the published papers about Perennial. We therefore directly cite the Coq mechanization of
Perennial where the modality appears.



CHAPTER 5. NEXTGEN 130

their modality can also be applied more generally to reason about the kind of non-
local resource changes we have described. We continue to use the name post-crash
modality, but emphasize that the modality is not only applicable to reasoning about
crashes.

Perennial is a program logic for proving crash-safety in a setting with volatile
memory and a durable disk. The post-crash modality, (PC), is used to express the
way in which resources change due to a system crash. As an example, the modality
discards resources that correspond to the parts of the physical state that resides in
volatile memory and preserves resources that correspond to the parts of the physical
state that reside on the durable disk. As mentioned in the Introduction, the change to
the physical state that occurs at a crash can not be expressed as a frame-preserving
update to the ghost state for the physical state.

The key idea of the post-crash modality is to forgo updating the existing ghost
state and instead allocate new ghost locations. That is, instead of updating a resource
'a!" to!b!”, which would require there to be a frame-preserving update a ~- b, a new

ghost ownership assertion {lﬂﬂyl, for a new ghost name «/, is allocated instead. The
resources at the new ghost locations need not be frame-preserving updates of the
earlier existing resources. Thus this approach side-steps the issue of not being able
to make non-frame-preserving changes to ghost state. Since the new ghost locations
have no inherent relation to the old ghost locations, some relationship between the
two must be explicitly established, and it is required that one immediately stops
using the old ghost name ~ and switches to the new ghost name '. At a crash, new
ghost assertions are allocated for the ghost state used internally in the program logic.
Since allocating new ghost assertions results in new ghost names, this has the effect
that the global ghost names that the proof is parameterized over are now obsolete
as they refer to ghost locations prior to the crash. The post-crash modality then
mediates between ghost state for the old global ghost names and ghost state for the
new global ghost names.

In order to do this, the modality does not take an assertion of type iProp as
argument, but instead has the type

(PC) : (GlobalGnames — iProp) — iProp,

where GlobalGnames is a record of all the ghost names used by the program logic
in question (originally, Perennial). The modality is then defined by:

[{(PC) P] £ Vo,0",7". R(0,0",7) = P(¥) * R(0, 0", ).

The R above is part of the definition of the post-crash modality. It relates the global
ghost names and physical state before the crash o with the physical state after the
crash ¢’ and the new global ghost names 7'

When used, the post-crash modality is usually given an argument of the form
AY'. Q where @ has to use the ghost names in 4’ for its global ghost names and not
use the old global ghost names 7. Following this, rules for the post-crash modality
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are of the form P  (PC)(\y'. Q). When proving such rules one ends up with goals
of the form
P+ R(0,0',9) = Q(Y) * R(o, 0", 7).

For instance, to prove the rule
0 TR )y (PCY(NY. 4 T Peap 4))
for points-to assertions, one would have to prove
¢ —sTheap R(o,0',7") = ¢ 7 heap 4, R(o,0’, 7).

The crux of the proof is to turn the “old” points-to assertion into the “new” points-to
assertion. Making this possible is the purpose of the R resource. It serves as a catalyst
to make this transition possible, without being consumed itself. In our particular
example with points-to assertions, R could be defined as

R& g Theap gy g oy Theaw

More generally, R is defined such that all the relevant resources can be “exchanged”
from old to new in this manner.

We now describe some of the limitations and problematic aspects of the above
approach. Later on, we will show how our new nextgen modality addresses these
shortcomings.

Poor interaction with the 00 modality. The following rule is not possible to
prove for the post-crash modality

aO(PC) P+ (PC)O P.
Unfolding the model of the post-crash modality we see that this amounts to proving

O(Vo,0",5". R(0,0",7") = P(Y) * R(a,0",7')) F
Vo,0',7'. R(o,0',7) =+ OP(7) x R(o,0,7)

We need to be able to show that P holds persistently, but we only know that a wand
implying P holds persistently. Since we do not have R persistently, when we apply
the wand to R we do not get P persistently. Thus, the lemma can not be proven.

The persistently modality plays a crucial role in Iris and the Iris proof-mode
(IPM) for Coq [KTB17c]. The IPM keeps a so-called persistent context which consists
of propositions that hold under the O modality. When introducing the post-crash
modality (using the iModIntro tactic) the IPM requires the rule

PE(PC)Q
gP+((PCDOQ

in order to be able to transform the persistent context. However, for reasons similar
to the above, we can not prove this rule. This makes the post-crash modality more
challenging and cumbersome to use in practice in Coq.
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Invariants and the post-crash modality A key feature in Iris is invariants. An
invariant is denoted L and means that the assertion I is an invariant that a program
maintains at every step of execution (the ¢ is not important for our purposes). It is
not clear how invariants that contain ghost state, that uses global ghost names which
are changed by the post-crash modality, can work with the post-crash modality as
the invariant assertion is constant. At the very least, such invariants would have to
be parameterized by the global collection of ghost names in order for the post-crash
modality to be able to update them, and, as such, details of the post-crash modality
would leak into invariants. In Section [5.4.3| we give an example of using our nextgen
modality together with invariants, where the rules only have natural and necessary
changes compared to normal Iris invariants.

No interaction with custom ghost state. As we have seen, the R resource in
the model of the post-crash modality facilitates an exchange between old resources
and new resources. This means that knowledge of certain global ghost names and
resources are baked-in or hard-coded into the definition of the post-crash modality.
The implication of this is that the reach of the modality can not extend to user-
defined ghost state. Specifically, for an RA A and a ghost location 7, unknown to
the definition of (PC), no rule of the form

al'F(PO)b!

where a # b, can exist. In other words, the only such rule is the one where a = b,
meaning that the (PC) modality can have no interaction with user-defined ghost
state. This means that it is not possible to use the postcrash modality to give logically
atomic specifications for user-defined durable concurrent data structures under a
weak consistency models (such as the one in [VB23a]) whose specification relies on
user-defined ghost state.

Not principled. While the post-crash modality cleverly works around the limita-
tions in Iris for updating ghost state, we find that the mechanism it uses is not as
principled as one could want. As we have shown, the workings of the post-crash
modality rely on changing otherwise globally fixed ghost names. This can be confus-
ing, both on paper and in Coq. For instance, it means that two points-to assertions
that are notationally the same, can in fact be different as they “invisibly” use two
different ghost names. The post-crash modality does not remove or otherwise inval-
idate old resources; it is up to the user of the modality to carefully apply lemmas
that translate old resources, while also making sure that no old resources are still
used. In Coq the modality relies on creating multiple instances of a type class that
contains the global ghost names. Having multiple instances of a type class is not
an idiomatic use of type classes — and while it does work in practice, we have not
found any Coq documentation about which instance of a type class Coq uses when
multiple are in scope. The modality therefore relies on undocumented behavior of
the implementation of Coq.
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5.3 The Basic Nextgen Modality

In this section we introduce the basic nextgen modality. Here the word “basic” means
that the modality is a low-level addition to the Iris base logic. It is a minimal extension
to Iris that enables one to express non-frame-preserving updates. The basic nextgen
modality then facilitates the definition of higher-level nextgen modalities for specific
purposes. This approach follows the Iris tradition of keeping the base logic minimal
and simple, while defining more complex notions inside the logic. Technically, the
nextgen modality can be seen as a family of modalities in that it is parameterized
by a so-called generational transformation (defined below), and we show that the
nextgen modality encompasses two existing Iris modalities, namely the persistently
and the plain modalities.

The basic nextgen modality is written 9»° P where P : iProp is an assertion and
t: M — M is a function on the global RA. The dot above the symbol indicates that
this is the basic nextgen modality. We call the function ¢ a generational transformation
or sometimes just a transformation. The assertion 9! P should be read “given a
generational transformation described by ¢ then P holds in the next generation”.

In order for the modality to be sensible, the generational transformation needs to
satisfy a few basic properties. Whenever we write 3!, we assume that ¢ ranges over
functions with these properties. The requirements for ¢ are given in the following
definition.

Definition 5.3.1 (Generational transformation). Given a resource algebra A, a gener-
ational transformation is a functiont : A — A that satisfies the following conditions.

1. It is monotone with respect to the inclusion order of the resource algebra.

Vz,y.x Sy =t(z) < t(y)

2. It preserves validity of elements.

Ve V(x) = V(t(x))

3. It is non-expansive with respect to the ordered family of equivalences (OFE) for
A.

Vn,z,y.0 =y = f(z) = f(y)

The first two conditions should seem reasonable. The first condition is necessary
as the model of Iris uses monotone predicates over RAs and as we see in Section[5.3.4|
this condition ensures that the meaning of 9! P is monotone in the model. The
second condition is necessary as Iris maintains the property that the owned resources
are always valid, hence the generational transformation needs to maintain this
validity. The third condition pertains to an aspect of RAs that we have not described,
namely that they contain an OFE or a “step indexed equality” [Jun+18a]. We include
the condition here for completeness and for readers who are familiar with OFEs.
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BNG-MONO

BNG-OWN P |_ Q BNG-CON]J
Own (a) - 95" Own (t(a)) PPt Q P ABIQ - (P AQ)

BNG-DIS] BNG-LATER BNG-EXISTS

BIPVERIQ At (PVQ)  pR'PA-isP i3z PHE3Jr. TP

BNG-SEP BNG-PERS
BNG-FORALL Vo, y. t(x-y) =t(x) - t(y) Vr.t(|x]) = [t(z)]
iz, PH4-Ve. P P« piQFi(PxQ) O%'PAioP

BNG-IDEMP
BNG-TRANS V. t(t(r)) = t(x) BNG-PLAINLY
R el e el et PRSP “'mP--mpP

Figure 5.2: Rules for the basic nextgen modality.

5.3.1 Rules

Figure [5.2| shows a selection of rules for the basic nextgen modality. The first rule,
is the nextgen modality’s raison d’étre. It states that the transformation
t is applied to owned ghost state. As we are at the level of the base logic this rule
concerns the Own assertion and not ghost locations.

The following rules in the figure state that the nextgen modality is monotone

(BNG-moONO), commutes with conjunction (BnG-conj), disjunction (BNG-pisy), the later
modality (BNG-LATER), exist (BNG-ExisTs), and forall (BNG-ForaLL). Together these

rules ensures that the basic nextgen modality is well-behaved and convenient to
work with. However, not all rules of this form that we would want hold without
making further requirements on the transformation. If we look at the next rule
we see that it states an additional demand on ¢. In Definition [5.3.1] we
defined the essential properties that a transformation must possess, but in practice,
transformations usually satisfy more properties than those, and in those cases more
rules are sound. In the case of [BNG-sEp| the requirement is that the transformation
commutes with the monoid operation of the RA. If this is the case, then two assertions
under a nextgen modality can be combined under one nextgen modality. Here it is
fairly clear how the requirement on ¢ relates to the rule. The same is the case for the
two rules [BNG-PERS| and [BNG-1DEMP| If the transformation commutes with the core
of the RA (when it is defined) then the modality commutes with the persistently
modality. And, if the transformation is idempotent then so is the modality
holds for all transformations though). In all of these cases, the rule for the nextgen
modality quite directly reflects the property of the transformation.

Remark It may be a bit surprising that only holds in one direction. We
emphasize that the direction that does hold is the important direction. For instance,



CHAPTER 5. NEXTGEN 135

this direction is used by the Iris proof mode when introducing the modality. To give
some intuition as for why the direction

BUP*Q)F ' PxastQ

is not sound, the left-hand side means that there is some resource a such that ¢(a)
satisfies P Q). To show the right-hand side we would need to split ¢(a) into resources
b and c such that t(a) = b - ¢, b satisfies %! P, and c satisfies 95! Q. However, the
disjunction on the left-hand side only implies that ¢(a) can be split into two resource
satisfying P and ). We get stuck on the fact that ¢(a) = b - ¢ does not imply that
there exists b’ and ¢ such thata = ' - ¢/, t(b') = b, and t(¢/) = ¢. In more plain
words: being able to split resources in the next generation does not necessarily
mean that there was is way to split resources in the current generation. The rule
above does hold if this property is required of the transformation. But, in practice
transformations do not satisfy it and we have had no need for it.

Since the nextgen modality modifies resources, it has no effect on propositions
that do not rely on resources. In Iris, such propositions are described with the plainly
modality B P, which means that P holds without using any resources. The rule
states that the nextgen modality has no effect in the presence of the
plainly modality. If we rephrase this lemma a bit we get what we call the soundness
rule for the nextgen modality:

BNG-SOUND
Fastp plain(P)
FP

This states that if an assertion P is plain (meaning that P - B P) and can be derived
under the nextgen modality, then the basic nextgen modality can be eliminated. A
consequence of this rule is that results shown under the nextgen modality also has
meaning outside of the nextgen modality, which is crucial when one wishes to prove
an overall soundness or adequacy result for a program logic that makes use of the
basic nextgen modality.

Just as important as the rules that do hold, is the one that does not. The following
frame rule is not sound

Qx5 P¥ - Q * P).

If @ holds in the current generation and P holds in the next generation then it is not
necessarily sensible to move () unchanged into the next generation. The equivalent
rule for the update modality holds and is crucial for that modality’s purpose. For
the nextgen modality the opposite is the case: invalidating the frame rule is clearly
necessary to arrive at a modality that can express non-frame-preserving changes
to ghost state. Another rule that, quite naturally, is not sound is commutativity
between the basic nextgen modality and the update modality:

B P A B! P
As we see in Section this has an impact on the way adequacy is proven for
program logics that use the nextgen modality.
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5.3.2 Comparison to the Post-Crash Modality

In a nutshell, the difference between the post-crash modality and the nextgen modal-
ity is that where the post-crash modality works around the limitation that Iris does
not allow for non-frame-preserving updates, the nextgen modality addresses the
problem head-on by lifting the limitation through an extension of the Iris base logic.
In doing this the nextgen modality addresses the limitations we identified for the
post-crash modality. In particular, since the nextgen modality modifies existing
resources, it does not rely on changing ghost names and hence it does not incur the
problems associated with that. We are able to prove all the expected rules, including

[BNG-PERS|that does not hold for the post-crash modality.

5.3.3 Special Cases of the Basic Nextgen Modality

We now show that the persistently and the plainly modalities are special cases of
the basic nextgen modality and thus, in a sense, our “extension” of the Iris base logic
is perhaps better referred to as a “generalization and simplification” of the Iris base
logic.

Example 5.3.2. The basic nextgen modality can be used to define a modality equivalent
to the persistently modality in Iris. This is achieved by taking the transformation to be
the persistent core of the global RA.

w-lp4-op (5.2)

In generational terms, this corresponds to a generation that only keeps duplicable
resources.

Example 5.3.3. The basic nextgen modality can be used to define a modality equivalent
to the plainly modality, by taking the transformation to be the constant function that
returns the unit element of the global RA.

A€ P 4 mP (5.3)

In generational terms, this corresponds to a generation that throws away all resources.

The equivalences (5.2) and (5.3) are both easy to prove using the semantics of
the basic nextgen modality, which we present in the following section.

5.3.4 Model

We now explain the semantics of the basic nextgen modality in the model of Iris.
To simplify the presentation and to focus on the interesting parts, we pretend
that the semantic domain of Iris propositions is simply monotone predicates over
resources:
[iProp] & M ™ Prop.
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The gap between this simplified definition and the full model of Iris is largely
orthogonal to the semantics of the nextgen modality. We ignore the recursive
domain equation arising from higher-order ghost state and step indices for the later
modality. The benefit is that this simplifies the presentation and makes it easier to
understand for readers who are not familiar with the particularities of the model of
Iris, but who might be familiar with the more widely used predicates-over-resources
model of separation logic. Our mechanization of the nextgen modality in Coq, of
course, uses the “full” model of Iris, and we refer readers interested in all the details
to the accompanying Coq formalization.

The model of the nextgen modality is exactly what one would expect from its
behavior in the logic:

[%' P] = e [P](t(x))
In order for this definition to be well-defined it must be monotone.
Lemma 5.3.4. Ifx < y then [P](t(z)) implies [ P](t(y)).

Proof. Since [ P] is monotone it suffices to show that ¢(x) < ¢(y). This follows from
condition [1] of Definition[5.3.1] O

With this model all the rules that we have seen are sound.

5.3.5 Generational Resource Algebras

When using the nextgen modality with particular resources, one usually picks
the type of resources and the transformations for it in unison. We use the term
generational RA to mean a RA together with transformation function over it or
a set of such functions. For many of the existing RAs in Iris there are obvious
transformation functions that one could use with them. As an example, for the
well known authoritative RA AuTH(A) and a transformation ¢ : A — A, there is a
transformation ¢, that applies ¢ to both the authoritative element and fragments
such that

ta(ea) = o(ta(a)) ta(ob) £ o(ta(b)).

This transformation is part of the generational RA that we use in Section[5.4]

Just like Iris contains a library of RAs constructions that one can combine for
concrete proofs, one can imagine a similar library of constructions for generational
RAs. Our Coq mechanization contains a few such building blocks.

5.3.6 A Transformation for Ghost Locations

So far, we have seen the basic nextgen modality that applies a transformation to
owned elements of the global RA. As described in Section Iris is usually
instantiated with a global RA of a particular shape. To arrive at higher-level nextgen
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modalities, the first step is to use transformation functions that preserve this shape.
To this end we will specify point-wise what should happen to each ghost location
and thus we will use a map of transformations:

™ £ HGNAME fin, (M; — M;)
i€l
This definition is equal to the global RA in Equation except that the type of the

“leafs” is changed from M, to M; — M;. From a map of transformations tm € TM,
we can construct a transformation on the global RA in the natural way:

Tm . M — M
tm(i,v)(m(i,y)) ify € dom(tm(i)) and v € dom(m(7))
T"™(m) = Xi,v. < m(i,) if v € dom(m(7))

undefined otherwise

Spelled out, an element m of the global RA M is transformed such that each leaf
m(i,7), where i € I and v € GNAME, is transformed by the function tm(i, ) if
this exists in the transformations map. Otherwise, the element at the leaf is left
unchanged.

For any tm € TM, we then obtain the following rules for the basic nextgen
modality and ownership of an a : M; at a ghost location .

v € tm(i) v & tm(i)
@ o tm(i 1) (@) T

- T
——r LIy IZNT/ ——1

This construction provides the foundation for building higher-level nextgen modali-
ties.

A simpler variant of this construction is one where the map has the form
[L;c;(M; — M;). That is, where the transformation is given only per type of
RA and not per type of RA and ghost name. Which variant to use depends on the
circumstances, in the next section we see an example of using the simpler one.

5.3.7 Mechanization in Coq

As mentioned earlier we have mechanized the nextgen modality in Coq. The devel-
opment contains the definition of the basic nextgen modality and its rules. Through
type class instances the nextgen modality is integrated into the Iris Proof Mode such
that it works as seamlessly as existing modalities.

Despite the nextgen modality being an extension to the base logic, we do not
need to fork or modify the existing Iris Coq development. Due to the way Iris is
mechanized one can define new constructs in terms of the model as long as the
semantic domain is unchanged.

The mechanization also contains a number of generational transformations for
common RAs and the transformation for ghost locations from the previous section.
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5.4 Case Study of the Nextgen Modality

The basic nextgen modality lays the foundation for expressing non-frame-preserving
updates. However, thus far, we’ve left out exactly how a concrete instance of a
nextgen modality is defined. In this section, we present a case study of the nextgen
modality.

To present a compelling case study, we need a language that exhibits some kind
of non-local changes to its physical state. We thus begin this section by presenting a
language with such behaviors, for which it would be difficult to define a modular
and practical program logic without non-frame-preserving updates.

Next, we will give a concrete definition of a nextgen modality, by defining the
right generational transform function ¢. Finally, we use the nextgen modality to
define an elegant program logic for the language in question.

5.4.1 Presenting STACKLANG

We now present a language with non-local updates to its physical state, called
StAackLANG. At its core, STACKLANG is a language with a high-level representation
of a call-stack, where stack frames (henceforth referd to as stack regions) are pushed
and popped in a well-bracketed way, and where stack allocated data must follow the
derived lifetime behavior of its region. Upon return of a function call, stack regions
are popped, and all the associated stack locations get deallocated. As such, function
returns trigger a non-local change to the physical state that is hard to capture as a
frame-preserving update.

A sound program logic for STACKLANG must therefore somehow deal with the
deallocation of stack regions. A naive approach may simply require the program
logic rule for function returns to depend on the relevant ghost state in the precondi-
tion. Such a rule would define a precondition containing all ghost state fragments
that would get deallocated by the return expression. Unfortunately, this approach
counteracts the benefits of local reasoning typically granted by separation logic.
Instead, our goal will be to construct a program logic with a rule for function returns
that does not directly depend on fragments from the stack region.

The end goal of this section is to create a modular and practical program logic for
StackLANG. While other approaches exist, we want a program logic that does not
require a lot of bookkeeping, or any instrumentation of the language itself. In other
words, we want to define a program logic that does not require sophisticated ghost
state leaking into the program rules, or any fundamental changes to the operational
semantics of the language. But first, let’s begin with a presentation of the syntax
and semantics of the language.

5.4.2 Syntax and Semantics of STaAcKLANG

Figure [5.3| defines the syntax of STACKLANG values, expressions, and evaluation
contexts. The definition and behavior of continuations follows Timany and Birkedal
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Index i & N

LocalityTag p == global | local(7)

Value v u= true | false | n | 1| MWk,z.e | ¢# | cont/(K) | (v,v)
Expression e == x | true | false | n | 1 | M k,z.e | /# | cont’(K) |

e®e | (ee) | mugye | e(e) | Return(e)(e) | letz:=ecine |
if ethen eelse e | salloc(e) | halloc(e) |le | e« e

Evaluation K | Kde |voK | (Ke) | (v,K) | Tk |

Context K(e) | v(K) | Return(K)(e) | Return(v)(K) | letz:=Kine |
let x :=wvin K | if K theneelsee | salloc(K) | halloc(K) |
K | K<e| v+ K

Figure 5.3: STACKLANG syntax

[TB19]’s work on mechanized verification of programs with continuations, who
define continuations cont’(K) as suspended evaluation contexts. A key difference,
is that continuations in STACKLANG are labelled with an index ¢, specifying which
stack region the continuation belongs to.

Similarly, we label function closures M k, x.e and locations ¢ with a locality
tag 1, which specifies their lifetime. A global tag means the function or location
has a permanent lifetime (i.e., the heap), while a local(i) tag means the function
or location has the same lifetime as stack region i. The index 7 in locality local(i)
is relative to the top of the stack. For instance, ¢1ocal(0) refers to a stack allocated
location in the topmost stack region. Likewise, a continuation with index ¢ refers
to the i stack region from the top, and invoking it will thus deallocate the 7 most
recent regions.

The locality tags form an order based on their lifetime. We write u1 T po
whenever 11 has a shorter lifetime than po, defined as follows:

11 C global R

local(i1) C local(iz)

By default, any value without a locality tag (such as integers and booleans) implicitly
have a permanent lifetime, and can thus be interpreted as having a global tag. This
lets us lift the C relation to values. We write v1 C vy to state that the lifetime of v1
is smaller than the lifetime of v9, and we write 1 C v to state that the lifetime of v is
at least p.

New locations are allocated using halloc(e), which allocates locations with a
global tag, and salloc(e), which allocates locations with a local(0) tag. The remaining
values and expressions are defined as in a typical lambda calculus with references,
where z is a variable, n stands for any natural number, and & is shorthand for
binary operators. Finally, evaluation contexts define a left-to-right and call-by-value
evaluation strategy.
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(h,s,letz:=vine) =k (h,s, elv/x]) (h,s,m(e1,e2)) =K (h,s,e1)

V1 DUy =

(hv $,v1 D UQ) —K (ha S,’U)

(h,s,m(e1,e2)) =K (h,s,ez)

(h, s, if true then e; else e3) — i (h, s, e1)
(h, s, if false then e; else e5) = (h, s, €2)

global £ v ¢ & dom(h)
(h, s, halloc(v)) =g (hW {l — v}, S7gg|0ba|)

sl0] = f ¢ & dom(f) s'=50:= fy{l— v}
(h, s,salloc(v)) = (h, s, £°1O))

s[i](0) = v shift(v,i) = v’ h(f) = v
(h, s,10°°0)) 5 1 (b, s,0") (h, s, 1082 5 (h,s,0)

global C v ¢ € dom(h)
(h,s,08°P ) 5 (hWl—v,s,1)

local(i) C
slil=f  Ledom(f)  shift(v,—i)=v &' =s[i:=fO{l]]
(h, Sjglocal(i) — U) -k (h, S/7 1)

shift(v,1) = v’
(h, s, (A8 2.e)(v) =k (h, D+ s, Return(cont! (K))(e[cont! (K)/k][v'/x]))

shift(v,1) = v’ shift(e,i+1) = ¢

(h, s, N°?D k. 2.e)(v)) = (h, ) ++ s, Return(cont! (K)) (€ [cont (K) /K][v /z]))

Figure 5.4: STACKLANG inner step relation
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The small-step operational semantics of STACKLANG is defined, as in [TB19],
over two step relations. Each relation is defined over configurations (h, s, €), where
h is the heap, e is the expression, and s is an ordered list of stack regions. The head of
the stack describes the state of the topmost stack region, and function calls appends
a new empty region to the head of the list, while function returns remove a specified
number of regions from the list. We will refer to the heap and stack pair (h, s) as
the store.

The first step relation — i defines steps taken under some evaluation context K
(Figure 5.4). Note that since the locality of locations, closures and continuations are
potentially relative, parameters and return values are shifted to accurately reflect
their new relative position. Likewise, a local function may enclose local values,
which also needs to be shifted (we will get back to the reduction step of function calls
below, after explaining function returns). Shifting values and expressions is handled
by shift(e, i), a partial function that shifts any stack location or continuation by the
integer ¢. If the shift would put an index below zero, it fails, i.e, it is undefined.

Loading from a location uses the lifetime tag to access the appropriate heap or
region location. Likewise, storing to a location uses the lifetime tag to modify the
appropriate heap or region location. Moreover, the locality of the store is guaranteed
to be monotone with respect to C, meaning that a location with locality p can only
store values v such that ¢ C v. This guarantee is enforced in the step relation by
side-conditions over values that are added to the store via allocation or storing. In
order to maintain relative positioning, values are shifted when stored to and loaded
from the stack.

As highlighted above, we have designed STACKLANG such that it enforces the
monotonicity of lifetimes of the store with dynamic requirements over the stored
value. This is not essential, but means that STACKLANG can be interpreted as a kind of
capability language with locality. It is noteworthy to point out that other capability
languages, such as the CHERI capability machine ISA, also uses a locality bit to
distinguish between the heap and the stack, with similar dynamic checks depending
on the permission of the destination capability [Woo+14]. A notable difference
however, is that closures are not by construction monotone. As such, there may be
STACKLANG programs that execute and break monotonicity. However, in this work,
our goal is not to define a capability safe language. Rather, what’s important is that
only well-behaved programs will provably satisfy a specification in the program
logic we present below.

The second step relation — is built on top of — i, and defines the operational
semantics of STACKLANG:

CTX-BIND
(h,s,e) =k (B, s, €)
(h,s,Kle]) — (W,s', K]

CTX-RET
i < length(s) shift(v, —i) = '

(h, s, Return(cont’(K))(v)) — (h, pop'(s), K[v'])
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The step for Return(cont?(K))(v) shifts v by —i, pops the top i regions from s, and
is considered stuck whenever the continuation points to a stack region that does not
exist. It is important that all function returns pop the appropriate number of stack
regions. This includes function that return “normally”, meaning the body simply
reduces to a value. However, given the rule, that might mean the topmost
region is not popped as expected. To resolve this issue, function calls reduce to a
return expression, surrounding the body of the function. Thus, if the body reduces
to value, a proper return is still triggered.
The following program displays various features of STACKLANG.

(0, [0], (A&'°b2 | 214! (salloc(41))) (halloc(1))) (5.4)
—({y = 1}, [0], (A&'°P2" &, .14 (salloc(41))) (£8°°P2"Y) (5.5)
—({£1 > 1}, [0; 0], Return(cont" (-))(1¢8"°* +Isalloc(41))) (5.6)
—({¢y — 1}, [0; 0], Return(cont!(-))(1+!salloc(41))) (5.7)
—({ty > 1}, [{£2 — 41}; 0], Return(cont! (-)) (141£°?)) (5.8)
— ({1 — 1}, [{€s > 41}; 0], Return(cont’ (-)) (1 + 41)) (5.9)
—({y — 1}, [{ts — 41}; 0], Return(cont’ (-))(42)) (5.10)
S ({y — 1},[0],42) (5.11)

Note how the function call appends an empty region to the head of the stack (line
[5.6), which gets subsequently popped when the function returns (line [5.10). We will
use this example in Section when introducing the program logic for STaAcKLANG.

5.4.3 A Program Logic for STackLANG
Semantic interpretation of the store

The first step towards building a program logic for STACKLANG is to define a semantic
interpretation of its store, as separation logic predicates. The STACKLANG store has
two components: the heap h (a map from locations to values) and the stack s (an
ordered list of maps from locations to values). To enable local reasoning about
individual locations, we interpret both the heap and the stack such that we get
separation logic points-to predicates.

In Iris, points-to predicates are typically defined using a special authoritative
resource algebra for maps called a gmapView(K, V'), where K is the domain, and
V is the co-domain of the map. Since the stack is a list of maps, we first transform it
into a map from index and location pairs to values, where the index represents the
location’s position in the stack list. Unlike the relative stack region index of values,
this index represents its real and global stack region index. For example, consider
the following stack: [fo; fi1;{¢ — v}]. In this stack, the location /¢ is two regions
down from fy. The currently executing program (i.e. the owner of fy) can thus
reference the location via the value £'°?(2) However, globally, it belongs to the 0%
stack region, and is thus indexed by (0, £).
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Thus far, we have two distinct resource algebras:

gmapView Location Value resource algebra for the heap
gmapView (IN x Location) Value resource algebra for the stack

Points-to predicates for heap and stack locations are then derived from their
respective resource algebra. Going back to the above example, the state of / is
described by a points-to predicate mapping (0, ¢) to v, denoted by [@ ¢ — v. In
order to connect the relative value in £'°?'(2) to the absolute value in the points-
to predicate, it is necessary to keep track of the current size of the stack. We thus
introduce a third resource algebra to track the size of the stack, by using the exclusive
authoritative resource algebra construction of Iris, defined over natural numbers.

ExclAuth IN resource algebra for the stack size

In summary, we define three resource algebras, used to define the following
three separation logic predicates:

{—wv states that the heap location ¢ points to value v
¢ +— v states that the stack location ¢ of region index k points to value v
Bm states that the stack is currently made up of m regions

Picking a transformation function

Next, we want to define a nextgen modality that describes what happens at function
returns. More precisely, we want to define a modality that deallocates the relevant
stack points-to predicates, while leaving unrelated predicates intact. To that end, we
use the construction outlined in Section[5.3.6|to build a map of transformations, that
together form a transformation on the global resource algebra used to interpret the
STACKLANG store.

Since it is only the deallocation of stack locations that is non-frame-preserving,
we are only interested in defining a transformation function defined over the resource
algebra for the stack. We apply the identity transformation for all other resource
algebras, including the ones outlined above, and any subsequently defined custom
resource algebras.

Meanwhile, the transformation of the stack resource needs to exhibit very spe-
cific behavior. Specifically, the desired transformation of the stack resource alge-
bra for a return that tagerts region n, denoted SCut™ (of type gmapView (IN x
Location) Value — gmapView (IN x Location) Value) needs to filter out all the
elements with an index of at least n.

Note that SCut” is parameterized by a natural number n, and thus we define not
just one, but a family of transformations. Indeed, in order to distinguish between
returns that target different stack regions, we will need a family of nextgen modalities.
We realize this construction by maintaining a transformation map ¢m which maps the
heap and stack size resource algebras to the identity transformation, while leaving
the transformation for the stack resource algebra undefined. We then insert the
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relevant SCut” transformation into t,, to define the appropriate nextgen modality.
Below we formally define SCut”, and the derived definition for ICut”, which inserts
SCut™ into the globally defined ¢m and uses the construction from Section to
create the transformation function.

SCut™(m) = m/ where  dom(m’) C dom(m) and
V(k,?) € dom(m), (k <nAm/(k,€) =m(k,?1))
V(k>nA (k£) & dom(m'))
ICut™ = Ttm{e=SCut"}  \yhere i € I is the globally scoped id of the stack resource algebra

By picking ICut™ as the generational transformation function, we can then finally
formally define a nextgen modality for stack region deallocation.

Q" L q'_>|Cut"

By the definition of ICut”, we then prove the following introduction rules:

CUT-STACK-INTRO CUT-STACK-INTRO-EMP
CUT-HEAP-INTRO k<n kE>n
(= vl — o ®Wl— v S"RmE— v BWl—vbkEs"T

CUT-SIZE-INTRO
EmkFS"8m

The introduction rule for stack points-to predicate requires that the stack location of
a region k is lower than the deallocation at n. If k is at or above n, the fragment is
deallocated, as expressed by the trivial rule [cuT-sTack-INTRO-EMP|

Weakest precondition

We define a program logic for STACKLANG by using a variant of Iris weakest precondi-
tions, denoted wp e {®}. In broad strokes, wp e {®} expresses that the expression e
does not get stuck, and if it terminates at some value v, then the predicates ®(v) holds.
Below we first recall a simplified version of the existing definition of Iris weakest
preconditions for a single-threaded language and then we present our new variant
incorporating the nextgen modality, similarly simplified (for the full definition, see
the accompanying Coq formalization). The simplified Iris weakest precondition
predicate is the unique predicate satisfying the following equation:

B ®(e) if e is a value
wpe{d) 2 Vo, statelnterp(o) — B e is reducible  otherwise
AD>Yeg, 09, (0,€e) = (02,€2) = g
statelnterp(og) * wp ea { P}
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Stk-LoaD
>(m l — v xBm — wp K[shift(v,i)] {P})
f— v BEm n=m-—1—1
wp K[wlocal(i)] {‘I’}
HEeAP-LOAD

(¢ — v = wp K[v] {®}) =
wp K[wglobal] {<I>}

SALLOC

pEmxm=1l — v - wp K[ {®})  &m

0<m

wp Ksalloc(v)] {®}

HaLLoc
(0 — v - wp K[(8°P] {D})

wp Khalloc(v)] {®}

CALL-GLOBAL

>@Em + 1 - wp K [Return(cont! (K))(e[cont! (K)/k][shift(v,1)/x])] {®})

Em
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wp K[\&°Pal ko e(v)] {@}

RETURN

>@Em —i - =D wp K'[shift(v, —i)] {®})  8m

1<m

wp K [Return(cont’(K"))(v)] {®}

Figure 5.5: Excerpt of the Program Logic Rules for STaAcKLANG

If e is a value, then the postcondition ® holds for that value. In the above definition,
the postcondition is declared to hold under a fancy update modality. If e is not a
value, it must be able to take a step. More concretely, given any state o, assuming
the ownership of the semantic interpretation of o (in the case of STACKLANG, this
semantic interpretation is defined as authoritative views of the three previously
defined resource algebras), the expression e is reducible, and for any configuration
it steps to, we have the semantic interpretation of the new state, and a weakest

precondition of the new expression.

We define a variant of the above definition, which applies the nextgen modality
at the appropriate expression, namely function returns. Henceforth, this is the

definition we will be referring to.
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(B P(e) ife is a value

Vo,statelnterp(c) — B e is reducible  ife = K [Return(cont’(K"))(v)]
A>Veg, 09, (0,e) = (02,€2) = g1
wpe{®) 2 (%len-"”‘@"?)*i s.tatelnterp(ag))
% (q;)length(az)—z wp €3 {(I)})
Vo,statelnterp(o) — B e is reducible  otherwise
A>Veg, 09, (0,e) = (02,€2) = g1
statelnterp(os) * wp eo { P}

\

In this definition, the state interpretation and weakest precondition of the reduced
expression is guarded by a nextgen modality, reflecting that a stack deallocation has
occuredE] The presence of this modality is crucial for proving the program logic rule
for return expressions.

Since we are using a new definition of Iris weakest preconditions, it is important
to prove that it is sound. To this end, we prove the following adequacy theoremﬂ

Theorem 5.4.1 (Adequacy of the nextgen weakest precondition). Let ® be a first-
order pure predicate. Assume = wp e {®}, and (0,e) — (02, €2), then the following
two facts hold:

1. either (09, e2) is reducible, or es is a value
2. ifey is a value, then ®(ez) holds

Proof. The proof largely resembles the adequacy proof of Iris weakest preconditions,
with the added burden of dealing with interweaved instances of the nextgen modality.
The key difficulty lies in applying the various soundness rules for all the relevant Iris
modalities, including the new soundness rule for the nextgen modality (BNG-sounD);
since the nextgen modality does not commute with the fancy update modality, the
final result is an interweaved sequence of modalities that do not collapse into a finite
number of modalities. As such, the proof must eliminate each modality one at a time
in a proof by induction. O

Program logic rules

We now introduce the program logic for StackLaNG. Figure [5.5| presents a selection
of program logic rules, namely for load, allocation, call and return. Since invoking
a continuation discards the current surrounding evaluation context, the typical

®Here we present a version of the definision that is tailored specifically to STACKLANG. In the Coq
mechanization, we define a version that parametrizes over an arbitrary programming language.

*Here again tailored to STACKLANG, but proved for a general single-threaded language in the Coq
mechanization, without support for later credits.
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bind-rule for Iris weakest preconditions does not work for STACKLANG expressions.
Therefore each program logic rule is defined around a filled evaluation context K,
and is presented in a continuation style.

The rules for stack and heap loads require a points-to predicate to the location
in question. In the case of stack load, since the stack location reference is relative,
it is additionally required to know the current size of the stack via the stack size
resource. In each case, the continuing weakest precondition fills K with the loaded
value, which is shifted in case of a stack load.

The rule for stack and heap allocations gives the continuation a new points-to
predicate for the allocated location. In case of a stack allocation, the size of the stack
determines the index of the stack points-to predicate.

Finally, the stack size resource itself is updated in the rules for calls and returns.
The rule for a call simply increases the size of the stack by one. Note that the new
region starts out as empty, and thus no resources are allocated. On the flipside, the
rule for a return must not only decrease the stack size resource, it must somehow
handle the deallocation of a number of stack regions, which may now be non-empty.
In other words, the rule for return is only sound if it handles the deallocation of
all stack points-to predicates associated to popped regions. Luckily, this is exactly
expressed by the nextgen modality for stack region deallocation. As a result, it
suffices to guard the continuing weakest precondition with 9"~ which states
that the next weakest precondition cannot depend on any points-to predicates for
stack locations above m — .

Having seen the return rule, we can now explain why this rule could not be real-
ized with a frame-preserving update. As mentioned, we use the RA gmapView(IN x
Location, Value) to model points-to predicates. When using this RA the weakest pre-
condition contains an authoritative element for the stack denoted gmapViewAuth(flat(s))
where s is the physical stack from the operational semantics and flat converts the
list of stores into the map over IN x Location that we use for points-to predicates.
When proving soundness of the rule for Return this authoritative ghost state must
change from gmapViewAuth(flat(s)) into gmapViewAuth(flat(pop®(s))) to match
the change in the operational semantics. For this to be a frame-preserving update
one would need the resources for all the fragments for the affected locations. Hence,
to prove a rule for Return using frame-preserving updates, the rule would require
the user of the logic to supply all points-to predicates for all stack locations af-
fected by the Return. This would be completely infeasible and non-modular as these
points-to predicates could be shared in invariants, handed out to sub-parts of the
proof, etc. With the nextgen modality we can instead change the resource in a
non-frame-preserving way, and obtain the much simpler rule.

Example

Let’s use these rules to prove a specification of the previously presented example
program. The program starts executing in a configuration with a stack of size 1. Our
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goal is to show the following specification:
81 F wp (A8°P3 k4 1z4(salloc(41))) (halloc(1)) { v, v = 42}

we prove the specification by applying the program logic rules given in Fig. The
first expression to execute is halloc(1). We thus begin by applying the rule for heap
allocation Harroc, and the new goal becomes:

81 F () — 1 - wp (AP kx4 (salloc(41)))(£8°P3) {\v, v = 42})

We introduce the new points-to predicate into the context. Next, we apply the rules
for call, stack allocation, load and binary operations to reach the following context
and goal:

82 % f1— 1 % @Ml — 41 - wp Return(cont!(+))(42) {\v,v = 42}

At this point, we must apply the rule for return. Since the continuation has offset 1,
this will decrease the stack by 1. After applying the rule for return, we are left with
the following goal:

B1 % £y — 1 % @My — 41 951 wp 42 { v, v = 42}

Crucially, the new goal is guarded by the 95! modality. The only way to introduce
it is by applying monotonicity of the nextgen modality (BNG-mono). Therefore, the
next step is to introduce 9! in front of all the relevant predicates in the context, and
discard those which don’t have such an introduction rule. We can apply [cut-HEAP]
[[NTRO|and [cuT-size-INTRO|and introduce the modality in front of the heap points-to
predicate and the stack size resource. However, we can’t apply the introduction
rule for the stack points-to predicate (cuT-stack-INTRO), since the region index of
{3 + 41 is not stricly smaller than 1. In fact, the whole purpose of 3= is exactly
to deallocate such points-to predicates. As such, we discard it, and apply to
get the following goal:

HE1 * £ — 1) F 9 wp 42 {w, v = 42}

We can then finally conclude by applying monotonicity, and prove the post-condition.

While the above proof sketch manually applies the introduction rule for the
nextgen modality, the rule for commuting over separation conjuction, and mono-
tonicity; each of these steps are automated when using our mechanization in Coq.
Due to the integration of the nextgen modality with the Iris Proof Mode, described in
Section 5.3.7] introducing the nextgen modality is handled by a single tactic, leading
to a seamless experience when using the program logic for STaAckLANG in Coq.

Custom ghost state and invariants

In the above example, the specification and proof serves to illustrate the use of the
nextgen modality. However, given the simplicity of the program, it does not take



CHAPTER 5. NEXTGEN 150

advantage of the full expressive power of the Iris logic. Notably, it does not depend
on any custom ghost state or invariants, and does not display how they may interact
with the new nextgen modality.

Since we have defined the 5" modality to apply the identity transformation on
any non-stack resource, any custom ghost state can easily introduce the modality. In
constrast, more interesting questions arise when we consider the interaction between
Iris invariants and the nextgen modality. Since an Iris invariant is guaranteed to hold
at every step of a program’s execution, how can it enclose stack allocated resources
that might disappear at function returns? Clearly, it would not be sound for such
invariants to outlive the stack values they correspond to. One possible sound solution
would be to only allow invariants that do not enclose any stack points-to predicates.
However, such a limitation would disallow interesting use-cases of Iris invariants,
such as defining a temporary invariant that holds until a region has ended.

The ideal solution to the above would be invariants that can contain stack points-
to predicates and that live for exactly as long as those stack locations. This is
precisely what we achieve by creating a variant of Iris invariants that interacts with
the nextgen modality.

Our variant of Iris invariants is parameterized either by natural number n, or by

. N, N, . . .
a special value oo, denoted " and > respectively. One can think of this
as the lifetime of the invariant. Invariants are allocated with the following allocation
rules:

INV-ALLOC INV-ALLOC-ANY

BVm.n<m=PF$mP 5P mYm.P-&mP P
N, N,
B P e P

In the first rule, for allocating a promise for n, one must prove that the body of the
invariant is unaffected by a nextgen modality that discards stack regions above n. In
the second rules, for allocating an invariant with infinite lifetime, one most show
that the body of the invariant is unaffected by any nextgen modality. This effectively
ensures that the invariant can not contain stack points-to predicates.

The interaction between invariants and the nextgen modality depends on the
parameter on the invariant:

CUT-INV-INTRO

k<n
CUT-INV-ANY-INTRO

N,kl_q;}n./\/’,k N,oo l_%n./\/,oo

With this new invariant construction, it is possible to allocate invariants that enclose
stack points-to predicates, and prove specifications of programs that may depend
on them. As such, not only can we define invariants that are not impacted by 3",
we can also define invariants that may themselves be deallocated by a particular
instance of . The invariants exist for as long as it would be sound for them to do
so, and are removed by the nextgen modality accordingly. This new definition of
invariants displays the flexibility of the nextgen modality, which allows us to define
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arbitrary transformations over ghost state, including the ghost state of invariants
themselves.

We leave out the technical details of the definition of the new invariants, and refer
to the Coq mechanization for those[f] The key idea is to apply a transformation to
invariants, which mimics the transformation function for stack points-to predicates,
by indexing invariants by stack regions. The requirements on P when allocating
invariants is carried over to the definition of the so-called world satisfaction relation,
which is the internal Iris definition which tracks and stores all invariants, and then
used to prove the soundness of the nextgen introduction rules for invariants.

5.5 Related and Future Work

As mentioned, the post-crash modality from Perennial is the work most closely
related to the nextgen modality. We have already compared the two earlier in
Section[5.3] To the best of our knowledge there is no other work that gives a general
mechanism for performing non-frame-preserving updates in separation logic.

We think that there is much exciting future work to be done, and hope that we
have just scratched the surface of the usefulness of the nextgen modality. Exploring
the motivating examples that we sketched in the introduction is one possible avenue
for future work. We are currently exploring the application of the nextgen modality
to a concurrent setting with crashes and durable storage, and our current results
seem very promising. One interesting challenge in this setting is that under a
weak persistency model, crashes are non-deterministic and there is thus not a fixed
transformation that can be applied to ghost state at a crash.

We think our nextgen modality can be used as a foundation to implement tem-
porary read-only points-to predicates in Iris in the style of [CP17]]. Our initial
investigation into this seems to indicate that defining the resources for this and
the nextgen modality itself is quite straightforward. However, defining a weakest
precondition that validates the expected proof rules seems quite tricky. In partic-
ular, the “framed sequencing rule” of op. cit. is non-trivial to prove for a weakest
precondition that contains a nextgen modality. We think solving this hurdle is very
exciting future work, as read-only point-to predicates bring many benefits that Iris
users are currently missing.

Turning to work related to our program logic for STAcKLANG, we first remark
that the program logic rules for STackLANG make explicit use of evaluation contexts
because returns may discard the current evaluation context. This style of proof rules
is inspired by Timany and Birkedal’s work on a program logic for programs with
continuations [TB19].

“The technical details behind the definition of nextgen invariants are slightly more involved and
include additional ghost state to remember the upper bound n, and a transformation over this ghost
state that alters it in lockstep with SCut™. We have also generalized it to work with any arbitrary
indexing type and order.
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We are not aware of previous separation logics that explicitly account for deallo-
cation of stack frames. The most closely related work is the work of Timany et al.
[Tim+18] for reasoning about encapsulation of local state in a sequential program-
ming language with a state monad and a Haskell-style polymorphically-typed runST
construct. Timany et al. define a logical relation of the type system with runST in
Iris and use it to show that runST encapsulates computations with local state and
that such computations use regions allocated in a stack-like manner. A key point of
op. cit. is that the operational semantics of the language is a standard operational
semantics with a global heap, capturing how the language would be implemented in
reality, whereas the logical relation allows one to reason as if regions were stack-
allocated physically. This is achieved by a clever use of ghost state, which tracks
the virtual stack of regions and connects it to the physical memory. To account for
virtual deallocation of regions (popping the virtual stack of regions), Timany et al.
essentially mark regions as dead in the ghost state and a key step in their proof of
soundness of the logical relations model of the type system is then to show that the
type system guarantees that one does not try to access a region that is dead. Thus
Timany et al. manage to account for virtual deallocation using only frame-preserving
updates, but it comes at the expense of having a global ghost resource that is threaded
around in the reasoning, rather than having more modular local points-to predicates,
and it is not clear how this approach would scale to a concurrent language, since it
does not seem possible to share the global ghost resource among several threads. In
contrast, the nextgen modality allows for more modular local reasoning and scales
to concurrent languages (cf. our current explorations of the nextgen modality to a
concurrent setting with crashes and durable storage mentioned above).



Chapter 6

A Nextgen Modality For Crashes
In Spirea

6.1 Introduction

In this chapter we introduce a nextgen modality for crashes made to accommodate
for the needs of Spirea. The modality is denoted

(NG)P.

That is, unlike previous nextgen modalities (such as the basic nextgen modality
and the nextgen modality we saw for STACKLANG in the last chapter) it is not
parameterized by anything. Instead, the transformation function that gets applied is
hidden within the model of the modality and is “linked” or “connected” to separation
logic resources. It is these resources that determine the transformation. As we will
see, this novel idea is crucial to being able to handle the non-deterministic crashes
in Apmem and it fundamentally increases the power and flexibility of the nextgen
modality. The modality has three key features:

1. Picks, a form a dynamic choice about what transformations get applied to
ghost locations.

2. Promises, a dynamic way of restricting the possible future transformations
that can be picked for a ghost location.

3. Dependent promises, that makes it possible for the promise for one ghost
location to depend on transformations for other ghost locations.

We note that the nextgen modality here also supports the same fundamental rules
as the ones for the basic nextgen modality in Figure In this exposition we focus
on the novel aspects of the modality.

At present, the above features probably sound rather abstract to the reader and
the full modality with all its features is rather intricate. Hence, in an attempt to ease

153
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the reader into the modality the chapter proceeds as follows. We begin in Section
by explaining the key reason why Spirea needs a better modality for crashes. In
Section [6.3| we sketch at a high-level the requirements that the modality needs to
satisfy in order to be able to replace the post-crash modality. Motivated by non-
deterministic crashes we introduce, in Section[6.4} a simplified version of the modality
that features picks but not promises. The modality is then extended, in Section|[6.5]
with promises. This is a considerable additional complication necessitated by the
fact that sometimes certain facts are known about what cannot happen at a crash. In
Section [6.6) we demonstrate how the modality and its features are useful for Spirea,
by defining a new state interpretation for BaseSpirea with generational ghost state
designed for the modality. We show how this state interpretation in combination
with the modality can accommodate for the crash step in Aypmem and be used to model
the assertions in BaseSpirea. This serves both as a case study on how to use picks
and promises and as a new model for BaseSpirea that incorporates the benefits that
the nextgen modality brings. In Section [6.8] we discuss future the work that is still
missing.

6.2 Why Spirea Needs the Nextgen Modality

In this section we explain the key motivation for changing Spirea to use a nextgen-
based modality for crashes instead of the post-crash modality. We have already
described the general advantages of the nextgen modality compared to the post-
crash modality. The advantage that is absolutely critical for Spirea is the nextgen
modality’s support for interacting with user-defined ghost state.

To see why this is useful, suppose we were to verify a durable concurrent
data-structure in Spirea with respect to a specification with a strength comparable
to a HOCAP-style or logically atomic triple specification. That is, a specification
decidedly stronger than those we gave in Chapter [4] to the stack and the queue.
To carry out a proof of such a specification one needs to keep precise track of the
abstract state of the data-structure. We have seen this both in the verification of the
MS queue the MPMC queue. To do this, the proof will almost always make use of
ghost state. For instance, in the verification of the MPMC queue we used a ghost list
that was closely related to the abstract and the physical state of the queue. Ghost
state that corresponds to the physical state must be updated when the physical state
is changed. Furthermore, for a durable concurrent data-structure the abstract state of
the data-structure changes at its linearization point. Hence, ghost state that is related
to the abstract state must be updated at the linearization point. But, both the abstract
and the physical state of a data-structure can change at a crash, and therefore it is
clear that the ghost state much change as well at a crash in accordance to this. For
instance, imagine that a concurrent operation is carried out on a data-structure and
a crash happens between the operation’s linearization point and its persist poin

"Recall that a persist point is the program point after which the operation is certain to have been
persisted.
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Since the crash is after the linearization point any ghost state that corresponds to
the physical state has already been updated, but if the change to the abstract state
is lost at the crash, then the ghost state needs to be “rolled back” at the crash. This
“rollback” is most likely not going to be a frame-preserving update and it concerns
user-defined ghost state.

In summary, if we wish to verify durable concurrent data-structures w.r.t. stronger
specifications that go beyond those that we have seen thus far, then we need user-
defined ghost state that can change at a crash. For some user-defined RA A the user
must also be able to describe inside the logic how elements of this resource might
change at a crash. In other words, they need to be able to prove rules of the form

a'F (NG

where the relationship between a and a’ can be restricted or specified somehow.
This capability is crucial to achieve stronger specifications of the sort described but
is not possible with the post-crash modality. Hence, we need to use the nextgen
modality.

6.3 Requirements

With the above in mind, one could state our present goal as: Define a nextgen modal-
ity that can be substituted for the post-crash modality everywhere in BaseSpirea
and Spirea while making it possible for user-defined ghost state to interact with the
nextgen modality. The former means that the new modality should subsume the
post-crash modality in the sense that, after the substitution, all the existing rules are
still sound. Of these rules, the most interesting ones those that involve the post-crash
modality directly. Rules of this form usually describe how assertions in the logic
change at a crash. Two such examples are [Pc-persisTED|and [Pc-poinTs-To|in Figure [4.7]
on In addition to the rules of that form, is the [HTr-ipEMPOTENCE| rule. This
rule also contains the post-crash modality, and it is the rule that links the modality
to the crash execution step. In order for this rule to be sound, the state interpretation
statelnterp used in the program logic and the nextgen modality must satisfy the
following rule:

STATE-INTERP-NEXTGEN
(0,P) 5 (o, C))
statelnterp((o, P)) F E(NG) E> statelnterp((c’,C’)).

This rule says that if a machine configuration can take a crash step into a new ma-
chine configuration, then the state interpretation for the old machine configuration
implies the state interpretation for the new machine configuration under the nextgen
modality.
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6.4 A Nextgen Modality With Picks

6.4.1 Why We Need Picks

As the reader is well-aware by now, the crash step in Appem is non-deterministic.

Recall that crash step is encoded by the relation 4, which is generated by the single
rule We repeat the rule here for ease of reference:

PLCC consistent (o, C)
dom(o’) = dom(C) V¢ € dom(C). o' (¢) = {0 — (a(£)(C(£)).v, L, L, 1)}

(o, P) 4 (o', viewToZero(C))

For resources in the logic, the non-determinism means that if a resource has a
relationship to the physical state, then this resource might need to change in one
of many ways at crash. How the resource needs to change is determined by the
particular instance of the crash step rule chosen during the execution. In
this rule, the source of the non-determinism is the crash view C.

The above is evident in, for instance the points-to assertion in BaseSpirea. How
this resource changes at a crash is captured by the rule where the
existentially quantified crash view C encodes the non-determinism. As a simpler
example, recall the crashed At(C) assertion that represents the crash view at the last
crash. In BaseSpirea this assertion is modeled using a simple RA of agreement on
views: AG(VIEW). The crashedAt assertion and the state interpretation contains
the ownership:

At a crash this resource must by change, by the nextgen modality, into whatever
the new crash view is. That is, for any crash view C’, that satisfies the consistency

constraints in[M-crasH} we must be able to show:

Note that this is just the requirement [sTATE-INTERP-NEXTGEN| from the previous section
singled down to this one component of the state interpretation.

The purpose of picks is to support the non-determinism in Apmem. It does this by
making it possible to pick, the transformation function that gets applied to ghost
state such that it corresponds to the change at the crash step. This pick, or decision,
is made before the nextgen modality is eliminated, but after having observed the
crash step taken during the execution. Note that this matches the stated goal above:
When proving [STATE-INTERP-NEXTGEN| the crash step has already informed us about
what happened at the crash, and now we just need to ensure that our ghost state
changes accordingly.

6.4.2 Rules for Picks

Having motivated the purpose of picks, we now cover the assertions and rules that
this feature consists of.
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The exclusive right to pick which transition gets applied to the ghost state at a
ghost location +y at the change of generation is represented by the resource token(7y).
This resource is created alongside a piece of ghost state at allocation time as seen
in the rule for allocation [cen-aLLoc| The rule allocates the element a a new ghost
location (this part is identical to the normal allocation rule in Iris) and provides
the allocator with the assertion token (7). We note that the dashed box notation is
not identical to the usual dashed box notation, instead, it represents “generational
ownership”. This ownership behaves similarly to and satisfies the same rules as
normal ownership in Iris, but the underlying model is different as it also needs to
account for the additional bookkeeping needed for picks (such as the token resource).

The right afforded by ownership over a token is expressed in the rule
The rule states that, given ownership over token(~y) one can pick any transformation
t and, after an update, acquire two resources. The first resource, usedToken(7), is
similar to token(7y) except that the right to decide a transition function has now
been expended. The second resource, pickedOut(+y, t), denotes the knowledge that
the function ¢ has been picked as the one that will be applied to the ghost location
at v going out of the current generation.

The usedToken(~y) resource can not be used for anything in the current genera-
tion. However, at the shift into the next generation a used token is turned back into
an unused token as per [UseD-TOKEN-NEXTGEN] This means that at every generation a
used token is “reset” such that the rule |[roxen-pick|can be applied anew to pick the
function for the next generation.

As stated in the rulepickep-ouT-NExTGEN] if one has the knowledge pickedOut(+y, t)
then in the next generation that becomes the knowledge pickedIn(v,t). In other
words, the picked transformation that points out of one generation points in to the
next generation. Both pickedIn and pickedOut are persistent assertions, and they
provide agreement in the sense expressed by [pICKED-IN-AGREE| and [PICKED-OUT-AGREE]
As such, these resources serve to share the knowledge about transition functions
and conclude agreement as only one such function can exist.

The rule shows how ownership is affected by generations. If
one owns a for a ghost name ~ then in the next generation there exists some
transformation ¢ and one now owns t(a). The transformation ¢ must necessarily
have been the one picked for v, and hence the rule also provides pickedIn(v,t).
Of course, without any further knowledge, nothing can be known about ¢ as any
function could have been picked with In the case where one knows
exactly which function was picked before the next generation, the following rule
can be shown:

This rule can easily be derived by combining|owN-NEXTGEN] [PICKED-OUT-NEXTGEN} and
and demonstrates how these rule work in tandem. In this rule the
existential inlowN-NEXTGEN has been eliminated as one has full information from the
pickedOut assertion. As such, the existential in fowN-NEXTGEN| does, in a sense, not
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represent non-determinism. Instead, it comes from a lack of information: If one does
not know which function was picked, then one only know that some (existentially
quantified) function must have been used. This lack of non-determinism in the
setup might seem a bit odd given the motivation we began with. The idea is not to
have non-determinism about the picks, instead the idea is that the non-deterministic
crash step determines what transformation function we pick. In this way the non-
determinism in the crash step propagates into the picked functions, and ends up
reflecting it. This should become more clear in Section [6.6] where we show exactly
how this is done.

6.4.3 Using Picks For The Crash View Resource

We can now prove the rule for the crash view resource mentioned earlier.

We first extend the state interpretation such that it contains the token token(~.)
for the crash view resource. This means that the state interpretation owns the right
to decide how the crashed at resource should change at a crash.

The goal is then to show:

We do this, quite simply, by using to choose the constant transformation
A_.C'. This is the only idea in the proof (and it is barely an idea), the rest follows
trivially from the rules. Despite the triviality, this still show the general idea of
how picks solves the problem stemming from the non-determinism: The crash step
chooses some arbitrary consistent C' and our resources needs to change accordingly.
To do this we take the specific C’ into account and use it to pick a transformation
based on it. This is only possible because the nextgen modality does not apply a
fixed transformation to ghost locations, but instead lets that be a dynamic decisions
driven by resources.

6.4.4 To Pick Or Not To Pick

Before we proceed to extend the above with promises we remark that one is never
forced to pick a transformation function for every ghost name. An unused token
is simply unchanged at a crash (see [rokEN-NEXTGEN). Requiring one to picks a
transformation function for all ghost names would not be easy, among other things,
because Iris is an affine separation logic and one could simply throw away the token
resource. It also would not really be beneficial, as this extra obligation would only be
a nuisance. It does however raise the question of what happens to a ghost location if
no transformation is picked? From a user of the logic’s point of view, the answer is
that they will not be able to tell (as they will have no way to gain any information
about the transformation). From the point of view of the model, the answer is that
the identity function is used in the absence of any user-chosen transformation.
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GEN-ALLOC

. ac v TOKEN-PICK
B 3y.la " * token(y) token () F & usedToken(7y) * pickedOut(~, t)

PICKED-IN-AGREE
pickedIn(v,t1) * pickedIn(y,t2) F t1 = to

PICKED-OUT-AGREE TOKEN-NEXTGEN
pickedOut (v, t1) * pickedOut(y, t2) F t1 = to token(y) F (NG)token(vy)

USED-TOKEN-NEXTGEN PICKED-OUT-NEXTGEN

usedToken(vy) F (NG)token(~) pickedOut (v, t) - (NG)pickedIn(~,t)

OWN-NEXTGEN

Figure 6.1: Rules for the nextgen modality with picks

6.5 Extending the Modality With Promises

We now extend the modality and the rules from the previous section with a feature
we call promises.

Conventions and notation In the following we use the term predicate to mean
a unary function of the type A — Prop for some A. We use the term relation to
mean any n-ary function, where n > 1, of the type A; — --- — A,, — Prop for
some Aj, ..., A,. For any n-ary predicate or relation R; and R we write R; C Ry
to mean that for all a; € Aj,...,a, € A, it is the case that Ry(a1,...,a,) =
Rz(al, e an).

6.5.1 Why We Need Promises

To a first approximation a promise is a predicate over transformation functions
P : (A — A) — Prop for a resource algebra A. For a ghost location +, a promise P
represents the guarantee that only transformations ¢ that satisfy P(t) will be picked
for . This makes it possible to restrict what transformations can be applied to a
ghost state, such that others can rely on the picked transformation satisfying the
promise. Assuming that a promise P has been made for a ghost location vy, below is
a preliminary sketch of what this would look like in terms of the rules:

TOKEN-PICK-SKETCH

P(t) * token(y) F = usedToken(y) * pickedOut(, t)

OWN-NEXTGEN-SKETCH

[a;}'y - (NG)3t. P(t) * pickedIn(v,t) * ' t(a) K
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In the first rule, when a transformation is picked, one needs to satisfy the promise
that P holds for the picked transformation. In the second rule, one can now rely
on the promise being upheld and gain the knowledge that whatever transformation
was picked satisfies P(t).

We need promises in Spirea, as writes that have been flushed and synchronously
fenced are guaranteed to have persisted. This means that certain things can be
ensured to not happen at a crash. The simplest example of this is the rule[Pc-pErsISTED|

from BaseSpirea:
persisted(P) + (PC) persisted (viewToZero(P)) * 3C I P. crashedAt(C)

In this rule the assertion persisted(P) imposes a restriction on what C can be in
the next generation. As we saw in the last section, the assertion crashed At(C) in
the next generation depends on what transformation is picked for its underlying
resource. With the rules in the last section, any transformation can always be picked,
and this makes it impossible to prove the above rule. There is no way to define the
model of persisted such that it places any restrictions on the possible crash views in
the next generation. Making this possible is the first problem that promises solve.
Using promises, we can imagine that the assertion persisted(P) contains knowledge
about a promise for the crashed view resource given as the predicate

AtIC.(t=A_.C)APCC.

This promise states that the transformation picked for the crash view resource is
a constant function of the form we described in the last section, as well as the
requirement that the constant function returns a view that is greater than P. With
this knowledge we could hope to be able to be able to prove the above rule.

A second observation is that sometimes the changes that occur to one resource
at a crash depends on what happens to some other resource. One example of this is

the rule reproduced here:

¢ = h = (PC)3C. crashedAt(C)x (£ ¢ dom(C) v <3t,m h(t)=m=*C({) =t*m.P CC % ))

U=y {0~ (mo, L, 1, 1)}

Here we can see that the state of a points-to predicate after a crash depends on the
state of the crash view after the crash. Phrased in terms of picks, the transformation
that gets picked for the ghost heap (the resource underlying points-to predicates)
must take into account the transformation that is picked for the crashed view re-
source. Allowing for dependencies of this sort is the second problem that promises
address. To do this, promise are not simply predicates. They can, more generally,
be relations between the transformation that is picked for a ghost location and the
transformations that is picked for other ghost locations that it depend upon. This
makes it possible to establish dependencies between different ghost locations. In
Section[6.6| we show how dependencies can be used to validate the above rule. Here
the promise for the ghost heap will be a relation between the transformations over
the crashed view resource and the ghost heap.
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6.5.2 WhatIs a Promise?

With the above motivation in mind, we now give the full definition of a promise.

Due to the dependencies between ghost locations that promises enable, whenever
we want to use a RA A in the logic, we also need to specify the RAs that it depends
upon as sequence of RAs Dy, ..., D). These “dependency RAs” are used in the
definition of a promise below.

Definition 6.5.1 (Promise). For a RA A and a sequence of RAs D1, . .., D,, apromise
consists of

e an (n + 1)-ary relation

R:(Dy— Dy)—--+— (D, — D,) = (A— A) — Prop,

e a predicate
P:(A— A) — Pror,

e and a sequence of predicates

P, € (Dy — Dy) — Prop,...,P, € (D, — D,) — Propr.

The data must satisfy the following conditions:

e Whenever the relation holds for a sequence of transformations, it implies the
predicate for the last transformation in the sequence.

Vit € (D1 — Dl),...,tn S (Dn — Dn),t S (A — A)
R(t1, ... tn,t) = P(1)

* Given a sequence of n transformations, that each satisfies the respective predicate
in the list of predicates. There exists a transformation that, together with the
given sequence, satisfies the relation.

Vi, € Dy — Dy,...,t, € D, = D,
Pl(tl) AREE /\Pn(tn) = Ht.R(tl,...,tn,t)

The “meat” of a promise is the relation R. The predicate P is a practical con-
venience and not essential. However, it is often useful to know what one can rely
on regarding the possible transformation for a given ghost location irrespective of
how the transformation relates to the transformations for its dependencies. The
predicate serves to make this more convenient. One could always pick P to be
ATty ..oty R(t1, ..., tp,t), but for concrete promises P can often be chosen
to be a simpler predicate that still captures the necessary information. The first
condition in the definition states that P(¢) is always implied by R whenever R holds
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for ¢ and some transformations for the dependencies. This ensures that P satisfies
the intended purpose described.

The utility of keeping P is evident already in the definition of a promise itself.
The sequence of predicates P, ..., P, is exactly such promised predicates for each
of the dependencies. Had we used relations for each of the dependency RAs the type
of each relation R; would have depended on the dependency’s dependency RAs.
This would have made the definition much more complicated. The use of predicates
makes it possible to talk about what has been promised about dependencies while
avoiding talking about the dependencies of the dependencies.

The sequence of predicates is used in the second condition. This condition
ensures that a promise is not impossible to fulfill. If, for instance, it was possible to
make a promise where R(t1,...,t,,t) = False then the rules as a whole would be
unsound. We thus demand that one can only make promises where one can offer
evidence ¢ that satisfies the promise. When giving this evidence one can assume
transformations for each of the dependencies that satisfy the predicates that have
been assumed for each of the dependencies.

If Ry and P is the relation and predicate for one promise and Ry and P is the
relation and predicate for some other promise, we say that the former promise is
stronger if Ry C Ry and P; C Ps.

6.5.3 Rules

As before the assertion token denotes the right to pick a transformation for a ghost
location. It now additionally denotes ownership over the promise for the ghost
location and the right to strengthen the promise. To accommodate for these additional
purposes the assertion is extended to:

token(y, 7, R, P)

Here R and P is a relation and a predicate corresponding to a promise as described
in the definition of a promise. The parameter 7 is a sequence 71, ..., ¥, of ghost
names for each dependency of the ghost location. The number of dependencies
and their type of RAs is static information that is determined when instantiating
Iris. However, the actual ghost locations that a ghost location depends on (i.e., the
ghost names) is decided when the ghost location is allocated. Allocation is done with
the rule[cen-aLLod where one must, as usual, pick a valid element a and one then
gets ownership over a for a fresh ghost name . The ghost locations that the newly
allocated ghost location should depend on is determined by instantiating the rule
with the desired list of ghost names 7. After allocation one gets a token of the form
token(~, ¥, True,, 41, True). We use the notation True; to denote an i-ary predicate
that is always true:

True; = \_.True True; £ \_.True;_;

In this case the relation has arity n + 1 corresponding to the transformations for
the n dependencies and the one for the ghost location itself. The promise starts
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out being trivially satisfied and can later be strengthened after allocation. For each
dependency i € 1,...,n one must provide the resource rely (7, ]5;) We explain
the rely ¢ assertion below. In this rule its presence merely serves as a “sanity check”
on the list of ghost names to ensure that they actually correspond to allocated ghost
names. Had some requirement of this sort not been in place, one could have applied
the rule with arbitrary nonsensical ghost names. As such the content of rely_ does
not matter, any assertion for the dependency ghost names proving that they exist
could have been used.

Observe, that since a ghost location can only depend on other ghost locations
that where allocated prior to its allocation, there can be no cycles in the graph of
dependencies. This is crucial in order for the rules to be sound.

As mentioned, token(, 7, R, P) denotes ownership over a promise and the right
to strengthen it. Since promises can only be replaced with a stronger promise, the
current promise can never be invalidated. We can therefore use the rule
[ro-rELY| to extract a persistent assertion rely(v, ¥, R, P) from the token. The rely
assertion only denotes that a promise with R and P has been made, but not that this is
the most recent and strongest promise that has been made. Since the token assertion
always contains the most recent promise, any relation in rely must be implied by the
relation in token as per [TokeEN-RELY-coMBINE| Furthermore, since promises can only
increase in strength, if one has two rely assertions then the relation in one of them
must be stronger than the other as per[rReLy-reLy-comsing| If one cares only about the
predicate promised for a ghost location «y, and not about the relation, one can use the
rule [RELY-TO-RELY-SELF which results in the resource rely¢(~y, P). This resource is
similar to rely expect it discards any information pertaining the dependencies for ~.

A central rule is [promIsE-sTRENGTHEN| This rule strengthens a promise of 121 and
P into a new promise of Ry and P». The rule is quite a mouthful, so we cover each
hypothesis in turn:

1. Ry C R;. First of all, the new relation must be stronger than the previous
relation. This, after all, is why the rule is a strengthening rule.

2. P, C P;. Similarly, the new predicate must be stronger than the previous
predicate.

3. Vi1, ..., tn,t.Ra(t1,...,ty,t) = P5(t). For a promise, the relation must
always imply the predicate. This is the first requirement in the definition of a
promise. Hence, this must be shown.

4. Vi.rely¢(%i, Pi). The rule is parameterized over the predicates P, ..., P,
assumed to have been promised for each of the dependencies. Hence, for every
1 € 1,...,n one must show that the predicate P; has in fact been promised.

5. Vi1, ...ty Pr(t1) A+ A Py(t,) = 3t.Rao(t1,...,ty,t). Finally, one must
show that the promised relation can in fact be satisfied by some list of trans-
formation. This is the second requirement from the definition of a promise.
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Once all the above hypotheses have been shown one can strengthen a promise.

The rule for picking a transformation, is quite similar to before.
But it is now parameterized by a sequence of transformations for the dependen-
cies t1, ..., t, and has two additional hypotheses. The first hypothesis requires a
pickedOut resource for the transformation for every dependency. This effectively
ensures that one can only pick a transformation for a ghost location once transfor-
mations have already been picked for all of its dependencies. The second hypothesis
demands that the chosen transformation along with the dependency transformations
satisfy the promised relation. This is the place in the rules where the guarantee
offered by the promise is to be respected.

The rule is exactly as before. This is because normal ownership
contains no information about promises, and hence the rule does not make use of
them. The ruleReLy-NexTGEN]|for rely is where the promise provides useful guarantees.
The rule states that in a next generation there will exist transformations for all
dependencies as well as a transformation for the resource itself. For each of these
transformations a pickedIn assertion is obtained and all the transformations together
satisfy the promised relation.

Promises themselves are unchanged at a crash. The rules and
[USED-TOKEN-NEXTGEN| show how the promised relation and predicate are carried un-
changed into the next generation. This means that promises are “cross-generational”
and can only ever increase in strength.

Note that usedToken can not be used to strengthen a promise. That is, after a
transformation has been picked one can not strengthen the promise further until
the next generation where the used token is reverted back into an unused token.

6.6 A Generation-Aware State Interpretation for
BaseSpirea

We now show how the nextgen modality with promises can be used to model the
state interpretation and the assertions in BaseSpirea. This is a significant step toward
the goal of a variant of BaseSpirea that does not use the post-crash modality, but
instead uses the nextgen modality with promises. To do this we must come up with
generational ghost state that can support the assertions in BaseSpirea and define
a state interpretation that makes use of this ghost state. Our generational ghost
state should be able to account for the way in which the physical state can change
non-deterministically at a crash. Our goal is to come up with generational resources
that allow us to prove all the same rules for BaseSpirea that we saw in Section [4.5]
To do this we have to use both the ability to pick transformation functions and the
possibility of making promises.
The model of BaseSpirea uses the following four different resources:

1. A resource for the crash view: AG(ViEw). That is, simple agreement on the last
crash view. This resource is used in the model of the assertion crashed At(C)
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GEN-ALLOC
a€y

(Vi.rely.¢(7i, P;)) F B 3v.1a!” * token(y, 7, True, 1 1, True;)

TOKEN-PICK
Vi. pickedOut(’_y'i, ti) R(tl, <o by t)
token(7, ¥, R, P) - E usedToken(7, ¥, R, P) * pickedOut(~, t)
PROMISE-STRENGTHEN

RyCRi PyCP Vi, ..oty tRo(trs .. tnst) = Po(t)
Vi.relyself(:y}, Pz) Vi, ... ,tn.Pl(tl) VANEERIVAN Pn(tn) = Ht.Rz(tl, ey tn, t)

token(%ﬁ’, Rlvpl) + 'étOken(’ya’?a R27P2)'

TOKEN-NEXTGEN

token(v, 7, R, P) = (NG)token(~v, ¥, R, P)

USED-TOKEN-NEXTGEN
usedToken(, 7, R, P) - (NG)token(v,7, R, P)

PICKED-OUT-NEXTGEN OWN-NEXTGEN

pickedOut(v,t) - (NG)pickedIn(~,t) ‘" (NG)3t. pickedIn(y,t) * t(a) |’

RELY-NEXTGEN
rely(v,7, R, P)
(NG)rely(v,7, R, P) x 3t1, ..., tn,t. R(t1, ..., tn,t) * pickedIn(v, t) * (Vi. pickedIn(¥;, t;))
RELY-SELF-NEXTGEN
rely (7, P) F (NG)rely ¢(y, P) * 3t. P(t)  pickedIn(~,t)
TOKEN-RELY-COMBINE
token(vy,¥1, Ry, P1) x rely(y,72, R2, P2) F 41 = 72 % Ry C Ry
RELY-RELY-COMBINE
rely(y, 71, R1, P1) * rely(,%2, Ra, Po) =41 = Y2 x (R € Ra V Ry C Ry)
TOKEN-TO-RELY

RELY-TO-RELY-SELF

token(v, 7, R, P) - rely(vy,7, R, P) rely(v,7, R, P) = rely (7, P)

Figure 6.2: Rules for the nextgen modality with picks and promises
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that makes it possible to know the value of the crash view at the last crash.

2. A resource for the persist view: AuTH(VIEW). This resource is used in the
model of the assertion persisted(P) that asserts a lower-bound on the persist
view by using a fragment. The authoritative part of the RA is in the state
interpretation.

3. A resource for the heap using a standard Iris RA construction for heaps:
GMAPVIEW (Loc, HisToRY). This resource is used in the model of points-to
predicates.

4. A resource for the maximum possible store view: AuTH(VIEW). This resource
is used in the model of valid(S).

6.6.1 Challenges

To begin with, we consider the first two of these, that is the resources needed to
represent the crash view and the persist view. It turns out, that once we are able
to handle these two resources, the remaining follow along similar lines. Hence,
focusing on these simplifies the presentation while preserving the key insights. After
we have covered these two resources we sketch how to represent the heap. Since
the resource for the maximum store view has a trivial interaction with crashes we
do not cover it.

Recall that the behavior at a crash is encoded by the relation 4, whichis generated
by the single crash step defined by the rule We repeat the rule here for

ease of reference:

PLCC consistent (o, C)
dom(c’) = dom(C) V¢ € dom(C). o' (¢) = {0 — (a(£)(C(£)).v, L, L, 1)}

(0,P) L5 (o', viewToZero(C))

Recall that the view viewToZero(C) is the view with the same domain as C but with
every value being zero. Recall also that the crash view is the view C in the rule and
the persist view is the second component P in the machine configuration (i.e., the
physical state). Looking at [M-crass| we can identify two key challenges that we face
when representing these views and the crash step with generational ghost state:

1. The first challenge is that C and P are interdependent. The condition P T C
makes the crash view dependent on the persist view. And as the persist view
after the crash changes into viewToZero(C) the persist view also depends on
the crash view.

2. The second challenge stems from the fact that the crash view and the persist
view do not grow monotonically. Promises, on the other hand, can only
increase in strength and they persist across generations. As such, if we establish
a promise that states a lower bound on C in the next generation (corresponding
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to P C C) then this promise will still exist in the next generation but it will
no longer be meaningful.

A key rule relating the two assertions is
persisted(P) - (PC) persisted(viewToZero(P)) * 3C J P. crashed At(C)

This rule internalizes the role of P in the crash step and shows how the
crash view depends on the persist view.

6.6.2 Resource For The Crash View

Since we want to make promises about the crash view, and since promises can only
grow in strength, we design the resource for the crash view such that it only grows
monotonically. This is unlike the operational semantics, where the crash view from
one crash to the next have no relation. We do this by storing a view SC that we call
the summed crash view. This view is the sum of all crash views, i.e., before any crash
it is L and after n crashes with the crash views Cy,...,C,itisC; + ..., +CnE] This
clearly ensures that the SC is monotinically increasing. In addition to the SC we
introduce another view O called the offset view. This view is the sum of all crash
views except for the last crash view. The key utility of this view is that if the last
crash view is C then SC — O = C. In other words, from SC and O we can recover
the crash view.
To store these two views we use the following RA for the crash view:

CRASHEDAT 2 Ac(VIEW) x Ac(VIEW)

The first component in the pair is the offset view and the second is the summed
crash view.

The crash view resource has no dependencies, but we will want to make promises
about the crash view resource that state a lower bound on what it will grow to in
the next generation. The transition functions we use have the following form:

tc(SC") £ X\, 8C). (SC, ag(SC"))

Here SC’ is the new summed crash view, and the transition function moves the
previous summed crash view into the offset view. To give a lower bound £ on what
the next summed crash view should be, the following predicate is used:

Po(L)(t) £ 38C. L T SC At =to(SC)

That is, a promise with the predicate P (L) guarantees that the transition with be
of the form ¢ (SC) for an SC that is greater than L.
Using this resource we can give a model for the crashed At assertion:

?Addition and subtraction on views is given as point-wise addition or subtraction of the timestamps
in the views.
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crashedAt(C) £ 30,8C,L£.8C — O =C *

relyself(707 PC(E))

The first line ensures that the crash view corresponds to SC and O as it should. The
next line asserts ownership over the two views where the agreement ensures that the
existentially quantified views are the right ones. The last line states that a promise
has been made for the crashed at resource with a lower bound of L. As the view £
is existentially quantified no guarantees are actually given, but keeping the resource
is convenient. Note, that as the crash view resource have no dependencies rely and
rely s are almost identical in meaning.

6.6.3 Resource For The Persist View

For the persist view we use the following resource:
PERSISTED = AUTH(VIEW)

As is common, the state interpretation contains the authoritative part of the RA and
the persisted assertion contains fragments. Following the same rationale as for the
crash view resource, we store a summed persist view SP in the ghost state. The
non-summed persist view P can be recovered per the equality P = SP — SC.

The persist view resource depends on the crash view resource. Specifically, the
persist view resource has 1 dependency which is a RA of the type CRASHEDAT. The
following relation will be promised for the resource:

Rp(te,tp) 2 3SC.tc = to(SC) A
tp = fmap_auth(A\_. SC).

The relation states that there exists some summed crash view and that the trans-
formation for the dependency (i.e., for the crashed at resource) has a form that can
be described based on this view. The transformation for the crashed at resource
then applies a constant function to the authoritative RA. The function fmap_auth is

defined such that
fmap_auth(t)(ea) £ et(a) fmap_auth(t)(oa) £ ot(a)

This promise is never strengthened and is fixed for the lifetime of the persist view
resource. However, due to the dependency on the crash view resource, any promise
about the crash view resource transitively affects the persisted resource.

We can now give a model for the persisted assertion.

persisted(P) £ 3SC, SP, O.
SP—-S8C="Px

oSP " xrely(vp, [vc], Rp, True;)
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The definition states the existence of a summed crash view, a summed persist view,
and an offset view. The persist view is equal to subtracting the summed crash
view from the persist view. We own agreements for the crash view resource and
a fragment of the summed persist view. On the last line we have a promise about
the crash view resource. This promise ensures that that summed crash view in the
next generation will be at last SP. Next to this is the promise for the persist view
resource.

Having defined the model of crashed At and persisted we can now prove sound-
ness of the rule[Pc-pErsisTeD|but with the post-crash modality replaced by the nextgen
modality:

Lemma 6.6.1. The rule
persisted(P) F (NG) persisted(viewToZero(P)) x 3C 3 P. crashedAt(C)
is sound.

Proof. We have the resources in the definition of persisted for some SC, SP, and O.
For both of the ghost overship assertions we have a corresponding rely assertion.
The goal contains a nextgen modality and to introduce this modalityﬂ we must
observe how our resources changes by the nextgen modality. This is described by
the rules|owN-NEXTGEN] [RELY-NEXTGEN, and [RELY-SELF-NEXTGEN| After using these rules
to introduce the nextgen modality and after using [picKED-IN-AGREE| to identify the
transformations for the same ghost location we have:

777777

Here SC’ is the new summed crash view which satisfies SP = SC’. This crash
view is acquired from the promise for the crashed at resource. The rely resources
themselves are unchanged.
To prove the goal we provide persisted (viewToZero(P)) and 3C J P. crashedAt(C).
To prove persisted(viewToZero(P)) we provide the following for the three
views for the existential quantifiers in persisted: SC’, SP, SC. With this choice

is defined. The view SC’ is greater than SPP and since we use subtraction on natural
numbers where n — m = 0 if n < m and a subtraction for views that preserves the
domain of the first argument, the result is that the equality holds.

To prove 3C O P. crashedAt(C) We provide SC’ — SC for the existential. We
must show that P C SC’ — SC. Per the equality in persisted we have P = SP — SC
and the above inclusion then holds because SP T SC’. Proving the crashedAt
assertion itself is trivial. O

*By “introduce the modality” we mean putting the resources in our context under the nextgen
modality using rules for this, combining the resources in under a single nextgen, and then applying
monotonicity to arrive at a goal without a nextgen modality. All of this is what the iModIntro tactic
in IPM carries out.
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6.6.4 The State Interpretation

We can now define a state interpretation that covers the persist view and the crash
view.

S({o,P)) £ 30, 8C.

We keep the token for the crash view resource such that we can choose a transfor-
mation that matches the new crash view after a crash. Since the transformation for
the persist view resource is fully determined by the crash view we do not need to
store a token for that resource (in fact the token can be discarded once the promise
for it has been established).

We can now prove the key result for the state interpretation and the nextgen
modality.

Theorem 6.6.2. If a machine configuration can take a crash step into a new machine
configuration

(0, P) 4 (o, ).

Then the state interpretation for the old machine configuration implies the state inter-
pretation for the new machine configuration under update modalities and a nextgen
modality

S({o.P)) - B(NG) B S((0".C")).

Proof. From the definition of the crash step we know that the step must be an instance
of the single rule for the crash step. This means that there exists a crash view C as in
We use the token for ¢ to pick the transformation function t¢(SC + C)

using the rule The remainder of the proof is fairly straightforward using
the rules that we have seen. O

6.6.5 Resource For The Heap

We now briefly sketch how to model the heap using generational ghost state. As
mentioned, the heap uses the standard RA construction in Iris for modelling heaps:

Hear £ gMaPVIEW (Loc, HISTORY)

We do not need to change the RA used for the heap, but, similarly to what we did
for the crash view and the persist view, the way we use the RA is slightly different.
Where the physical history for each location only stores the message that was
recovered at the last crash and any messages written since the crash, in the ghost
state we will store histories that contain all messages written across crashes that
where not lost at a crash.
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To make the above a bit more clear, consider an example where the history
for a location / is {0 + v1,4 + v2,6 — v3} during an execution prior to any
crashes. If, at a crash, the second value is recovered and the last value is lost, then
the crash view C for /¢ satisfies C(¢) = 4 and the history after the crash step is
{0+ vy }. In the ghost state however, we only drop the suffix corresponding to the
lost writes, and we keep the timestamps as it. Thus, in the ghost state we have the
history {0 +— vy, ¢ — vy }. The effect is then that the ghost state for the history only
grows monotonically and that it maintains a correspondence to the summed crash
view and the summed persist view. Among other things, the real physical history
can be recovered from this logical one by dropping a prefix from every history
corresponding to the summed crash view.

For the heap ghost state we make a promise that is based upon the exact same
ideas as the one we used for the persist view.

Ry & 3te, ty,3SC.
to =tc(SC) A
ty = Ah.mapEntryLiftGmapView(dropAboveHist(SC, h)).

On the second line we establish a correspondence with the transformation for the
crashed at view which ensures that SC is the correct view On the third line we use
SC to construct the transformation for the function. We do not show the definitions
of the two functions used here, but the result corresponds exactly to the explanation
above: all writes in the history that are not included in SC are dropped from the
history.

With these ideas in place extended the state integration for the heap is not too
difficult, and the full details can be found in Coq.

6.7 Model

We now give an overview over the model of the nextgen modality with promises
and picks. The full model and soundness proof of its rules is very intricate, so here
we only, in broad strokes, highlight some of the most interesting key ideas. The
presentation here should also serve as a useful primer for readers who want to study
the full Coq implementation of the modality.

6.7.1 Meta Ghost State

With the nextgen modality in this chapter, every ghost location now contains
promises and picks in addition to the actual ghost state it stores. To handle this data,
every ghost location meant for the nextgen modality stores meta resources. More
concretely, if a user of the logic wishes to use a RA A that depends on Dy, ..., D,
the actual RA that is used under the hood is GenerationalRA(A, [Dy, ..., Dy]). This
construction is of the form

GenerationalRA(A, [D1,..., D,]) £ A" x Meta(A, [D1, ..., D,])".
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Hence, an element of this RA can contain an element of the RA A and/or element of
the metadata. The construction META(A, [Dy, ..., D,]) contains all the resources
needed to represent picks and promises. Some of RAs used are fairly typical, for
instance, picks use the agreement RA and the promises use a prefix list RA to store
the increasing promises. However, it also uses an interesting generational RA that
we think have wider applications in the context of nextgen modalities, and hence
we describe this construction in detail.

The construction GenNC is parameterized over any camera A and is defined as:

GENNC(A) 2 A" x A’

As such, the elements of the RA contains, potentially, two elements of the underlying
RA. The first element in the pair is known as the element for the next generation and
the second element is for the current generation. We use the following definitions
to denote ownership over an @ € A in the next and current generation, the next
generation only, and the current generation only.

gNC(a) = (a,a) gN(a) £ (a, 1) gC(a) = (L, a)

Note that this satisfies
gNC(a) = gN(a) - gC(a).

We now get to the thing that makes this construction a generational RA—the
intended transformation.

t((ag,ac)) 2 (ag,ag)

The transformation simply preserves the next generation element and copies it into
the current generation element. This has the consequence that, at a new generational,
the current element disappears and the next generation element becomes the new
current element. Notice that as the next generational element is unchanged it
becomes a sort of “cross-generational” or “permanent” element. For instance, if the
underlying RA is an exclusive token

token = ex(()) € Ex(1)

then one can split the element gNC(token) into gN(token) and gC(token). One can
then “give up” the token for the current generation, gC(token), and then get it back
in the next generation by keeping gN(token).

While simple this construction is very useful. We now show how it can be used
to create a generational variant of the well known one-shot resource algebra. Recall
that the one-shot resource algebra is defined as

OneSuot(V) £ Ex() + Ac(V)

where the exclusive left injection denotes the right to make the decision (or shoot) and
the duplicable right injection denotes the knowledge that a decision has been made.
We can now simply combine GENNC with ONESHOT as GENNC(ONESHOT(V)) and
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arrive a generational variant. With this combination the element gN(inl(1)) repre-
sents the right to shoot across generations and gC(inl(1)) the right to shoot in the
current generation. By never firing the former element, a single decision (or shot)
can be carried out every generation. Sticking to the gun metaphor, we might say that
the gun is reloaded at every generation, and we have a “one-shot-per-generation”
RA. This is exactly what we use in the RA for picks where a pick can be made exactly
once per generation.

6.7.2 The Model of (NG)

One of the key ideas of the nextgen modality is to tie the transformation function to
resources. Since the transformation function applies point-wise to individual ghost
names, it is constructed from a transmap, a map of transformations as defined back
in Section
™ £ [ [ GName & (M; — M;)
i€l

The first step in the model of the nextgen modality is to universally quantify over a
transmap and construct the transformation function from this

(NG)P £ Vtm € TM. gPuldTrans(im) p

Here buildTrans turns the transmap into a transformation function. The reader can
think of it as simply building a transformation that applies the transformations in the
map point-wise as in Section but for technical reasons the actual construction
is slightly more complicated.

With the transmap universally quantified nothing can be known about the
transformation function except the fact that it maintains the structure of the global
RA. Consider the pickedOut(+y, t) assertion that contains partial information about
the global transformation function. It essentially restricts its behavior when applied
to an element of the global RA that contains an entry at ¢ and y (where ¢ € [ the
index of the RA in the list of globally available RAs). To support this we extend the
definition with an existentially quantified transmap:

(NG)P £ 3 picks € TM.
ownPicks(picks)*
Yitm € TM. picks C tm — q;)buildTrans(tm) P

The existential makes it possible to choose a smaller transmap picks that the “full”
transmap tm should be an extension of. This is expressed by the condition picks C tm
which means that every entry defined in picks is defined in tm with the same value.
Now P only needs to be proven for such a transformation function that picks gives
certain knowledge about. The price to pay for choosing a picks is that the resource
ownPicks(picks) is demanded by the definition. This resource essentially amounts
to having pickedOut for every entry in picks.
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With the above addition we have the machinery for supporting the assertions
for picks, but we still need to extend the model further for promises. We do this with
a second existentially quantified variable for the promises:

(NG)P = Jpicks € TM, promises € LisT(PROMISEAT).
ownPicks(picks) * ownPromises(promises)
Vtm € TM.

picks C tm * respectsPromises(tm, promises) — g-PulldTrans(tm) p

Now a list of promises can also be chosen. The name PROMISEAT denotes a type
that contains both a promise (as defined in Definition and a path for the
ghost location that the promise is for (an index ¢ € I and a ghost name v €
GNAME). Similarly to for picks, one must provide a resource for the chosen promises
ownPromises(promises) which roughly amounts to having rely for every promise
in the list. Now the final tmis guaranteed to respect the promises (respectsPromises(tm, promises)),
which means that tm satisfies every promised relation and predicate in promises.
The promises are stored in a list because promises can depend on each other. The list
of promises needs to be well-formed. This means, among other things, that promises
in the list are ordered such that every promise is before any promises it depends
upon. Furthermore, a specific ghost location can only have one promise for it in the
list and a promise can only be in the list if all promises it depends upon appear later
in the list.

The two assertions ownPicks and ownPromises are the assertions that tie the
chosen picks and promises to separation logic resources. And since the picks and
promises end up as restrictions on the transmap used to construct the transformation,
it is also tied to resources.

The full definition of the model of the nextgen modality is slightly more compli-
cated, but the above illustrate the key components.

6.7.3 Soundness of the Rules

Having defined the model for the nextgen modality, the next step is to prove sound-
ness of its rules. Here we note a few things about a few of the rules where the
soundness proof is particularly challenging or otherwise interesting.

The Rule for Separating Conjunction

One such rule is the rule for the nextgen modality and separating conjunction:
(NG)P x (NG)Q F (NG)(P % Q)

This rules looks a lot like the for the basic nextgen modality. But, a signifi-
cant difference is that the nextgen modality has to parameters that determine the
transformation function. For the basic nextgen modality the rule holds for two basic
nextgen modalities where the exact same transformation function is used. This is
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quite natural, but it does limit modularity in the sense that two different assertions
proven in the next generation can only be combined if it has been coordinated that
they apply the exact same transformation. For the nextgen modality here such
coordination is not needed as the modality has no parameters at all. Proving the
separation rule in this setting is significantly more interesting as the soundness of
the rules ultimately depends on the construction being sufficiently modular in how
the resources that determine the transformation is used.

When proving the rule with respect to the model, the two nextgen modalities on
the left-hand side results in two pairs of picks and promises, picks, and promises;
for the first nextgen and picks, and promises, for the second nextgen. The proof of
P holds for a transformation function that satisfies the first picks and promises and
the proof of () requires the second pair. Hence, to get both P and () we must build a
combined map of picks and a combined map of promises that satisfies both. Here it
is crucial that the model does not make exact requirements on what the transmap
should be, but only “lower bounds” of requirements.

Building a combined transmap of picks is not too difficult. We have the two
assertions ownPicks(picks, ) and ownPicks(picks, ), and since these contain an agree-
ment resource (like pickedOut) the two transmaps are guaranteed to be equal in
their overlap. Hence a “union” of the two can easily be constructed.

Building a combined list of promises, on the other hand, is very involved. As
mentioned the lists need to be well-formed and to ensure this the two lists of promises
needs to be merged with this property in mind. A given ghost location at 7 and
might have a promise for it in both lists and in this case the strongest of the two
promises must be chosen. To know that one promise is necessarily stronger than the
other the resources ownPromises(promises; ) and ownPromises(promises, ) must be
used. Intuitively, the promises in the lists and the dependencies between them can
be though of as a tree-like graph, and merging the two lists amounts to merging the
graphs while keeping the strongest promise when their is an overlap. Proving this
formally is quite challenging, among other things, because setting up the induction
is not straightforward.

The Rule for the Plainly Modality

Another interesting rule is the one for the plainly modality:
(NG)mP +—mP

Since this rule eliminates the nextgen modality, in the soundness proof one must
provide a transmap for the universally quantified tm. This map must respect some
map of picks and some list of promises. The challenging thing is to build a transamp
that satisfies all the promises since they have dependencies between each other.
To find transformations for ghost locations where nothing has been picked, but
something has been promised we use the second condition from the definition of a
promise Definition This condition gives us a way to get a suitable transforma-
tion provided that we already have suitable transformations for all the dependencies
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of the promise. Hence, to use the condition we must traverse the promises “from
the bottom up” if one considers the dependencies as a tree. Fortunately the list of
promises is stored exactly in an order that corresponds to such a bottom up traversal.
With this order already in place the hardest part of the work has already been done
and building a full map that satisfies all the promises is fairly straightforward.

6.7.4 Coq Mechanization

The nextgen modality is fully mechanized in Coq. One noteworthy aspect of the
mechanization is that it makes heavy used of dependent types. There are various
reasons why we need dependent types. For instance, the arity of the relation in a
promise depends on the number n € N of dependencies it has. AS another example,
the transformations that satisfy a promise all have different types, and hence to
store them we use a heterogeneous list. Additionally, all the structures related to
the global RA, such as transmaps TM and resources for these such as ownPicks, also
uses dependent types. Working with dependent types in Coq can be very difficult,
and therefore the mechanization is overall quite advanced.

6.8 Conclusion and Future Work

In this chapter we have introduced a nextgen modality with promises and picks. We
claim that this modality can replace the post-crash modality in both BaseSpirea and
Spirea, to address the limitations around user-defined ghost state and crashes that
we identified. We have shown how the resources used in BaseSpirea can be adapted
to use the features of the nextgen modality such that they support the required rules
in combination with the nextgen modality. Additionally, we have shown how the
state interpretation and the model of the assertions in BaseSpirea can be defined
with these adapted resource.

While the nextgen modality with promises and picks along with the resources for
BaseSpirea are important steps towards an improved version of Spirea that address
the issues we identified in the beginning of the chapter, more work is still needed to
arrive at a complete program logic.

To do this a variant of Perennial’s recovery weakest precondition that uses the
nextgen modality from this chapter would have to be defined. The most challenging
piece to such an endeavor is to prove an adequacy statement for this recovery weakest
precondition. With this in place one would have an improved variant of BaseSpirea
that uses the nextgen modality. This would address the issues for BaseSpirea. The
higher-level Spirea uses additional resources used to model the features it contains.
It extends the state interpretation from the base logic with ghost state for these
additional resources. In order to adapt the Spirea to use the nextgen modality one
would have to adapt these resources, similarly to what we have done in this section
for BaseSpirea.
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