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Deadlock-freedom

let s = CreateSignal 1n

Awalt s SetSignal s




Deadlock-freedom

No one to wait on

let s = CreateSignal 1n

X

Await s




Deadlock-freedom

Signals and obligations

let s = CreateSignal 1n

{_obs({s}) xsig(s, false)}

db. sig(s, b)

{obs(@)} [ {obs({s})}
Awalt s SetSignhal s
{obs(())} {obs(0)}




Deadlock-freedom

Circular dependencies

let s = CreateSignal 1n
let t = CreateSignal 1n
Awalt s Awalt t

SetSignal t || SetSignal s



Deadlock-freedom

Circular dependencies

Let s
Llet t

CreateSignal 1n
CreateSignal 1n

Awalt s Awalt t
SetSignal t || SetSignal s

~_

X




Deadlock-freedom

let s = CreateSignal () in
{obs({s}) xsig(s, false)}

3. Sig(S, | b)
{obs(B)} || {obs(is})}
Awalt s SetSignal s
{obs(())} {obs(())}




Deadlock-freedom

Levels

let s = CreateSignal [ 1n

{f)bs({s}) x sig(s, [, false)}

3b. Sig(S, [, b)
{obs(B)} || {obs(is})}
Awalt s SetSignal s
{obs(@)} || {obs(0)}
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Absence of infinite recursion

(u Loop n.
if n = 0 then ()
else
loop (n-1)) 10



Absence of infinite recursion

Call permissions

(u Loop n.
if n = 0 then ()
else

burn o 1n

loop (n-1)) 10



Absence of infinite recursion

Call permissions

{n-cp(d)}

(u Loop n.
if n = 0 then ()
else
{n-cp(d)}
burn 0 1n
{(n—1)-cp(d)}

loop (n-1)) 10



Absence of infinite recursion

Call permissions

(u Loop n.
if n = 0 then ()
else

burn ®, receive 0n-1 1N

loop (n-1)) 10



Absence of infinite recursion

Call permissions

{cp(0n)}

(u Loop n.
if n = 0 then ()
else

{cp(dn) }

burn ®, receive 0n-1 1N

1CP(0n—1)}

loop (n-1)) 10
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{obs(0)}

let s = CreateSignal [ 1n

{obs({s}) *sig(s, [, false)}
3b. sig(s, [, b)

{obs(B)} || {obs(is})}
Awalt s SetSignal s
{obs(0)} || {obs(0)}



Busy-waiting (obs(@)]

let s = CreateSignal [ 1n
{obs({s}) xsig(s, [, false)}
3b. sig(s, [, b)

{obs(0)}

(p Loop ().

if 1s then () || tobs({sy)}
else SetSignal s

toop ) O || tobs(0);
{obs(0)}



Busy-waiting (obs(@)]

let s = CreateSignal [ 1n
{obs({s}) xsig(s, [, false)}
3b. sig(s, [, b)

{obs(0)}

(p Loop ().

if 1s then () || tobs({sy)}
else SetSignal s

X loop )) O {obs(0)}
{obs(0)}



Busy-waiting (obs(@)]

let s = CreateSignal [ 1n

{(_)bs({s}) xsig(s, [, false)}

4b. sig(s, [, b)
{(obsl(@)} "
M LOOp ‘ obs({s
FToo e,
obs((}
{obs(() x cp(dp)} robs()

burn 8¢ in loop ()) (O

{obs(0)}



Busy-waiting fob(0))

let s = CreateSignal [ 1n

{obs({s}) * sig
:b SI (8 [ b)
{obs(0)}
(b loop Q).
if Is then ()
else

X{obs(() x cp(dp)}

g(s, I, false) }

10bs(1s})}

SetSignal s

{obs(0)}

burn 8¢ in loop ()) (O

{obs(0)}



{obs(0)}

let s = CreateSignal [ 1n

{obs({s}) * sig(s, |, false)}

3b. sig(s, [, b)
{obs(0) }
(u Loop (). {obs({s})}
1f !s SetSignal s
then () {obs(0)}
else
{obs(0) * cp(do) }

burn 8¢ in loop ()) (O

{obs(0)}
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{cp(d1) * obs(0)}

let s = CreateSignal [ 1n
CreateWaitPerm s 01 0¢;

{obs({s}) *xsig(s, [, false) x waitp(s, dg) }

3b. sig(s, [, b)
{obs(0) }
(u Loop Q). {obs({s})}
1f !s SetSignal s
then () {obs(0)}
else
{obs(0) * cp(do) }

burn 8¢ in loop ()) (O

{obs(0)}
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{cp(d1) * obs(0)}

let s = CreateSignal [ 1n
CreateWaitPerm s 01 0¢;

{obs({s}) *xsig(s, [, false) x waitp(s, dg) }

3b. sig(s, [, b)
{obs(()) * waitp(s, dg)}
(p Loop Q). {obs({s})}
if (if !s then () else wait s &e;| SetSignal s
Is) then () {obs(())}

else

{obs(0) * waitp(s, dy) * cp(dp) }
burn 8¢ in loop ()) (O

{obs(0)}

22



{cp(01) * obs() }
let f = ref 41 1n
let s = CreateSignal [ 1n

CreateWaitPerm s 01 0¢;
{obs({s}) * sig(s, [, false) x waitp(s, dg) * f +— 41}

b, n.sig(s,[,b) x f — nxn # 42 — b = false

{obs(() * waitp(s, 5o)}

(p Loop Q). {obs({s})}
if (if !f = 42 then () else wait s 8o; || (f := 42: SetSignal s)
If = 42) then () {obs(0)}
else

{obs(0) * waitp(s, dy) * cp(dp) }
burn 8¢ in loop ()) (O

{obs(0)}
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{cp(01) * obs(0)}
let £ = ref 41 1n
let s = CreateSignal [ 1n

CreateWaitPerm s 01 0¢;
{obs({s}) * sig(s, [, false) x waitp(s, dg) * f +— 41}

b, n.sig(s,[,b) x f — nxn # 42 — b = false

{obs(() * waitp(s, 5o)}

(p Loop Q). {obs({s})}
if (if !f = 42 then () else wait s 8o; || (f := 42: SetSignal s)
If = 42) then () {obs())}
else

{obs(0) * waitp(s, dy) * cp(dp) }
burn 8¢ in loop ()) (O

{obs(0)}
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Busy-waiting

let f = ref 41 1in

(p Loop ().
if If = 42 then ()
else

Loop ()) ()

t = 42
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“Classic” spec for terminating spinlock



“Classic” spec for terminating spinlock

{R+0 <n}create [ n{lk.3dv.is_lock(~,lk,[,n, R)}

is_lock(~y, lk,[,n1 + ns, R) & is_lock(v, lk,[,n1, R) % is_lock(~, Ik, [, ns, R)
{is_lock(v,lk, 1,1, R) x obs(O) x| < O} acquire [k {ds. locked(~,s) * R *xobs(O U {s})}
{is_lock(~, 1k, 1,0, R) * locked (7, s) x obs(O)} release Ik {obs(O \ {s})}




“Classic” spec for terminating spinlock

obs(O) }acquire Ik {ds. obs(O U {s})}
obs(O)} release [k {obs(O \ {s})}



Locking patterns

acqulre 1k

/] .

release LK

acqulre 1k

/] .

release LK

29



Locking patterns

acquire 1K acqulire 1K

/] .. ii' //no release

release LK

acqulre 1k

/] .

release LK

// no acqguire }N(
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Locking patterns

acquire 1K acquire 1K acqulire 1K

/] . /] . //no release || // no acquire x

release LK release LK

// acquire/release in different threads
let x = ref false 1n

acquire 1K // busy wait for x
X := true release LK

X

29



Locking patterns

ot

acqulre 1k

/] .

release LK

acqulre 1k

/] .

release LK

% X

threads

// busy wait for x
release Lk

X



1. Verifying deadlock-freedom
2. \erifying absence of infinite recursion
3. Verifying termination of busy-waiting programs
4. Modular specifications
A. Logically atomic triples

B. Total correctness logically atomic triples with liveness
assumption

5. Conclusion

30



Atomic triple for a lock

(b. lock _state(lk,b)) acquire lk (lock_state(lk, true) = b = false)



Proving atomic triples

(b. lock _state(lk,b)) acquire lk (lock_state(lk, true) * b = false) =
V®. (b. lock _state(lk,b) | lock_state(lk, true) x b = false = ®) — wp acquire Ik {P}



Proving atomic triples

(b. lock _state(lk,b)) acquire lk (lock_state(lk, true) * b = false) =
V®. (b. lock _state(lk,b) | lock_state(lk, true) x b = false = ®) — wp acquire Ik {P}

/] .

CAS(1k, false, true)

/] .

32



Proving atomic triples

(b. lock _state(lk,b)) acquire lk (lock_state(lk, true) * b = false) =
V®. (b. lock _state(lk,b) | lock_state(lk, true) x b = false = ®) — wp acquire Ik {P}

/]
{db. lock _state(lk,b)}

CAS(1k, false, true)

/] .

32



Proving atomic triples

(b. lock _state(lk,b)) acquire lk (lock_state(lk, true) * b = false) =
V®. (b. lock_state(lk,b) | lock_state(lk, true) x b = false = ®) - wp acquire Ik {P}

/]
{db. lock _state(lk,b)}

CAS(1k, false, true)
{if CAS unsuccessful  (b. lock_state(lk,b) | lock_state(lk, true) x b = false = P) }

it CAS successful b

/] .

32
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Total correctness atomic triple for (unfair) lock

(b ock _state(lk, b)) acquire [k (lock _state(lk, true) b = false)



Total correctness atomic triple for (unfair) lock

(b — {false} . lock_state(lk,b)) acquire Ik (lock_state(lk, true) x b = false)’



Total correctness logically atomic triples

(@ P)e(v.Q)s =
Vo N Pl 7.Q= <I>>T\g — WP € {d}



Total correctness logically atomic triples

(@ P)e(v.Q)s =
VP . (x P | 7.Q= (I)>T\5 —k WP € {P}

(X P 7.Q= ®) F 2pIT. Px

(

< W.Q K @)

P(Z)3k5 (@ Pl 1.Q= ) )A



Total correctness logically atomic triples

(Z— X.P)e(7.Q)s =

A - @ X.P|UQ=> D) +wpe  {}

(- X.P|7.Q= ) F 2,37 Px

(

< W.Q K @)

Py=k: (> X.P|7.Q=®), )A



Total correctness logically atomic triples




Total correctness logically atomic triples

V9,0, ,B.0bs(0) = (F 2 X. P | 5.0 = ®)0, «wpe B{)

T X P 7.Q= OO0 F 2,37 P1] < O

((VO. [ < O« obs(Q) —
wpy {cpwe) < obs(0) x (P =k, (> X.P | 1.0 = <I>>§O>}) A

< W.Q K @)



Total correctness logically atomic triples

T X P 7.Q= OO0 F 2,37 P1] < O

((VO.[<O*£€X*obS(O)%
L B . [.O
b 6 {cpl0.) xobs(0) x (P y=3k (7 > X.P | 7.0 % @) )
< W.Q K @)



Total correctness logically atomic triples
(b — {false} . lock_state(lk,b)) acquire Ik (lock_state(lk, true) * b = false)’

(let b = CAS(1lk,false,true) in
(if b then () else B); b)




Total correctness logically atomic triples

T X P 7.Q= OO0 F 2,37 P1] < O

((VO.[<O*£€X*obS(O)%
L B . [.O
b 6 {cpl0.) xobs(0) x (P y=3k (7 > X.P | 7.0 % @) )
< W.Q K @)



Total correctness logically atomic triples

(Z— X.P)e(7.Q)s =

V0,0, a, B.0bs(0) = (F = X. P | 5.0 = ®)%%, «wpea B{D)

LB ; |
(> X.P|7.Q=®)°F 2

((VO.[< OxT & X x0bs(O) —
wpy {cpwe) < obs(0) x (P =k, (> X.P | 1.0 = <I>>§O>}) A

(0bs(0) — wpl & {V5.Q =K. cp})>



Total correctness logically atomic triples
(b — {false} . lock_state(lk,b)) acquire Ik (lock_state(lk, true) * b = false)’

(let b = CAS(1lk,false,true) in
(if b then a else B); b)




Total correctness logically atomic triples

(Z— X.P)e(7.Q)s =

V0,0, a, B.0bs(0) = (F = X. P | 5.0 = ®)%%, «wpea B{D)

LB ; |
(> X.P|7.Q=®)°F 2

((VO.[< OxT & X x0bs(O) —
wpy {cpwe) < obs(0) x (P =k, (> X.P | 1.0 = <I>>§O>}) A

(0bs(0) — wpl & {V5.Q =K. cp})>
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Conclusion

We propose:

 Modular specifications for total correctness of busy-waiting concurrent
modules

We currently have:
» \eriFast proofs of spinlocks and ticketlocks
e Some building blocks in Cog/Iris

* The belief that the approach scales to cohort locks
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Backup slides




WpJL

Definition

WP}E’L & {U. P} = \Vlo-p Ns, IZ) iz 3(0-7 Ts; /%)’ nt) 3!<g

_0-,7@- (67 ol \U/ ny 0-/) * S(OJ7 nS? EZ)’ nt) x P(U)
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BIG-STEP-ATOMIC
J J
£ :/\52 wWpg, € {v. g, :\/g1 P} — wWpg € {v. P}

B1G-STEP-BIND
K 1s a context

Wpig e {v. Wplg Kv] {w. P}} - ng Kle|{w. P}

B1G-STEP-ATOMICBLOCK
ng e{v. P} - wpe (e) {v. P}
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BURNS

7' = 0.PHASE(f) 1= max {r](7,0) € 0.CALLPERMS A T C 7'}

(1,0) € 6.CALLPERMS § <6 0<n
Burn(e,d,n,0"),0 %h e,o : CALLPERMS \ {(7,0)} ¥ (n- (7,¢))

<
H ea p La n g CREATESIGNALS s g oSinaLs Te g

Head Step rules CreateSignal(l),0 —, (),0 : SIGNALS[s - (I, false)] : OBLIGATIONS(0) U {s}

SETSIGNALS

0.SIGNALS(s) = (I, )

® COnventK)n \ haS precedence SetSignal(s),o %h (), 0 : SIGNALS[s < ([, true)] : OBLIGATIONS(6) \ {s}
Over LTJ CREATEWAITPERMS

7" = 0.PHASE(0)

= max {7 |(7,0) € 0.CALLPERMS AT C 7'}

-
(1,6) € 0.CALLPERMS &' < §
(),0

e O threadid CreateWaitPern(s, ') S (), : CALLPERMS \ {(7,8)} : WAITPERMS U (s, (7, "))

WAITS
7 = 0. PHASE(A) 7 =min{7 | (s,(7,9)) € o.WAITPERMS A T C 7'}

* T: "thread phase”, to prevent self- P SiaALS(s) — (L fulse
fuellng busy_waltlng [ < 0.OBLIGATIONS(0) (s,(7,0)) € 0. WAITPERMS

Wait(s, o) %h (), 0 : CALLPERMISSIONS & (77, §)

ASSERTNOOBS

e AtomicBlock uses big—step 0.OBLIGATIONS () = {

evaluation relation that matches AssertioObs, o (),0
the operational semantics but Fowss o Prse)

sigs set of signals 0" = min (Threadld \ dom (o.OBLIGATIONS))

preCI Udes fOrkI ng fork(e, stgs), o %h (), 0 : OBLIGATIONS(6) \ sigs : OBLIGATIONS(6") U sigs

: PHASE[f < 7.Forker; #’ < 7.Forkee], (e; AssertNoObs)

ATOMICBLOCKS
e,o v, o

44 AtomicBlock(e), o %)h v,



Total correctness logically atomic triples

With liveness assumption We reflect “rounds” of waiting with r/R. An example is the current

owner of a ticketlock changing. This is our approach to enable
— — [ & waiting based on a module’s internal termination argument (e.g. the
<CE > X P> € <U‘Q>5 o ticket-based queue).

Vo, 7,0, R, a, B.0obs(1,0) — <f—>€ X. P \ v.0) = (I)>T\£ —~+wpea 3{P}

(T, X.P | 5.Q= ®)5CF 2,37 P+ [1] <O

((VO’. [ < O" * (Irg. R(rg) * (ro =r Vep(r',0,) « & & X xobs(1,0")) —

Wp@ 3 {cp(T, 0c) * R(1) % obs(7,0") x (P y=Ke (¥ —gr X.P|1.Q = @)éO)}) A

(R(-) * obs(7,0) — ng a {VU.Q =K. CID}))
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“Tricky client”

Unfair spinlock is terminating in the right context
let x = ref false 1n

acquire 1k // busy wait for X X := true
X = true (u Loop ().
release 1k acquire(lk);

let d = Ix 1n

release(lk):

if d then ()

else loop ()) O
N —————— ——————

Terminating for fair locks under fair scheduling
. L ——————

Terminating for fair and unfair locks under fair scheduling
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