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Introduction

x86 ARMv8-A RISC-V

ISA

Hardware Software

Traditionally:
- Long manuals
- Prose/Pseudocode

Recently:
- Formal & executable spec
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Sail
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Security Guarantees

“Only privileged software running at CPL=0 can manage the TLBs.”

“Page translation is controlled by the PG bit in CR0 (bit 31). When  
  CR0.PG is set to 1, page translation is enabled.”

“Most instructions used to access these resources are privileged and can only 
be executed while the processor is running at CPL=0, although some 
instructions can be executed at any privilege level.”

- AMD64 Architecture Programmer’s Manual Volume 2: System Programming 

Example: AMD64
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Security Guarantees

- Informal ISA specs offer promise of security guarantee
- “Security feature X offers Y / prevents attack Z”
- Holds for future updates to the ISA

- Formal ISA specs lack security specifications
- Focus is on operational specification

Current Approach
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Universal Contracts

- Security guarantees should be
- Part of ISA specification
- Formal
- Verifiable against operational spec
- Specific enough for reasoning
- Not overspecified

- Optimizations and extensions should be possible
- Mechanized

- Current approaches do not meet these requirements

Motivation
Security

Guarantee

Operational
Spec

Verified 
against

Extended
Operational

Spec
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Universal Contracts

{ P } ASM code { Q }

● Formal security guarantee…
● … expressed as a contract

○ Upper bound of the authority

● Holds for any code
● Verifiable against operational specification of ISA

○ Sail

○ Fetch-Decode-Execute Cycle

Concept
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MinimalCaps
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Traditional Machine

Memory

pointer
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The MinimalCaps Capability Machine

Capability
● perm ∈ {O, E, R, RW}
● cursor : address
● begin   : address
● end       : address

Memory

begin cursor end
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The MinimalCaps Capability Machine

Capability
● perm ∈ {O, E, R, RW}
● cursor : address
● begin   : address
● end       : address

Memory

begin cursor end

Hardware Guarantees
● Capabilities are unforgeable
● Permissions are checked
● Capability manipulation is safe
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Capability Safety
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{ (∃ c, pc ↦ c ✱ 𝓥(c) ✱ CorrectPC(c)) ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w)) }

fdeCycle

{ T }

Universal Contract

CorrectPC(p, b, e, a) = a ∈ [b, e) ✱ R ⊑ p



𝓥(z), 𝓥(O, -, -, -) = True (z is an integer)

𝓥(E, b, e, a)           = ▹ □ ε(R, b, e, a)

𝓥(R, b, e, -)             = ✱
a ∈ [b, e]

  ∃ w, a ↦ w ✱ 𝓥(w)

𝓥(RW, b, e, -)       = ✱
a ∈ [b, e]

  ∃ w, a ↦ w ✱ 𝓥(w)

Capability Safety

𝓥(w)

Logical Relations

ε(w)  = (pc ↦ w ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w))) -✱
              wp fdeCycle T
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Value Relation 𝓥 : (Integer + Capability) -> iProp

Expression Relation ε : (Integer + Capability) -> iProp
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𝓥(w)

Invariants

Logical Relations

ε(w)  = (pc ↦ w ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w))) -✱
              wp fdeCycle T

19

Value Relation 𝓥 : (Integer + Capability) -> iProp

Expression Relation ε : (Integer + Capability) -> iProp



𝓥(z), 𝓥(O, -, -, -) = True (z is an integer)

𝓥(E, b, e, a)           = ▹ □ ε(R, b, e, a)

𝓥(R, b, e, -)             = ✱
a ∈ [b, e]

  ∃ w, a ↦ w ✱ 𝓥(w)

𝓥(RW, b, e, -)       = ✱
a ∈ [b, e]

  ∃ w, a ↦ w ✱ 𝓥(w)

Capability Safety

𝓥(w)

Logical Relations

ε(w)  = (pc ↦ w ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w))) -✱
              wp fdeCycle T

20

Value Relation 𝓥 : (Integer + Capability) -> iProp

Expression Relation ε : (Integer + Capability) -> iProp



Capability Safety
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{ (∃ c, pc ↦ c ✱ 𝓥(c) ✱ CorrectPC(c)) ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w)) }

step

{ (∃ c, pc ↦ c ✱ (𝓥(c) V ε(c))) ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w)) }

Step Contract

CorrectPC(p, b, e, a) = a ∈ [b, e) ✱ R ⊑ p



Katamaran
Semi-automatic separation logic verifier
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Verifying MinimalCaps’ Security Guarantees
 { (∃ c, pc ↦ c ✱ 𝓥(c) ✱ CorrectPC(c)) ✱ (✱

r ∈ GPR
 ∃ w. r ↦ w ✱ 𝓥(w)) }

 function exec_sd(rs ∶ GPR, rb ∶ GPR, immediate ∶ int) : bool :=
   let base_cap := call read_reg_cap rb in
   let (perm, beg, end, cursor) := base_cap in
   let c := (perm, beg, end, cursor + immediate) in
   let b := call write_allowed perm in
   assert b ;;
   let w := call read_reg rs in
   use lemma (subperm_not_E RW perm) ;;
   use lemma (move_cursor base_cap c) ;;
   call write_mem c w ;;
   call update_pc ;; true
 { (∃ c, pc ↦ c ✱ (𝓥(c) V ε(c))) ✱ (✱

r ∈ GPR
 ∃ w. r ↦ w ✱ 𝓥(w)) }
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 { (∃ c, pc ↦ c ✱ 𝓥(c) ✱ CorrectPC(c)) ✱ (✱
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 ∃ w. r ↦ w ✱ 𝓥(w)) }
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   let base_cap := call read_reg_cap rb in
   let (perm, beg, end, cursor) := base_cap in
   let c := (perm, beg, end, cursor + immediate) in
   let b := call write_allowed perm in
   assert b ;;
   let w := call read_reg rs in
   { rb ↦ base_cap ✱ 𝓥(base_cap) ✱ rs ↦ w ✱ 𝓥(w) ...}
   use lemma (subperm_not_E RW perm) ;;
   { rb ↦ base_cap ✱ 𝓥(base_cap) ✱ rs ↦ w ✱ 𝓥(w) ✱ perm ≠ E ...}
   use lemma (move_cursor base_cap c) ;;
   call write_mem c w ;;
   call update_pc ;; true
 { (∃ c, pc ↦ c ✱ (𝓥(c) V ε(c))) ✱ (✱

r ∈ GPR
 ∃ w. r ↦ w ✱ 𝓥(w)) }
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{ (p = R ⋁ p = RW) ✱ p ⊑ p’ } subperm_not_E p p’ { p’ ≠ E }
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{ 𝓥(p, b, e, a) ✱ p ≠ E } move_cursor (p, b, e, a) (p, b, e, a’) { 𝓥(p, b, e, a) ✱ 𝓥(p, b, e, a’) }
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RISC-V PMP
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RISC-V

- Free, open, extensible ISA

- 32-bit instructions

- We focus on RV32I
- Official RISC-V spec
- But with PMP support
- U and M modes

- Simplifications
- Limited PMP entries

29

Extension Description

I Integer

M Integer Multiplication and Division

A Atomics

F Single-Precision Floating Point

D Double-Precision Floating Point

C 16-bit Compressed Instructions

Xext Non-Standard User-Level Extension

 G



RISC-V PMP

- Optional

- Grant permissions to S and U modes
- By default none

- Revoke permissions from M mode
- By default full

- PMP violations => trap
- Load access fault, store access fault, …
- Exception

- Up to 64 PMP regions
- Statically prioritized
-  Lowest number has highest priority

30
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RISC-V PMP

- Optional
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Physical Memory Protection

Trap

Interrupt Exception

External asynchronous 
event

PC

Priv

MEPC

mstatus.MPP
TRAP

PC

Priv

MEPC

mstatus.MPP
MRET



RISC-V PMP

(i, lock, rwx, address)
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PMP Entry

lock ∈ {0, 1}

permissions

upper bound



RISC-V PMP

(i, lock, rwx, address)
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PMP Entry

lock ∈ {0, 1}

permissions

upper bound

Bounds PMPi = [addressi-1, addressi)
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RISC-V PMP
State Transition: Trap
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RISC-V PMP
State Transition



RISC-V PMP
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{ Start

  ✱ ▹ (CSRMod -✱ wp fdeCycle T)

  ✱ ▹ (Trap        -✱ wp fdeCycle T)

  ✱ ▹ (Recover -✱ wp fdeCycle T) }

fdeCycle

{ T }

Universal Contract



RISC-V PMP
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RISC-V PMP
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Full-System Proof: FemtoKernel
init:
       la      ra, adv
       csrrw zero, pmpaddr0, ra
       lui      ra, max
       csrrw zero, pmpaddr1, ra
       lui      ra, 0x0
       csrrw zero, pmp0cfg, ra
       lui      ra, 0xf
       csrrw zero, pmp1cfg, ra
       la       ra, adv
       csrrw zero, mepc, ra
       la       ra, trap_handler
       csrrw zero, mtvec, ra
       lui      ra, 0x0
       csrrw zero, mstatus, ra
       mret
  
trap_handler:
       auipc ra, 0
       lw       ra, 12(ra)
       mret
 
data: 42
adv:  …

Memory 

ad
v

in
it

m
ax

   
   

 4
2

    
  d

at
a

Memory Integrity:
data will always contain the value 42

tr
ap

_h
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d
le
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Full-System Proof: FemtoKernel

Memory Integrity:
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Evaluation

● Comparison with Cerise
○ Proof effort reduction
○ Not entirely fair

● Added Instruction
○ Uninteresting case
○ RISC-V PMP: +2 LoC
○ MinimalCaps: +23 LoC

● FemtoKernel

44

MinimalCaps RISC-V PMP Cerise

LoC 2867 3880 7919



Summary

● Security Guarantees
○ Formalized as Universal Contracts
○ Part of security specification
○ Verified against operational specification

● Case Study: MinimalCaps
○ Capability safety

● Case Study: RISC-V PMP
○ Memory Integrity

● Katamaran
○ Semi-automatic separation logic verifier
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Side-channels

- Current focus on integrity guarantees
- Software observable side-channels

- Timing-based side-channels (Instruction Timing)
- Should be part of security specification

- ISA should not specify all details…
- … but enough to reason about it

47

Future Work
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RISC-V PMP

49

Example

Memory

(63, 0, RWX, _)

(1, 0, X, _) (0, 1, X, _)



Verifying MinimalCaps’ Security Guarantees
 { (∃ c, pc ↦ c ✱ 𝓥(c) ✱ CorrectPC(c)) ✱ (✱

r ∈ GPR
 ∃ w. r ↦ w ✱ 𝓥(w)) }

 function exec_sd(rs ∶ GPR, rb ∶ GPR, immediate ∶ int) : bool :=
   let base_cap := call read_reg_cap rb in
   let (perm, beg, end, cursor) := base_cap in
   let c := (perm, beg, end, cursor + immediate) in
   let b := call write_allowed perm in
   assert b ;;
   let w := call read_reg rs in
   use lemma (subperm_not_E RW perm) ;;
   use lemma (move_cursor base_cap c) ;;
   { rb ↦ base_cap ✱ 𝓥(base_cap) ✱ rs ↦ w ✱ 𝓥(w) ✱ 𝓥(c) ...}
   call write_mem c w ;;
   { rb ↦ base_cap ✱ 𝓥(base_cap) ✱ rs ↦ w ✱ 𝓥(w) ✱ 𝓥(c) ...}
   call update_pc ;; true
 { (∃ c, pc ↦ c ✱ (𝓥(c) V ε(c))) ✱ (✱

r ∈ GPR
 ∃ w. r ↦ w ✱ 𝓥(w)) }
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 { 𝓥(c) ✱ 𝓥(w) } write_mem c w   { 𝓥(c) ✱ 𝓥(w) }



Contract

 { (∃ c, pc ↦ c ✱ 𝓥(c) ✱ CorrectPC(c)) ✱ (✱
r ∈ GPR

 ∃ w. r ↦ w ✱ 𝓥(w)) }
 function execute() : bool :=
   let c := call read_reg_cap pc in
   let n := call read_mem c in
   match n with
   | inl n =>
     let i := call decode n in
     call exec_instr i
   | inr c => fail
   end 
 { wp fdeCycle T }

Execute
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Decode

Execute

Fetch



Future Work

Object 
Capabilities
Add support for 
object 
capabilities to 
the MinimalCaps 
case study

Virtual 
Memory
Verification of 
security 
properties of 
Virtual Memory

Proof 
Automation
Further improve 
proof 
automation of 
Katamaran

Larger ISAs

Scale up the 
number of 
instructions in 
ISAs we 
consider

Complex ISAs

Introduce 
features such as 
concurrency, 
interrupts, ...

Realistic ISAs

Verify security 
properties of real 
ISAs, i.e. 
RV32G…, 
CHERI-RISC-V, ...

  

Capability 
Safety
Capability safety 
of the 
MinimalCaps 
machine

RISC-V PMP

Memory integrity 
for RISC-V PMP 
with 
synchronous 
interrupts

  
CCS’22 Submission
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