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Primitive blocking
Operational semantics (stuttering)
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f .H���(lk) = false
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“Classic” obligations reasoning
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“Classic” obligations reasoning
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\

h ((),f, n)

<latexit sha1_base64="AgG9TGBLN4KkCKKy62X0IqJSKcI="></latexit>

F���

\
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8 dom(⇥)
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\

h ((),f : O��(\ ) \ ú obs : O��(\ 0) ] ú obs, (\ 0, (4; Finish))
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Operational semantics

À la Kobayashi 2006, Leino et al. 2010, Boström and Müller 2015, Jacobs et al. 2018, Reinhard and Jacobs 2021
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A deadlock-free language

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

, restrictive language

7



Obligations
A deadlock-free language

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel(x); 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

, restrictive language

7



Obligations
A deadlock-free language

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel(x); 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

, restrictive language

Unfulfilled obligation
7



Obligations
A deadlock-free language

/" obs({x.lev}) 

Acq y; 

Rel x; 

Finish

/" obs({y.lev}) 

Acq x; 

Rel y; 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel(x); 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

, restrictive language

Unfulfilled obligation
7



Obligations
A deadlock-free language

/" obs({x.lev}) 

Acq y; 

Rel x; 

Finish

/" obs({y.lev}) 

Acq x; 

Rel y; 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel(x); 

Finish

/" obs(∅) 

Acq lk; 

/" obs({lk.lev}) 

Rel lk; 

/" obs(∅) 

Finish

Failing level check

, restrictive language

Unfulfilled obligation
7



Classic lock specifications

<latexit sha1_base64="xsTlzw/le1cbi8zE7BfBuqBvYL4="></latexit>

R��C������

{obs($) ∗ locked(lk, _,') ∗ '} Rel lk {obs($ \ {_})}

<latexit sha1_base64="J1fC2gvBWaj48stdfbcTlQ5xVe0="></latexit>

F�����

{obs(∅)} Finish {True}

<latexit sha1_base64="11N4i/2SvTzidKKDdGx28Xqp4qE="></latexit>

N��L���C������

{'} NewLock _ {lk. is lock(lk, _,')}

<latexit sha1_base64="DfxcE2pJvYdu9mcOSWNA9E8Bmtw="></latexit>

A��C������

{is lock(lk, _,') ⇤ obs($) ⇤ _ � obs($)} Acq lk {obs($ ] {_}) ⇤ locked(lk, _,') ⇤ '}
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External knowledge of deadlock-freedom

/" obs(∅) 

Acq x; 

/" obs({lk.lev}) 

Finish;
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External knowledge of deadlock-freedom
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Lock handoffs

let x = NewLock () in 

let f = ref true in

/" obs({∅}) 

if !f then exit 0; 

/" obs({∅}) 

Rel x; 

Finish;

10

exit 0 kills the program in a “good” state
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Deadlocked?

11

let x = NewLock () in 

let f = ref true in

if !f then exit 0; 

/" Critical section  

Rel x; 

Finish;

Acq x; 

/" Critical section 

Rel x; 

Finish;

Acq x; 

/" Critical section 

f := false; 

Finish;



Deadlock

<latexit sha1_base64="rAWPGn8w5qF/WKM95zdVHczKvjw="></latexit>
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Agenda

Problem: classic deadlock-freedom specs are too restrictive


Solution:  Parameterize modules by client-specific deadlock-
freedom argument 

Application: Futexes (Compare-and-sleep)


Outlook

13



Our solution

• Obligations defined on top of the #Alive and #Waiting counters


• Deadlock-freedom argument is passed by the client to the blocking module


• Whenever the module has to block, the client has to show ob(λ) < obs(O)


• Argument phrased in terms of obligations


• Client-managed obligations!

14
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Acq x (fun () -> assert false) (); 
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/" obs(∅) 

Acq x (fun () -> assert false) (); 
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Finish;



Motivating example
CreateOblig 0; 

lock   x  = NewLock(); 

bool*  f  = Alloc(true);

/" obs(∅) 

Acq x (“by inv”) ()); 

/" obs(∅) 

f := false; 

Finish

/" obs({0}) 

if !f then exit 0; 

/" Critical section 

Rel x (fun () -> DropOblig(0)); 

Finish

/" obs(∅) 

Acq x ("by inv”) (CreateOblig(0)); 

/" obs({0}) 

Rel x (DropOblig(1)); 

/" obs(∅) 

Finish

16

Revisited

“If x is true, there is an obligation”



Client-provided deadlock-freedom argument

17

<latexit sha1_base64="pO6RzCL9fo84I5p5RSbGjo8Nc88="></latexit>

% |÷
> ?

9E . ✓ 7! true ⇤
✓

(✓ 7! true ⌘�⇤? >
%)

_ (✓ 7! false ⌘�⇤? >
&)

◆

{%} Rel(✓) {&}

Cf. logically atomic triples [Jung et al. 2015], (total) atomic triples [D’Osualdo et al. 2021]
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Problem: classic deadlock-freedom specs are too restrictive


Solution:  Parameterize modules by client-specific deadlock-freedom 

argument


Application: Futexes (Compare-and-sleep) 

Outlook
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Futexes: low-level primitive 
blocking

19



Compare-and-sleep*
futex_wait, WaitOnAddress, os_sync_wait_on_address

• in-kernel, per-location, list of waiting threads


• futex_wait l v adds current thread to the list if !l = v 

• futex_wake l wakes one waiting thread, if there are any


• spurious wakeups are possible

*much simplified: only wake-one, no thread priorities, only same address space, ...
20



Compare-and-sleep
How we model the kernel-side

21
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Futex step rules

<latexit sha1_base64="GZHLA75tb+Gd9RvEbhV8dQ6Ki4Q="></latexit>

A����

✓ 8 dom(f .H���)

(ref E,f) −→h (✓,f : H���[✓ ← E] : F����M[✓ ← []], n)
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Futex step rules

<latexit sha1_base64="GZHLA75tb+Gd9RvEbhV8dQ6Ki4Q="></latexit>

A����

✓ 8 dom(f .H���)

(ref E,f) −→h (✓,f : H���[✓ ← E] : F����M[✓ ← []], n)

<latexit sha1_base64="VFKZnmvhVpynOmW9pdVz6uGpEFw="></latexit>

F����W���A����

f .H���(✓) = E
0

E < E
0

(futex wait ✓ E,f) �!h (������,f, n)
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Futex step rules

<latexit sha1_base64="GZHLA75tb+Gd9RvEbhV8dQ6Ki4Q="></latexit>

A����

✓ 8 dom(f .H���)

(ref E,f) −→h (✓,f : H���[✓ ← E] : F����M[✓ ← []], n)

<latexit sha1_base64="VFKZnmvhVpynOmW9pdVz6uGpEFw="></latexit>

F����W���A����

f .H���(✓) = E
0

E < E
0

(futex wait ✓ E,f) �!h (������,f, n)
<latexit sha1_base64="S+avWL8zudlsvBgIPuL3VpMFzAE="></latexit>

F����W���W���

f .H���(✓) = E

f .#A���� > f .#W������ + 1 f .F����M(✓) = ⌫ = = length(⌫)

(futex wait ✓ E,f) −→h (WAIT(✓,=),f : F����M[✓ ← ⌫ ++[false]] : #W������++, n)
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<latexit sha1_base64="GZHLA75tb+Gd9RvEbhV8dQ6Ki4Q="></latexit>

A����

✓ 8 dom(f .H���)

(ref E,f) −→h (✓,f : H���[✓ ← E] : F����M[✓ ← []], n)

<latexit sha1_base64="VFKZnmvhVpynOmW9pdVz6uGpEFw="></latexit>

F����W���A����

f .H���(✓) = E
0

E < E
0

(futex wait ✓ E,f) �!h (������,f, n)

<latexit sha1_base64="H9sDMi9Vh/kimXEj6GTu5iSBVO4="></latexit>

W���W���

f .F����M(✓) [=] = false

(WAIT(✓,=),f) −→h (WAIT(✓,=),f, n)

<latexit sha1_base64="S+avWL8zudlsvBgIPuL3VpMFzAE="></latexit>

F����W���W���

f .H���(✓) = E

f .#A���� > f .#W������ + 1 f .F����M(✓) = ⌫ = = length(⌫)

(futex wait ✓ E,f) −→h (WAIT(✓,=),f : F����M[✓ ← ⌫ ++[false]] : #W������++, n)
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Futex step rules

<latexit sha1_base64="GZHLA75tb+Gd9RvEbhV8dQ6Ki4Q="></latexit>

A����

✓ 8 dom(f .H���)

(ref E,f) −→h (✓,f : H���[✓ ← E] : F����M[✓ ← []], n)

<latexit sha1_base64="VFKZnmvhVpynOmW9pdVz6uGpEFw="></latexit>

F����W���A����

f .H���(✓) = E
0

E < E
0

(futex wait ✓ E,f) �!h (������,f, n)

<latexit sha1_base64="H9sDMi9Vh/kimXEj6GTu5iSBVO4="></latexit>

W���W���

f .F����M(✓) [=] = false

(WAIT(✓,=),f) −→h (WAIT(✓,=),f, n)

<latexit sha1_base64="S+avWL8zudlsvBgIPuL3VpMFzAE="></latexit>

F����W���W���

f .H���(✓) = E

f .#A���� > f .#W������ + 1 f .F����M(✓) = ⌫ = = length(⌫)

(futex wait ✓ E,f) −→h (WAIT(✓,=),f : F����M[✓ ← ⌫ ++[false]] : #W������++, n)

<latexit sha1_base64="QEH96kgKlo+0zT+uhZyhjzvH77M="></latexit>

W���W����

f .F����M(✓) [=] = true

(WAIT(✓,=),f) −→h ((),f, n)
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<latexit sha1_base64="fcChKk7qrn9CMv6KvHC0l6d6bmY="></latexit>

F����W���O��

f .F����M(✓) [=] = false

(futex wake ✓,f) −→h (1,f : F����M(✓) [= ← true] : #W������−−, n)
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<latexit sha1_base64="YBsyuyl1ttcubxsJ2D4sOS52U1s="></latexit>

F����W���Z���

f .F����M = ⌫ true =

€

1∈⌫

1

(futex wake ✓,f) −→h (0,f, n)

<latexit sha1_base64="fcChKk7qrn9CMv6KvHC0l6d6bmY="></latexit>

F����W���O��

f .F����M(✓) [=] = false

(futex wake ✓,f) −→h (1,f : F����M(✓) [= ← true] : #W������−−, n)
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<latexit sha1_base64="YBsyuyl1ttcubxsJ2D4sOS52U1s="></latexit>

F����W���Z���

f .F����M = ⌫ true =

€

1∈⌫

1

(futex wake ✓,f) −→h (0,f, n)

<latexit sha1_base64="fcChKk7qrn9CMv6KvHC0l6d6bmY="></latexit>

F����W���O��

f .F����M(✓) [=] = false

(futex wake ✓,f) −→h (1,f : F����M(✓) [= ← true] : #W������−−, n)

<latexit sha1_base64="suKEUT8K5bUQdrItT+4LuRpgGDw="></latexit>

W���S�������W���

f .F����M(✓) [=] = false

(WAIT(✓,=),f) −→h ((),f : F����M(✓) [= ← true] : #W������−−, n)

23

Futex step rules



Futex proof rules
24

<latexit sha1_base64="cYmKP4bVEzjzKbqlB6QjLOCvuIc="></latexit>

% |÷
> ?

9E 0,@,⌫. ✓
@

7�! E 0 ⇤ futex(✓,⌫) ⇤

©≠́
⇣
E < E 0 ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫) ⌘�⇤? >
& (������))

⌘
_

⇣
E = E 0 ⇤ (9$ . obs($) ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫ ++[false]) ⇤ wobs(✓, len(⌫),$) ⌘�⇤? >
'(len(⌫))))

⌘ ™Æ̈
'(=) |÷

> ?
9⌫1,1,⌫2 .= = len(⌫1) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⇤

©≠́
�
1 = false ! 9$ 0

, _ � $ 0
. ob(_) ⇤ wobs(✓,=,$ 0) ⇤ (ob(_) ⇤ wobs(✓,=,$ 0) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⌘�⇤? >

'(=))
�

^
�
1 = true ! (futex(⌫1 ++[1] ++⌫2) ⌘�⇤? >

& (0))
�

^
�
1 = false ! 9$ 0

.wobs(✓,=,$ 0) ⇤ (obs($ 0) ⇤ futex(⌫1 ++[true] ++⌫2) ⌘�⇤? >
& (0))

�
{%} futex wait ✓ E {D .& (D)}
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<latexit sha1_base64="cYmKP4bVEzjzKbqlB6QjLOCvuIc="></latexit>

% |÷
> ?

9E 0,@,⌫. ✓
@

7�! E 0 ⇤ futex(✓,⌫) ⇤

©≠́
⇣
E < E 0 ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫) ⌘�⇤? >
& (������))

⌘
_

⇣
E = E 0 ⇤ (9$ . obs($) ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫ ++[false]) ⇤ wobs(✓, len(⌫),$) ⌘�⇤? >
'(len(⌫))))

⌘ ™Æ̈
'(=) |÷

> ?
9⌫1,1,⌫2 .= = len(⌫1) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⇤

©≠́
�
1 = false ! 9$ 0

, _ � $ 0
. ob(_) ⇤ wobs(✓,=,$ 0) ⇤ (ob(_) ⇤ wobs(✓,=,$ 0) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⌘�⇤? >

'(=))
�

^
�
1 = true ! (futex(⌫1 ++[1] ++⌫2) ⌘�⇤? >

& (0))
�

^
�
1 = false ! 9$ 0

.wobs(✓,=,$ 0) ⇤ (obs($ 0) ⇤ futex(⌫1 ++[true] ++⌫2) ⌘�⇤? >
& (0))

�
{%} futex wait ✓ E {D .& (D)}
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<latexit sha1_base64="1i54IOBFUrFCWiEBmh8UltwqU4w="></latexit>

% |÷> ?9⌫. futex(✓,⌫) ⇤
✓

(8=. ⌫ [=] = false! 9$ .wobs(✓,=,$) ⇤ (obs($) ⇤ futex(✓,⌫ [=  true] ⌘�⇤? > & (1)))

^((8=. ⌫ [=] = true) ! futex(✓,⌫) ⌘�⇤? > & (0))

◆

{%} futex wake ✓ {D .& (D)}

<latexit sha1_base64="cYmKP4bVEzjzKbqlB6QjLOCvuIc="></latexit>

% |÷
> ?

9E 0,@,⌫. ✓
@

7�! E 0 ⇤ futex(✓,⌫) ⇤

©≠́
⇣
E < E 0 ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫) ⌘�⇤? >
& (������))

⌘
_

⇣
E = E 0 ⇤ (9$ . obs($) ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫ ++[false]) ⇤ wobs(✓, len(⌫),$) ⌘�⇤? >
'(len(⌫))))

⌘ ™Æ̈
'(=) |÷

> ?
9⌫1,1,⌫2 .= = len(⌫1) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⇤

©≠́
�
1 = false ! 9$ 0

, _ � $ 0
. ob(_) ⇤ wobs(✓,=,$ 0) ⇤ (ob(_) ⇤ wobs(✓,=,$ 0) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⌘�⇤? >

'(=))
�

^
�
1 = true ! (futex(⌫1 ++[1] ++⌫2) ⌘�⇤? >

& (0))
�

^
�
1 = false ! 9$ 0

.wobs(✓,=,$ 0) ⇤ (obs($ 0) ⇤ futex(⌫1 ++[true] ++⌫2) ⌘�⇤? >
& (0))

�
{%} futex wait ✓ E {D .& (D)}
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<latexit sha1_base64="1i54IOBFUrFCWiEBmh8UltwqU4w="></latexit>

% |÷> ?9⌫. futex(✓,⌫) ⇤
✓

(8=. ⌫ [=] = false! 9$ .wobs(✓,=,$) ⇤ (obs($) ⇤ futex(✓,⌫ [=  true] ⌘�⇤? > & (1)))

^((8=. ⌫ [=] = true) ! futex(✓,⌫) ⌘�⇤? > & (0))

◆

{%} futex wake ✓ {D .& (D)}

<latexit sha1_base64="cYmKP4bVEzjzKbqlB6QjLOCvuIc="></latexit>

% |÷
> ?

9E 0,@,⌫. ✓
@

7�! E 0 ⇤ futex(✓,⌫) ⇤

©≠́
⇣
E < E 0 ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫) ⌘�⇤? >
& (������))

⌘
_

⇣
E = E 0 ⇤ (9$ . obs($) ⇤ (✓

@

7�! E 0 ⇤ futex(✓,⌫ ++[false]) ⇤ wobs(✓, len(⌫),$) ⌘�⇤? >
'(len(⌫))))

⌘ ™Æ̈
'(=) |÷

> ?
9⌫1,1,⌫2 .= = len(⌫1) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⇤

©≠́
�
1 = false ! 9$ 0

, _ � $ 0
. ob(_) ⇤ wobs(✓,=,$ 0) ⇤ (ob(_) ⇤ wobs(✓,=,$ 0) ⇤ futex(✓,⌫1 ++[1] ++⌫2) ⌘�⇤? >

'(=))
�

^
�
1 = true ! (futex(⌫1 ++[1] ++⌫2) ⌘�⇤? >

& (0))
�

^
�
1 = false ! 9$ 0

.wobs(✓,=,$ 0) ⇤ (obs($ 0) ⇤ futex(⌫1 ++[true] ++⌫2) ⌘�⇤? >
& (0))

�
{%} futex wait ✓ E {D .& (D)}



Agenda

Problem: classic deadlock-freedom specs are too restrictive


Solution:  Parameterize modules by client-specific deadlock-freedom 

argument


Application: Futexes (Compare-and-sleep)


Outlook
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Outlook

Futex

Locks
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Outlook

Futex

Locks

Condition variables

Semaphores

Channels
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Outlook

Busy-waiting

Futex

Locks

Condition variables

Semaphores

Channels
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Outlook

• Deadlock-free monitors


• Obligations transfer via channels
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Hamin and Jacobs 2018, 2019



Near future: “Futexes are tricky”
Optimized futex mutex
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Drepper 2011
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