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• Push-button static and dynamic analysis tools (e.g. Infer, Valgrind)          

Motivation
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We want bug-free software!


source code, as-is

run analysis tool

How can we achieve that?


Specifications are implicit, 
but more generic 



• Traditional formal verification with explicit specifications


• code-first, or spec-first, or code and spec together

Motivation
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source code

Specifications are explicit, 
but capture richer properties 

source code, annotated with specs

time, ££,
effort

Full functional 
correctness 

run proof
tool

We want bug-free software!


How can we achieve that?


Where to start?!



• Requires specialist expertise


• Requires complete specifications


• Proof attempts themselves can be time-consuming to run

Problem 1  Writing specifications is hard in itself!
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Write 
specifications for 
function-to-be-

proven

Error?

Run proof  
tool

No

Debug using 
proof tool 

output; amend 
specs

Yes

 slow feedback loop⟹
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Writing + refining specifications

Problem 2  High assurance is totally all-or-nothing
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#3    Fits test-debug cycle engineers are familiar with
More familiarity => more likely to be adopted

#2    On-ramp to full formal verification
Gradual assurance, rather than “all-or-nothing”

#1    Helps to guide the specification-writing process
Partial specifications can be checked at runtime ‘as you go’, flagging mistakes quickly

Idea: test specifications



• Seems underappreciated in the field of verification as a whole :-(


• Historically, testing and verification communities have been largely disconnected

Testing specifications
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• The idea of testing specifications dates back to at least the 1970s

• Testing specifications to make writing them easier doesn’t seem commonplace



We propose an incremental workflow that:


✓  builds upon the standard code-test-debug cycle


✓  puts specification-testing and -debugging at its core


✓  combines testing and proof under a single framework
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Code-Specify-Test-Debug-Prove

We think it should be!



Run proof tool  
(if desired)
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Specification 
bug?

Debug 
Yes

Test specifications 
on concrete inputs

Error?

Fix offending 
specifications Yes

Found 
implementation 
bug! Alert devs

No

Write new 
partial 

specifications

No

Code-Specify-Test-Debug-Prove



12

Code-Specify-Test-Debug-Prove

using separation logic to capture its complex ownership patterns

p ↦ v

for systems software written in C

CN separation-logic testing and verification toolchain



The CN toolchain
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Fulminate, Bennet, Darcy and the CN proof tool



The CN specification language
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𝙸𝚗𝚝𝙻𝚒𝚜𝚝(p, xs) =
(p = 𝙽𝚄𝙻𝙻 ∧
xs = 𝚗𝚒𝚕)

∨
(∃hd, q, tl .
p ↦ (hd, q) *
𝙸𝚗𝚝𝙻𝚒𝚜𝚝(q, tl) ∧
xs = 𝚌𝚘𝚗𝚜(𝚑𝚍, 𝚝𝚕))
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𝙸𝚗𝚝𝙻𝚒𝚜𝚝(p, xs) =
(p = 𝙽𝚄𝙻𝙻 ∧
xs = 𝚗𝚒𝚕)

∨
(∃hd, q, tl .
p ↦ (hd, q) *
𝙸𝚗𝚝𝙻𝚒𝚜𝚝(q, tl) ∧
xs = 𝚌𝚘𝚗𝚜(𝚑𝚍, 𝚝𝚕))

predicate integer_list IntList (pointer p) 
{ 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

This looks executable!

The CN specification language



Fulminate
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• Translates CN specifications into C runtime checks, instrumenting the source


• Implemented as a source-to-source translation in OCaml

Source-to-
source 

translation 

My PhD work :-)

C file + CN annotations
C file instrumented with checks



Fulminate ownership checking
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• Makes use of CN’s restrictive syntax:   becomes take v = Owned(p) 

• Makes executing separation logic specs computationally feasible by disallowing 
arbitrary quantification over addresses 


• Fulminate checks ownership of  and, if successful, dereferences  to get 


• Maintains a global ownership ghost map, tracking ownership of stack and heap 
addresses by mapping and comparing them to the call stack depth


• Performs ownership checks within dynamic calls to Owned and C memory 
accesses

p ↦ v

p p v



predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

18

𝙸𝚗𝚝𝙻𝚒𝚜𝚝(p, xs) =
(p = 𝙽𝚄𝙻𝙻 ∧
xs = 𝚗𝚒𝚕)

∨
(∃hd, q, tl .
p ↦ (hd, q) *
𝙸𝚗𝚝𝙻𝚒𝚜𝚝(q, tl) ∧
xs = 𝚌𝚘𝚗𝚜(𝚑𝚍, 𝚝𝚕))

3

p1 

• 1 • 5

p2 p3 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

3

p1 

• 1 • 5

p2 p3 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

p1 

𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
ownership 
ghost state

p2 

p3 

23
node
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
ownership 
ghost state

p2 

p3 

24

p1 

node.next

node



predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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p1 

• 1 • 5

p2 p3 

𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
ownership 
ghost state

p2 

p3 

25

p1 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
ownership 
ghost state

p2 

p3 

p1 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
ownership 
ghost state

p2 

p3 

p1 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

28
node
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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node

p2 

node.next

p1 

𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
ownership 
ghost state

p2 

p3 



predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

3
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• 1 • 5

p2 p3 
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Global 
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ghost state

p2 
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p1 
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p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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p1 

𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
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ghost state

p2 

p3 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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p1 
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

33
node
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p1 

• 1 • 5

p2 p3 

predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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p2 

node

p1 

𝙰𝚍𝚍𝚛𝚎𝚜𝚜 ⇀ 𝚂𝚝𝚊𝚌𝚔𝙵𝚛𝚊𝚖𝚎

Global 
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predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};

3
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p2 p3 
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predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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Cons {hd: 3, tl: Cons {hd: 1, tl: Cons {hd: 5, tl: Nil {} } } }



predicate integer_list IntList (pointer p) { 
if (p == NULL) { 
return (Nil {}); 

} 
else { 
take node = Owned<struct node>(p); 
take tl = IntList(node.next); 
return (Cons {hd: node.x, tl: tl}); 

} 
}

struct node  
  {int x; struct node *next;};
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Cons {hd: 3, tl: Cons {hd: 1, tl: Cons {hd: 5, tl: Nil {} } } }



• Partial intermediate specifications (e.g. loop invariants, lemma checks)


• “Fragmentary” specifications: CN-annotated and unannotated functions in the 
same call stack


• Wildcard ownership: manually marking a region of memory as owned throughout 
the program, at any stack depth

Partial specifications in Fulminate

40



Bennet and Darcy

41

• PBT tools that generate random CN-precondition-satisfying inputs to exercise 
Fulminate checks


• Bennet uses backtracking to build test cases


• Darcy uses an SMT-solver, collecting constraints and asking Z3 for a satisfying 
model


• Supports wider range of preconditions than Bennet

Zain Aamer




CN proof tool
• Separation-logic refinement type system with SMT solver backend


• Aims to provide predictable verification


• Built on top of Cerberus, well-validated semantics for large fragment of ISO C


• Fulminate also reuses Cerberus machinery for translating CN specs to C

42
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Gradual assurance via testing

Fulminate (specification-testing)
• Translates CN specs into C 

assertions that can be 
checked concretely at 
runtime


• Users provide test cases 
to drive checks

• Generates random 
precondition-satisfying inputs 
that drive Fulminate’s 
assertions 


• More precise specs required,  
but higher coverage

Bennet + Darcy (PBT)

CN (proof)
• Verify safety for all 

executions

• Proof annotations 

required,  
but maximum   
assurance

43
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Code-Specify-
Test-Debug-
Prove, using 
Fulminate, 
Bennet, Darcy 
and CN

Write new 
partial CN 

specifications

Run Fulminate to 
instrument source 

with runtime 
checks 

Runtime 
error?

Drive using manual 
inputs or Bennet/

Darcy random inputs

No

Specification 
bug?

Debug (print 
statements, 

LLDB)

Fix offending 
specifications

Found 
implementation 
bug! Alert devs

Yes

Yes

No

Run CN proof 
(if desired)



Applying 
Code-Specify-Test-Debug-Prove  

to real systems code using 
the CN toolchain
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Case study: pKVM hyp allocator
• pKVM: real world hypervisor for Android developed by Google


• Enforces memory isolation between the Android Linux kernel and guest 
VMs handling sensitive data


• Runs at ARM Exception Level 2 (EL2)


• Mostly written in C 


• hyp allocator: heap memory allocator for pKVM like malloc/free in libc

46



• Manages memory using a doubly-linked list of memory chunks

Details: pKVM hyp allocator
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static struct hyp_allocator {

struct list_head chunks;

unsigned long start;

u32 size;

hyp_spinlock_t lock;

} hyp_allocator;

struct chunk_hdr {

u32 alloc_size;

u32 mapped_size;

struct list_head node;

u32 hash;

char data __aligned(8);

};

hdrhdr alloc’d mapped, not alloc’d unmapped VA

alloc_size

mapped_size

va_size

data

struct list_head {

struct list_head *next, *prev;

};

Fig. 1. Top level and chunk list datastructures of the allocator

hdrhdr alloc’d mapped, not alloc’d unmapped VA

prev->alloc_size

prev->mapped_size

chunkprev size

hdrhdr alloc’d mapped hdr alloc’d mapped unmapped VA

chunkprev chunk->alloc_size = sizeprev->alloc_size

prev->mapped_size chunk->mapped_size

chunk_install(chunk, size, prev, allocator)

Fig. 2. chunk_install implementation behaviour

pointer arithmetic that may lead to arithmetic over!ows. The allocator code that we have speci"ed,
tested, and veri"ed, including the required dependencies, is 913 lines of C code, excluding comments,
blank lines, and speci"cation annotations.

2.2 Specifying chunk_install using CN
We use the internal function chunk_install, invoked by hyp_alloc, as a running example—see
Figs. 2 and 3. (For brevity, we omit the full implementation and speci"cation of chunk_install;
they are included in the supplementary material.) The chunk_install function takes a pointer
to the new chunk, the size of the memory to be allocated, a pointer to the preceding chunk, and
a pointer to the allocator’s auxiliary metadata; it carves out the new chunk from the previously
unused memory region of the preceding chunk (prev). Given these inputs, the function inserts a
new chunk into the chunk list while preserving the global invariant of the allocator: it updates
the metadata of both chunks and invokes chunk_list_insert to perform the pointer operations of
the underlying doubly linked list, ensuring that the new chunk chunk is correctly positioned right
after the previous one prev in the allocator’s chunk list.
The correct behavior of chunk_install is described by several preconditions, invariants, and

postconditions—e.g., the given new chunk must lie within the memory range of the previous chunk.
To formally specify, test, and verify these requirements, we use the CN speci!cation language [4, 58],
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Precondition of chunk_install

Candidate spec for chunk_install in CN
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static struct hyp_allocator {

struct list_head chunks;

unsigned long start;

u32 size;

hyp_spinlock_t lock;

} hyp_allocator;

struct chunk_hdr {

u32 alloc_size;

u32 mapped_size;

struct list_head node;

u32 hash;

char data __aligned(8);

};

hdrhdr alloc’d mapped, not alloc’d unmapped VA

alloc_size

mapped_size

va_size

data

struct list_head {

struct list_head *next, *prev;

};

Fig. 1. Top level and chunk list datastructures of the allocator

hdrhdr alloc’d mapped, not alloc’d unmapped VA

prev->alloc_size

prev->mapped_size

chunkprev size

hdrhdr alloc’d mapped hdr alloc’d mapped unmapped VA

chunkprev chunk->alloc_size = sizeprev->alloc_size

prev->mapped_size chunk->mapped_size

chunk_install(chunk, size, prev, allocator)

Fig. 2. chunk_install implementation behaviour

pointer arithmetic that may lead to arithmetic over!ows. The allocator code that we have speci"ed,
tested, and veri"ed, including the required dependencies, is 913 lines of C code, excluding comments,
blank lines, and speci"cation annotations.

2.2 Specifying chunk_install using CN
We use the internal function chunk_install, invoked by hyp_alloc, as a running example—see
Figs. 2 and 3. (For brevity, we omit the full implementation and speci"cation of chunk_install;
they are included in the supplementary material.) The chunk_install function takes a pointer
to the new chunk, the size of the memory to be allocated, a pointer to the preceding chunk, and
a pointer to the allocator’s auxiliary metadata; it carves out the new chunk from the previously
unused memory region of the preceding chunk (prev). Given these inputs, the function inserts a
new chunk into the chunk list while preserving the global invariant of the allocator: it updates
the metadata of both chunks and invokes chunk_list_insert to perform the pointer operations of
the underlying doubly linked list, ensuring that the new chunk chunk is correctly positioned right
after the previous one prev in the allocator’s chunk list.
The correct behavior of chunk_install is described by several preconditions, invariants, and

postconditions—e.g., the given new chunk must lie within the memory range of the previous chunk.
To formally specify, test, and verify these requirements, we use the CN speci!cation language [4, 58],

static int chunk_install(struct chunk_hdr *chunk, size_t size,
     struct chunk_hdr *prev, struct hyp_allocator *allocator)
/*@ 
requires
  take ha = OwnAllocator(allocator);
  take P = OwnChunk(prev, ha);

  (u64)chunk + hdr_size() + size  
       <= (u64)prev + (u64)P.mapped_size;
ensures 
  ... omitted...
@*/

Ownership predicates (~ points-to)

Logical constraints
Semicolons = Separating conjunctions

48



49

CN spec for cut_out_chunk_install
(details not important)
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Fulminate ownership error

Addr 0x1588081c0 not owned
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LLDB backtrace

Fulminate said, addr 0x1588081c0 is not owned

next pointer: 0x1588081b8 (8 bytes less) 

 missing ownership specification for next ⟹
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Fix up the specification to add ownership assertion for next. Now Fulminate is happy.

What about Darcy?

(this requires a non-trivial rewrite of the user-defined predicates)
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Run LLDB again: 

Suspicious null pointer being generated and passed to our function.
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We forgot to specify the lower bound for it!

Now Darcy is happy too.
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For CN proof, we need to add some more proof annotations and write and apply a lemma.
(Fulminate can check the lemma at runtime)

Finally, CN proof is happy with this. ✔



• Applied this testing-specs-first workflow to a standalone version of the 
hyp allocator


• Found 20 specification bugs and 4 implementation bugs


• Verified two main APIs: hyp_alloc and hyp_free 

• 913 lines of C code


• 1846 lines of specifications and 735 lines of proof annotations

Code-Specify-Test-Debug-Prove for the hyp allocator

56



We ran Fulminate on this, and ran 
the Fulminate-instrumented hyp 

allocator in situ at EL2 :-)

pKVM runs at EL2!
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Figure taken from Ghost in the Android Shell: Pragmatic Test-oracle Specification of a Production Hypervisor. 
Kayvan Memarian, Ben Simner, David Kaloper-Meršinjak, Thibaut Pérami, Peter Sewell. SOSP 2025.

• Bare-metal environment


• No C standard library (e.g. malloc/
free), no third-party libraries, limited 
stack size and I/O functionality


• Preprocessed hyp allocator in Linux 
build environment has 150x 
expansion, > 130,000 LoC 

• Compared to 1.28x expansion for 
standalone allocator
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Conclusion
• Testing specifications concretely at runtime is really useful 

• Writing good specifications is somewhat of an art form


• Testing partially-written specifications helps to significantly refine that process


• Crucially, supporting testing and proof in a single specification language 
makes this workflow feasible


• The stepping-stone from toy examples to real-world case studies is enormous 
and requires a huge (and underappreciated) amount of engineering

Questions?

Our PLDI ’26 paper


